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METO/IbI OLIEHKHA PUCKOB NH®OPMAILIMOHHOM
BE3OIACHOCTH IIPOJYKTOB X CHCTEM
WH®OPMAIIMOHHBIX TEXHOJOT Uil

B.K. ®MUCEHKO, JI.C. KM, M.I1. TYP
Obvedunennwiti uncmumym npooiem ungopmamuxu HAH Benapycu

HopmaruBHo-MeToan4eckas 0a3a

Co3nanue HOpMaTHBHO-MeTouueckoi 0a3sl (HMB) B obnacTu yrpaBieHusi, aHau3a
U OIICHKU pucKa HHPopMaimonHoi 6e3omnacHocty (MB) Hauanioch ¢ aBTOPUTETHBIX OpHUTaH-
ckux crapmaptoB BS 7799-1:2005[(pakTuyeckue mpaBuia yrnpaBicHHs HH(OOPMAIHOHHON
6e3omacHoCThIO), BS 7799-2:2005T(peboBanust k cucteMaM yrpaBiieHHs HH()OpManOHHON
6e3zomacHoCThIO), BS 7799-3:200PyK0BOACTBO 1O YNPaBICHUIO PUCKAMU WH(POPMAIHOH-
Holt 6e3omacHoctH), a 3ateM CTh ISO/IEC 27001-2016I{pe6oBanust 1mo oreHKe 1 00paboTke
puckoB), CTb ISO/IEC 27002-2012(fienka puckos 6e3zonacuoctu) 1 CTh ISO/IEC 27005-
2012 {IadopmMaroHHbIE TEXHOJIOTHU. MeTobl oOecrieueH sl 0€30MacCHOCTH. MEHEKMEHT
PHUCKOB HH(POPMAIIMOHHON 6€30ITaCHOCTH).

AHanmu3 TMPUBEIEHHBIX BBIINIC CTAaHAAPTOB TOKa3al, uyTo cymecTtByromasi HMb B 00-
JaCTH YIPABJICHUS, OIICHKU U 00pa0OTKH PUCKOB BIIOJHE MPUTOIHA IS IIPOBEICHUS PE3YIIb-
TATUBHBIX IPAKTHUYECKUX HCCIIETOBAaHUMN U pa3pabOTOK.

AHAaJIM3 MeTO/J10B OLIEeHKH PHCKOB KAK OCHOBbI CHCTEMATHY€CKOI'0 HCCIe0BAHUSA
3a1MIIAeMOM CHUCTEeMBbI.

Briensitor crneayromuye MeToAbl aHaIn3a PUCKOB, XapaKTePU3YIOIIHECs, B OCHOBHOM,
pa3IUYHOM TTTyOMHOM MPOBEICHUS aHAIN3a UCXOJHBIX JTaHHBIX:

1. Ba3oBblit (OCHOBHOI) METOJI, CYTh KOTOPOTO COCTOUT B MCIIOJIB30BAHUN HEKOTOPOTO
YHU(PHUIIMPOBAHHOTO Habopa TpeOoBaHM K 6e30macHoCTH Ut Beex cucteM YT oHOBpeMeHHO.

2. DKCHIEepTHBI METOJ, KOTOPBIM BKIIOYAaeT B ceOs mpoBeneHHe HehOpMaIbHOTO,
IparMaTH4eCcKOro aHajanu3a pucka U 0ObIYHO HE TpeOdyeT MHOTO PecypcoB U BpeMeHH. MeToj
HE SIBIISIETCS CUCTEMATHUYECKUM WJIH CTPYKTYPUPOBAaHHBIM, & OCHOBAaH Ha 3HAHUSX U OIBITE
HEKOTOPOTO JKCIepTa.

3. JleTanpHbBINA aHaTU3 PUCKOB. JlaHHBIN METOJ IpeanogaraeT CHCTeMaTUYeCKUi aHa-
JM3 UCXOIHBIX JAaHHBIX I Bcex cucteM WT KOHKpETHOW OpraHW3alluu C MENbI0 OIEHKU
pHUCKOB HapyIieHus cBoMcTB O6e3onacHocTH T 1 060CHOBaHHOTO BBHIOOpA CPENICTB 3allMTHI,
COOTBETCTBYIOIIUX 33JaHHBIM TPEOOBAHUSM.

4. KoMOMHMPOBaHHBINA METOJ] aHal3a puckoB. OH IMpecTaBiseTcs coO00i coueTanne
HECKOJIbKUX PACCMOTPEHHBIX BBIIIE METO/OB.

B T'OCT P MCO/MDBK 31010-20111aH0 ONMMCAaHWE MOJHOTO KOMILUIEKTA METOIOB
otieHku pucka (Bcero 31 meros, B ToM yrcie 12 6a30BbIX METO/IOB).

Jlarmee ocTaHOBUMCS HA MPAKTUYECKH MPUMEHSIEMBIX 0a30BBIX U JCTATbHBIX METOAAX
OLICHKH PUCKaX.

IMoxxox mo oT6opy 0230BHIX METOI0B OLIEHKH PUCKA.

CpenctBa 3aluThl, OMpeeIsieMble MOCPEICTBOM 0a30BBIX METOJOB, KaK IMPaBUIIO,
peau3yroTcs ¢ TMOMOIIbIO IITATHBIX CPEACTB 3alIMThl MH(GOPMALIKMH, MPEIOCTABIsAEMbIX 00-
[IECUCTEMHBIM MPOrPaMMHBIM 00€CledeHHeM, a TaKKe COOTBETCTBYIOIIMMHU MPOAYKTaMH,
MPEIOCTABIIEMBIME CIICIIUATN3UPOBAHHBIMYI OPraHU3alUsIMU U CICHU(PHUIIMPYEMBIMH B CIIe-
UANbHBIX KaTajorax. [I[peumMyecTBo JaHHOTO MOJAX0Aa COCTOMT B MUHHUMAJIbHBIX 3aTpaTax
CTOUMOCTHBIX U BPEMEHHBIX PECYpCOB Ha MMPOEKTUpPOBaHUe cpeacTB cuctemMbl Ub.
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HepocraTok naHHBIX METONOB COCTOUT B CJEAYIOLIEM: €CIM YpOBEHb TpeOOoBaHUM
K CpPelICTBaM 3aIlUThl MHPOPMAIUHU A1 OTAENTbHBIX cucTteM WT HocTaTOYHO BBICOK, TO JJIS
OJIHMX CHCTEM OH MOXKET OKa3aThCsl YPE3MEPHO 3aABBIIICHHBIM, a JJI IPYTUX — CIIUIIKOM HH3-
KHUM, B TOM YHCJIE IJIsi CUCTEM, TIOJIBEPKEHHBIX HanOombieMy pucky. COOTBETCTBEHHO, €CITN
Bce cucteMbl T opranuszanuu uMeIoT TOJILKO MUHUMAaJbHbIE TpeOOBaHUsI IO 0€30M1aCHOCTH,
TO TOTJIa CTPATETHsl AaHATTN3a PUCKOB, IOCTPOCHHASI HA TUX METO/aX, MOXET 00JIafaTh 10CTa-
TOYHOU (PYHKIIMOHATBHOCTHIO M OBITh HanbOoJIee YKOHOMHYHOW, WHA4Ye MPUMEHEHUE 3TOTO
MeTOJla BpsAA JU OOECHEYHUT YHAOBIETBOPUTEIBbHBIE IPOCKTHBIE PEIICHUS IO CO3JaHHI0
cpeacts Ub. Crnenyer OTMETHUTH, YTO JJI MHOTHUX OpraHU3allMi, UMEIOIINX HEBBICOKUE Tpe-
OoBanus k 6e3omacHoctu UT, mpumeHnenune 6a30Boi crpareruu OyneT Hawboliee mpuemiie-
MBIM PEILIEHUEM.

IMoaxoa mo oTé0OpPy AeTATbHBIX METOI0B OLIEHKH PUCKA.

JleTanbHbIE METOIBI IPEANOIATAIOT CUCTEMATUYECKUI aHAJIN3 UCXOAHBIX JTAHHBIX JJIs
Bcex cucteM UT ¢ 1enpio OleHKH pUCKOB HapylieHus cBoiicTB OezomacHoctu UT u obocHo-
BaHHOT'O BHIOOpA CPENCTB 3alUThI, COOTBETCTBYIOIIUX 33aJaHHBIM TpeboBaHusM. [Ipenmyiie-
CTBO JIaHHBIX METOJIOB COCTOUT B TOM, YTO OHH IO3BOJIAIOT HA OCHOBE CHCTEMHOTr0 MOIX0/1a
(BCcecTOpOHHEr0 aHAJIM3a UCXOMHBIX JaHHBIX M TpeOoBaHMit) TU(PEPSHIIMPOBAHHO TS KaXK-
JIOH M3 CHCTEM OCYIIECTBUTH BBIOODP TpeOyembix cpenctB CYD UT.

Kpome sToro, nosydeHHsle ¢ MOMOIIBI JaHHBIX METOJOB PE3YJIBTATHI CYIIECTBEHHO
obneryaroT conpoBoxaeHue u moaepHuzanuio CYb UT. HemoctaTkoMm e 3TUX MOAXOII0OB
ABIISIETCSI UX PECYPCOEMKOCTh M, KAaK CJIEICTBHE, BBICOKAs LIEHA pealu3allMi HA MPAKTHKE.
Onu TpeOyI0T MaKCUMAaBHBIX 3aTPAaT BPEMECHH U YCUITUH.

Crparerusi npuMeHeHUus 0230BOr0 MeTO/Ia OLIEHKH PUCKA.

TpeboBaHus K 3amUTE HA OCHOBE 0a30BOTO METOJIa MOTYT OBIThH ONPEACIICHBI ITOCPE/I-
CTBOM HCIOJIb30BaHUs KaTaJloTOB CPEACTB 0€30MaCHOCTH, B KOTOPBIX MPEAIaraloTcsi HEKOTO-
pwie Habopb! cpencts s 3amuTel UT ot Hanbonee obuux yrpos. IlosTomy Bee, uTo TpeOy-
eTCsl JJIs MPUMEHEHUsT 0a30BOro METOAa, - TO HAWTH B TakoM Karajore Tun cuctemsl UT,
COOTBETCTBYIOIIMI paccMaTpuBaceMOW CUCTEME, U CPaBHUTh COCTAB MEPEUMCICHHBIX B KaTa-
JIoT€e CPEICTB 3alIUTHI C yKe uMmeronmmucs. Henocraromue cpeacTsa 3aiuThl, T.€. CPEACTBa,
KOTOpBbIE peaibHO He ycTtaHoBiieHbl B AaHHOW CYDB UT, momkHbI OBITE TPHOOPETEHBI WITH
pean30BaHbl U BBEIECHBI B COCTaB CPEACTB co3/1aBaeMoil uiu moaepausupyemon CYb UT.

Crparerusi npuMeHeHHUs MeTOAA 1eTAJIbHON OLEHKN PHUCKA

JleTanbHbINA MOAX0J UCHOJB3YET MPOLEAYPhl WU IIard, BXOJASIINE B COCTaB JOruye-
CKOM CXEMBbI METO/1a aHAJIN3a PUCKOB. [10HBIN CIMCOK 3THX IIAroB U COCTABIISIIOT CTPATETHIO
JIETATBHOTO MOAX0/1A.

[Tepeuenb AeHCTBUI ATUX IIAaroB MPUBEICH HIXKE!

oTpeJIeJICeHUE COCTaBa 3allUIaeMbIX PECYPCOB,;

OIIEHKA [IEHHOCTH JOCTOSHUHN (PECYpCOB) U OMPEICIICHIE B3aUMOCBSI3H MEXY HUMH;

OTpeJIeJICHUE YK€ YCTAaHOBJICHHBIX CPEJICTB 3aIIUTHI;

OLICHKA YSI3BUMOCTEW U COOTBETCTBYIOILIUX yIPO3;

OTpeIeTICHUE MEPHI PUCKOB,;

dhopmupoBanue crrcka 1eneit 1b;

YYET CYLIECTBYIOIIUX OTPAaHUYCHUM;

BBIOOD CPENICTB 3aLUTHI; OIIEHKA JOIMYCTUMOCTH OCTATOYHOT'O PUCKA;

cneruduKays NOJIUTUKY U 1iaHa 6e3omacHoctu cuctem UT.

Crparerusi npuMeHeHHUs MeTOA0B 00PadOTKN PHUCKOB

Huxe npuBoaUTCS BapUaHT CTPATETUU MPUMEHEHUS METOJI0B 00paOOTKH PUCKOB.

Bxoousie oanmvie. Ilepeuenb pUCKOB ¢ Ha3HaYEHHBIMU MpHOpUTEeTaMu. [l ompene-
JICHHUS TPUOPUTETOB NPU O0OpabOTKE PUCKOB JIOJKHBI OBITH Pa3pabOTaHbl KPUTEPUHU IS
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OLICHKH PHCKOB C YYE€TOM: CTPATETNIECKON IIEHHOCTH 00paboTKu HHPOpMANNN; KPUTHIYHOCTH
3aTPOHYTHIX MH()OPMAIIMOHHBIX aKTHBOB; 3aKOHOAATEIbHO-HOPMATUBHBIX TPeOOBaHUH U J10-
TOBOPHBIX 0053aTEIbCTB; ONEPATHBHOTO 3HAYCHUS M 3HAYCHHS CBOWCTB JOCTYIMHOCTH, KOH-
(GUAeHIIMATBFHOCTH U LIEJIOCTHOCTH WH(POPMALIMHU, OKUAAHUS U PEAKLIUU PUYACTHBIX CTOPOH,
a TaK)Ke HETaTUBHBIX MOCIIEACTBUH U1 HEMATePUAIBHBIX aKTHBOB M PEITyTalllu.

Heticmeue. JIoMKHBI OBITH BBIOPAHBI MEPHI M CPEACTBA KOHTPOJIS M YIPABICHUS IS
CHIDKCHUS, COXPAHEHUS, IPEAOTBPAILICHNS MU IIEPEeHOCa PUCKOB, a TaK)Ke ONpeJIeieH TIaH
00pabOTKH PUCKOB.

Pyxosoocmeo no peanusayuu. J1ns oOpabOTKM pHCKa MMeEETCS 4YeThIpe BapHaHTa:
CHIDKEHHE PHCKa, COXpaHEHHUE PUCKa, PEIOTBpAIllEHUE PUCKa, U IIEPEHOC PUCKA.

BapuanTtsel 00paboTKM pHCKa JOIDKHBI BEIOMPATHCS MCXOJS U3 PE3YNIbTAaTOB OICHKH
pHUCKa, MpearnosaraeMoid CTOMMOCTH pealln3alliy 3TUX BapHAHTOB U MX OXXKHUJaeMon 3P dex-
THUBHOCTH.

3akJil0ueHue

AHanu3 AeHCTBYIONICH HOPMAaTUBHO-METOINYECKON 0a3bl, METOJOB OLICHKH U 00pa-
00TKM PHUCKOB HMH(OPMALMOHHONW 0€30MacHOCTH WH(GOPMALMOHHBIX CHUCTEM IOATBEPIHII
Hannure B PecnyOnnkn benapych 1OCTaTOYHO TOKYMEHTOB M MaTE€pPHAlOB JJISl X MPAKTH-
YEeCKOr0 MPUMEHEHHUS B OpraHU3alUsaX ISl OJrOTOBKM U IPEICTaBICHUSA JTOKYMEHTOB IO
cepTU(UKaIU OpraHU3aIli B 00JIACTH PUCKA.
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MMOJIYABTOMATUYECKUM CbOP ’)KYPHAJIOB CPEACTB
JOBEPEHHOMU 3AT'PY3KHU

J. A. OIIMKTETOB, A.A. AJITYXOB

Mockoeckuil puzuxo-mexnuueckuit uncmumym (20cy0apcmeennviil yHueepcumen)
3axpwvimoe axyuoneproe oouecmeo «OKb CAIIP»

Heorpemnemoii cocraBisitonieii paboThl COBPEMEHHBIX MH(POPMALMOHHBIX CUCTEM SIB-
JSIeTCsl ayJUT, TO €CTh MPOIlecC 3amucu UHPOPMAIMK O MPOUCXOSAIINX COOBITUAX B KaKoOe-
60 xpanunume (xypHan). B coBpemennbix OC it 5TOro UMEIOTCSI BCTPOSHHBIE CPEIICTBA
(manpumep, nemon rsyslogds cemeiictee GNU/Linuxu "Xypuan coosrruii” B Window$. Ouu
MO3BOJISIIOT COXPAHATH MHPOPMAIIUIO O TPOUCXOAIINX COOBITUAX OT Pa3IMYHBIX HCTOYHUKOB
B OJJHOM MECTE, IPEAOCTABIIAIOT MPUIOKEHUAM MporpaMMHbIi natepdeiic(AP]) mus 3amucu
U YTCHHUA )KypHaJa, a TaKXKe MPeOCTaBIISAIOT JHOCTYI K XKYypHalIy Mojib3oBarento. Mcmnonb3ys



