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CeKuua 6
3ALLUTA UHOOPMALIUA
U TEXHO/IOMT'MU UHGOPMALIMOHHOW BE3ONACHOCTHU

Y/K: 004.056

TEXHO/1I0TUA B/IOKYENH:
OBECNEYEHUE BE3ONACHOCTU UHOOPMALIMU U COEPLI MPUMEHEHUA

cmydeHmeol O.A. JINXOBA, K.A. KY3bMUHA, I1.C. )KOﬂOH,[lKOBCKMﬁ
(FocydapcmeeHHbliii yHusepcumem ynpaeneHus, Poccus)

Hu onsa Koro He cekperT, 4To 21 BeK cUUTaeTca BEKOM MHPOPMALMOHHbIX TEXHO/IOTUNA.
N 3TO oueBMAHO — ceilyac OCHOBHaA macca Ntogei Tak Uan nHadve nosbsyerca umu. U ecnu
60/1blIanA YacTb NONb30BaTE/IEN UCMONb3YET UX B KAYECTBE CPeACTB KOMMYHUKALUM U B pas-
B/IEKaTe/IbHbIX LieNax, To Ntoban opraHMsauma yaenaet um 6osnbluee 3HavyeHne. Ob6beanHaer
3TM KaTeropuu oAHO: HUKTO He XO4YeT, YTobbl K X KoHduaeHunanbHom nHbopmauum 6bin
A0CTYyN Yy NOCTOPOHHUX NtoAein.

Mo oTtuéty LleHTpa MHPopmaLMoOHHOM Be3sonacHOocTK 3a 2017 roa MOXKHO YBUAETb,
KaKylo CTPYKTYpy MMmeeT MHPOpPMaLMOHHaA 6e30nacHOCTb U KaKkue cobbiTUA B HEN NPOUCXO-
AaT (puc.). B cymme, Bce 3TM cobbITUA COCTABNAOT OKOM0 140 MUNZIMOHOB MHUMAEHTOB B roA,
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B cBA3M C 3TUM, Mbl 6bl XoTENN paccmoTpeTb O4HY U3 COBPEMEHHDbIX TEXHOHOFMVI,
KOTOpPaA NO3BONAET NOBbLICUTb 6e3onacHOCTb VIH(I)OpMaLLMM — TexHo/orna 610KYENH.
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MNepBoe ynomunHaHue BnokyeiHa 6bi10 B 2008 1. Mpuyém nHTepeceH ToT GaKT, yYTo
AONOA/NIMHHO HEeW3BECTHbl MMEHA co3gaTtenelt AaHHOW TeXHONOrMW, MO3TOMY BCEMY MUPY
M3BEeCTEH NULWb NceBaoHUM pa3paboTtumka (oB) — Catowm HakamoTto (Satoshi Nakamoto).
BnepBsble e peanusoBaHa oHa bblna cnycTs rog B 2009 r. B BUAE KOMMOHEHTa undpoBoii
BaNtOTbl — OBUTKOMHA, rae ponb 6N10KYenH 3aKkaYanacb B TOM, YTO6bl ObITb F1aBHbIM B 06-
LLeM peecTpe A4NA Bcex onepaunii c BUTKOMHaMK.

BnokuyeliH — 310 pacnpeaeneHHana 6asa AaHHbIX, r4e YCTPOMCTBA XpaHeHMA AaHHbIX
He NoAKAYeHbl K 06wemy cepsepy. 3Ta 6a3a AaHHbIX XPAHUT NOCTOAHHO PACTYLWMIM CIUCOK
ynopago4YeHHbIX 3anMcei, KoTopble HasbiBalOTcs 61o0Kamn. Kaxabin 610K coaepXUT MeTKy
BPEMEHM M CCbIIKY Ha npeablaywmin 610K. MpumeHeHne WKGPOBAHUA FAapaHTUPYET, YTO
No/sb30BaTeIN MOTYT U3MEHATb TO/IbKO T YacTW LLenoYkM 6/10KOB, KOTOPbIMW OHU «BRade-
IOT» B TOM CMbIC/IE, YTO Y HUX €CTb 3aKpbITble KAoUM, 6e3 KOTopbIX 3anucb B ¢ann HeBO3-
MOXHa. Kpome TOro, wndpoBaHmMe rapaHTUpPyeT CUHXPOHM3ALMIO KOMUI pacnpeseneHHoOM
uenoykn 6710KoB y BCex Mosib3oBaTenen. B TexHonornio 610KYEMH M3HAYaIbHO 3a/10XKEHA
6e3onacHOCTb Ha ypoBHe 6a3bl AaHHbIX [2].

Cuctemy AenatoT TeopeTMYEeCKU 3alMLLEHHON OT HeCaHKLMOHMPOBAHHOIO A0CTyna
ABe Belu: Kpuntorpadbmuiyecknin Ko, YHUKaAbHbIN ANA KaxKaoro 6,10Ka, 1 «KOHCEHCYCHbIN
NPOTOKON». ITO NpPOLLeCcc, NOCPeACTBOM KOTOPOro y3/bl B CETU COracytoTca ¢ obuiei ucro-
puen TpaH3aKumi.

YHUKanbHbIN Kog (xew) TpebyeT MHOrO BpEMEHWU M 3HepPruun ana reHepaumn. OH cny-
UT [0Ka3aTenbCTBOM TOro, YTO Mosb3oBaTenb (MeWHep), Ao6aBMBLIMIA BNOK B LLEMNOYKY,
npoaenan onpegeneHHbii 06vEM BbIYMCANTENBbHON PaboTbl, YTOObI 3apaboTaTb BO3HArpark-
AeHune. OH TaKKe CAYXUT CBOEro poga nevyaTbto, NOCKO/IbKY AN1A U3MeHeHUsa 610Ka noTtpe-
byeTcAa reHepauma HOBOro xewwa. MpoBepKa xewa Ha COOTBETCTBME onpeaeneHHomy 610Ky
O4YeHb NPOCTa, M KaK TO/IbKO Y3/1bl 3aBEPLUALOT 3TOT NPOLLECC, OHM OBHOBAAKOT CBOU COOTBET-
CTBYIOLLME KOMUKU BNOYHONM LLENOYKKM, NOCae NPUCOeANHEHMNS HOBOro 6/10Ka. ITOT afiropUTM
HOCWUT Ha3BaHWE «KOHCEHCYCHbIN MPOTOKONY.

MocnegHunit anemeHT 6€30NaCHOCTU COCTOUT B TOM, YTO BCE XELUW TaKMKe CAyXKaT
cBA3AMM B 610K-LenodKe. Kaxkabih 610K BKAOYAET B cebs YHMKaNbHbIN Xel npeablaywero
6n10Ka. MoaTomy, ANA BHECEHUA U3MEHEHMIN B CeTb NOTpebyeTcsa BblYMCAUTL HOBbLIN XeL
He TONbKO anA 610Ka, B KOTOPOM OH HAaXOAMUTCA, HO U ANA KaxAaoro nocneayrowero 610ka.
N caenatb 3TO HYXHO 40 TOro, Kak gpyrue ysnbl nob6aBAT cneayowmin 610K B LEMNOYKY.
MoaTomMy, Takol npouecc TpebyeT OorpoOMHON BbIMUCAUTENbHOMW MOLLHOCTU, KOTOPOW CO-
BPeMEeHHble KOMMNblOTepPbl NMOKa He obnagatoT. Ho gaxe B 3TOM Cayyae rapaHTMpPOBaTb
ycnex HeBO3MOXKHO. [lobasnAaemble 610KM 6yayT KOHPAMKTOBATbL C CYLLECTBYHOLLMMMU,
a gpyrue y3nbl aBTOMaTUYECKM OTKIOHAT BHOCMMblE M3MeEHeHMA. ITo aenaeT 6J0KYenH
3alMWEHHbIM OT HECAHKLMOHMPOBAHHOIO A0CTyna M AtobbiX NOMbITOK M3MEHUTb XpaHsa-
LLytocst B Hem MHpopmauumio [3].

Mocne Toro, Kak Mbl pa3obpanncb B TOM, KakMm obpasom TexHonorma 6A0KYenH
obecneyunBaeT 6e€30NacHOCTb MHPOPMALUKM, XOTENOCh Obl NPMUBECTU NPUMEPBI TOFO, KakK 3Ty
TEXHOJIOTUI0 MPUMEHSAIOT MMEHHO C LeN1bl0 COXPAHHOCTU AaHHbIX.

1) ABTOPCTBO W NPaBO BNAAEHMA.

Ascribe nomoraeT XyAoXHMKaM M TBOPYECKMM N0AAM NMOATBEPXKAATb M COXPAHATb
npaBo aBTOPCTBA C Nomoupbto BnokyeiH. PbiHOK Ascribe no3sonseT co3gasatb LMdpoBbIe
M34aHUA C MOMOLLbIO YHUKaNbHbIX NAEHTUDMKATOPOB M LMPOBbIX CePTUPUKATOB ANA NOA-
TBEPKAEHWUA aBTOPCTBA U NOAJMHHOCTU. Kpome TOro, HanaxKeH n MexaHu3m nepegayuv npa-
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Ba BJAZEHMA OT XYAO0XHMUKA WUAN aBTOPA K MOKYMNaTeNto UAN KONNEKLUMOHEpPY, B TOM Yucie
N IOpUANYECKME Ero acneKTbl.

Jdpyrne npumepbl cepBucos u3 ato obnactu: Bitproof, Blockai, Stampery, Verisart,
Monegraph, Crypto-Copyrightcrypto-copyright.com, Proof of Existence [4].

2) YnpaBneHue AaHHbIMM.

Factom — npumedaTenbHaa 6/10KYEMH-KOMNAHUA, NPUMEHAOWAA pacnpeaeneHHble
peecTtpbl B cdepe ynpasieHUs AaHHbIMU. UaeHTUOUKAUMOHHbIE GNOKYEHbl KOMMNaHUK
NPUMEHAIOTCA ANA Peann3aummn CUcTeMbl ynpasaeHna 6azamu AaHHbIX U aHan3a AaHHbIX
B CaMbIX pasHbIX obnactax. bu3Hecbl U NpPaBUTENbCTBA, HEKOMMEpPYECKME OpraHusaumm
nonb3ytoTca Factom gna ynpouieHua npoueayp BeAeHUA 3anuceid, GUKCMposaHna MHobop-
Maumn o busHec-npoueccax. PeweHna Factom no3BonAlT KAMEHTam BECTU CBOHO AeATeNb-
HOCTb B COOTBETCTBMM TpeboBaHUAM 6e30NacHOCTM U HOPMATMBHO-MPABOBOrO PeryiMpoBa-
HWA CBOEro pblHKA. Bce 3anncu B Factom 06n1afatoT MeTKamm BpeMeHU U XpaHATCA B H10K-
YyerHax, YTO NO3BONAET CHU3UTb CTOMMOCTb U CNOXHOCTb YNPABAEHUA UMM, ayaUTa U COOT-
BETCTBUA TpeboBaHNAM PErynaTOpHOro 3akoHoAaTenbCTea [4].

3) Undposas naeHTUYHOCTb, NPOBEPKA NOAMHHOCTM U NOATBEPXKAEHWNE NPAB A0-
cTyna.

Civic — nnatdopma ynpasneHus ngeHTudmKaumen Ha H6ase 610KYelH, yCayrn KoTto-
pOW HanpaBAeHbl Ha pewweHne NPobaeMbl KpaXku IMYHbIX CBeAEHUI KAneHToB. CepBUC No3-
BONAET MNONb30BATENIAM PErncTpUpOBaTb, MNOATBEP)KAATb MEPCOHANbHYIO WHPOPMaLMIO
M 3aLLMLLATD CBOO KPEAUTHYIO MCTOPMIO OT MOLLEHHUKOB.

UniqulD Wallet npepoctaBnset 6e3onacHoe peleHre MO ynpaBaeHUo naeHTUdUKa-
UMen, MHTerpupoBaHHOE CO CKaHepPaMM OTMEeYaTKOB NanbLEB U APYrMmMmU BMomeTpruyYeckumm
nepcoHanbHbIMK ycTponcTBamn. Pabota ¢ npunoxenuvem UniqulD Wallet poctynHo
Ha HeCTaHZAPTHbIX YCTPOWMCTBAX, CepBepax, NePCOHaNbHbIX KOMMNbOTEPAX UAN CMApPTHOHaAX,
NAaHWeTax uU Apyrux yCTPOMCTBAX C OrpaHUYeHHbIM BpemeHemM paboTbl 6e3 nutaHma. B umc-
/e 3aAB/IEHHbIX BO3MOXHOCTEN MOMHO BblAENNTb UHAMBUAYANbHOE BAOKYEMH-XpaHUAULLE
ana nHdopmaumm o6 MCnonb3yemblx «AeBalicax» U OTCYTCTBME Naposiei, 3aMeHEHHbIX anro-
PUTMaMKM pacno3HaBaHMA MNO/Ib30BaTeNA MO MOAKAOYEHHBIM K CUCTEME MEepPCOHaNbHbIM
ob6beKTam. 3To No3BoAAET A0OUTHCA MAKCMMabHO BbICOKOrO YPOBHA Le/I0OCTHOCTU U onepa-
TUBHOWM COBMECTUMOCTU B paMKax 1tobon MHOPACTPYKTYpPbI.

Identifi cBA3bIBaeT BCe AMMYHbIE ceTeBble NPOPUAM U NEePCOHANbHbIE AaHHble B eAu-
HbIN NAEHTUPUKALMOHHDBIN MHCTPYMEHT.

Evernym — mexayHapogHaa MAeHTUPUKALMOHHAA CeTb, CO34aBaeman Ha H6ase cob-
CTBEHHOIO BbICOKOCKOPOCTHOrO, NPOABUHYTOrO pacnpeaesieHHOro peecTpa € pasaeneHnem
npas, NPU3BaHHAA NPeAOCTaBUTb MHCTPYMEHTbI A1A KOHTPOAA HaZ, IMYHbIMU AaHHbIMM [5].

4) CpepncTBa 3/IeKTPOHHOTO r0/10COBaHMA

Follow My Vote paspabatbiBaeT 6e30MacHyt0 M Npo3padHyto naathopmy Aas aHo-
HUMHbBIX OHNAMH-TONI0COBAHUM, UCNONb3YHOLLYIO TEXHONOTUIO BAOKYENH M 3AAUMNTUYECKYHO
Kpuntorpaduto 4Tobbl rapaHTMPOBATb TOYHOCTb M AOCTOBEPHOCTb pe3ynbTatoB. McxoaHbIM
KOZ, NPOEKTa OTKPbIT.

B ¢eBpane 2016 roaa Nasdaq n npaBuTenbCTBO ICTOHUM 0OBABMAM O TOM, YTO rOCY-
AapcteeHHasa nnatdopma umdposBoro pesmaeHTcTBa e-Residency byaetr npumeHeHa pna
ynpoLLeHma npouecca 610KYeNH-ro10COBAHUA Ha cOBpaHMAX aKLMOHEPOB KOMMNAHWUM, KOTU-
pyemMbix Ha egUHCTBEHHOW peryanpyemoit B ctpaHe bupke Nasdaq’s Tallinn Stock Exchange.
Mnatdopma e-Residency — aneKTpoHHaA cuctema MAEHTUOUMKALNM, LUMPOKO MUCMOb3yemMasn

321


https://bitproof.io/
https://bitproof.io/
https://blockai.com/
https://blockai.com/
https://stampery.com/
https://stampery.com/
http://www.verisart.com/
http://www.verisart.com/
https://monegraph.com/
https://monegraph.com/
https://monegraph.com/
https://crypto-copyright.com/
https://crypto-copyright.com/
https://proofofexistence.com/
https://proofofexistence.com/
http://factom.com/
https://www.civic.com/
http://uniquid.com/
http://identifi.org/
http://www.evernym.com/
https://followmyvote.com/
https://letstalkpayments.com/nasdaq-is-taking-blockchain-from-the-lab-to-estonia/
https://letstalkpayments.com/nasdaq-is-taking-blockchain-from-the-lab-to-estonia/

KaK XXUTeNAMMU ICTOHUK, TaK U Nt0L4bMU, KOTOPbIE UMEIOT B CTpaHe BU3HeC-MHTepechl, U No3-
BONIAIOLLAA BCEM BNALENbLAM COOTBETCTBYHOLIMX MAEHTUOUKAUMOHHBIX KapT U LuMdpoBbIX
KAOYen NosyyYaTb AOCTYN K LWMPOKOMY CMEKTPY NPAaBUTENbCTBEHHbIX, BAHKOBCKUX U ApYrnx
ycnyr [6].

Kak MOXXHO yBuAeTb, pa3pabaTbiBaeTcA MHOXECTBO MPOEKTOB, OCHOBAHHbIX Ha Tex-
Honornm 6aoK4YeliH, obecneumBarowme dyHAaMEHTaIbHO MHOM NoaxoA K KnbepbesonacHo-
CTW, KOTOPbI PAcnpoCTPAHAETCA 3a NpeAenbl Y3/10BbiX CEPBEPOB M BKAKOYAET 3aLUNUTY AadH-
HbIX NONb30BaTeNEN, KaHAaNOB OOWEHNA U KPUTUYECKOW MHPPACTPYKTYpPbl, NOALEPKUBALO-
Len 6usHec-npoLeccbl OpraHU3aLUnii.

Mbl Hageemcs, YTO MHOTMe KOMMAHUM BOCMO/Ib3YHOTCA NpeasaraemMbiMyU BO3MOXKHO-
CTAMM N cMOryT 06€30NacuTb U COXPaHUTb MHPOPMaALMIO, HE NPeAHA3HAYEHHYO ANA YyXKOro
obo3peHus.
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