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This article presents the classification of digital watermarks. The types of embedding algorithms are ana-

lyzed, their main advantages and disadvantages are highlighted. 

 

Introduction. In the era of computers, the most common violations of intellectual property are: plagia-

rism, "piracy", changing information, faking information, unfair competition. 

When storing, distributing and transferring intellectual property, digital watermarks are often used as 

protection. Digital watermark is a special tag embedded in the digital segment, in order to monitor the dissemi-

nation of information over communication networks, to provide information search in multimedia databases. 

Usually, we don’t see a digital watermark  on image, the original image, and the image with the integrated digital 

watermark, are visually indistinguishable by the human eyes. 

Digital Watermarks Classification. The term “Digital watermarking” got its name from a method of protec-

tion against counterfeiting securities. Currently, various methods for applying watermarks have been developed: 

1) According to the degree of perception: visible and invisible. Invisible are divided into: fragile, semi-fragile, re-

sistant. 

2) By degree of reversibility: reversible and irreversible. 

3) By embedding method: linear, non-linear, fractal coding. 

4) By embedment area: spatial and using container conversion. Container conversions are divided into 

frequency based and moment based.  

An embedded watermark can be either visible to the eye or invisible. The second option is more common 

and is divided into fragile, resistant (robust) and semi-fragile watermarks. In the case of a fragile watermark sys-

tem, the watermark is destroyed after any minor changes to the container. Such marks are necessary for signal 

authentication (digital fingerprints). Robust signs, on the contrary, must protect from many types of attacks: af-

fine transformations (turns, cropping), compression, and others. Only such marks are used to determine author-

ship, since they are difficult to destroy. Semi-fragile watermark is a mark with selective complexity. Such a sign 

may allow certain transformations of the container, collapsing from others [3]. 

Embedding algorithms are divided into reversible and irreversible. Reversible algorithms allow you to ex-

tract the watermark and completely restore the container for further work. Such algorithms are used for medical 

and military purposes, where any distortion of images is strictly prohibited. Irreversible algorithms, when remov-

ing the watermarks, make changes to the original container, so when developing such algorithms, the develop-

er's goal is to reduce the level of distortion to the minimum. 

More complex reversible methods are algorithms based on modifications of the image histograms and on 

the intentional adjustment of the difference between adjacent pairs of pixels. The first group is simple to imple-

ment and uses a minimum of information for decoders, but the disadvantages are the limitation of the embed-

ding size, which depends on the number of occurrences of the maximum brightness points. The second group of 

algorithms allows you to embed large amounts of information in the message, but the quality of the marked 

image is worse. 

There are linear and nonlinear methods of applying watermarks and methods using fractal coding, based 

on the assumption that the image is self-similar [2]. Linear algorithms are divided into embedding algorithms 

(additive) when a digital image is added to a digital message, and fusion algorithms when one image is embed-

ded into another image, for example a logo. 

Also, many developers have proposed the use of correlation algorithms. But the use of such algorithms is 

justified if the user needs to retrieve a hidden message, and the main container is perceived as noise (an irre-

versible method). The main advantage of merging algorithms over embedding algorithms is the assumption of a 

slight distortion of the watermark during extraction. 

Spatial domain algorithms embed watermark into the original image. Their advantage is that there is no 

need to perform image conversions. Watermark in such methods is usually implemented due to the manipula-

tion of brightness or color components. The disadvantage of such algorithms is the rather weak resistance to 

various image processing operations. 
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Frequency-based algorithms based on image transformations are more complicated, because before im-

plementing watermark, it is necessary to “redistribute the energy” of the container in order to embed the mes-

sage in special spectral regions. Due to this decomposition of the image, the watermark becomes robust to at-

tacks. 

The greatest difficulty is the introduction of the watermark into the low-frequency region, containing 

most of the image energy, because non-optimal implementation can lead to significant distortion of the contain-

er. This complexity is also an advantage, since any attempt by an attacker to extract the watermark from the 

low-frequency region will also lead to significant image distortion. Thus, when embedding the watermark into 

the frequency area of the image, it is necessary to observe a compromise between the size of the embedded 

watermark and the quality of the stegano container [4]. 

Methods based on the moments of images are used to protect the watermark from the geometric trans-

formations of the container. However, they have a narrow focus, and their main disadvantage is the low level of 

security from other types of attacks. 

Conclusion. Digital watermarks are currently the most effective means of protecting the copyright of mul-

timedia works. This is one of the main ways to prevent copyright infringement on the Internet. This area is de-

veloping rapidly, so there are many different types of embedding. Today, there are a large number of methods 

for implementing the watermark, each of which has its own advantages and disadvantages, which must be taken 

into account when using one or another method to protect multimedia data from illegal distribution and modifi-

cation. 
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