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The article examines the peculiarities of the SOAP protocol, the problems you can face while using this pro-
tocol and the methods of their solution. The authors of the article analyse the main modern ways of providing 
security of the communication process with Web services via the Internet and their realization in the WS Security 
Standard. The article dwells on necessary measures for providing complete security while using web services. 

 
At all times the process of automatization of different activities is the necessary condition of the devel-

opment of the society. Nowadays developing the cutting-edge information technologies opens new opportuni-
ties for creating new automated systems in all spheres of national economy. Certainly there appear the prob-
lems connected with the necessity of increasing the level of security of such systems. Moreover, the choice of 
methods and means of processing information is defined not only by the importance of the processed infor-
mation, but also by the composition of automated systems, their structure, the ways of processing information 
and also by the quantitative and qualitative composition of users and service personnel. Let’s consider the sys-
tem, where the main tasks are the remote compilation and the execution of program code on different web services. 
The most popular architecture among the modern application developers is the service architecture, because such 
applications are much easier to maintain and it’s easier to solve the problem of zooming, but the problem of security 
appears, because transmission of data takes place via the net. In this article we are going to regard a variant of a sys-
tem build, based on the SOAP protocol of transmitting data, and the WS Security Standard. 

First of all, let’s discuss SOAP. The SOAP (Simple Object Access Protocol) is used for exchanging random 
structured messages in XML format (Extensible Markup Language) via the cloud computing environment. It can 
be used with any protocol of an applied level, however more often SOAP is used above the HTTP (Hyper Text 
Transfer Protocol). Its message in XML format is presented in figure 1 and   represents the envelope which con-
tains a header and a body, the body in its turn can contain a fault. Microsoft allows you to use the SOAP Protocol 
with the help of the WCF (Windows Communication Foundation) [1]. 

 

 
 

Fig. 1. The Structure of XML Message Transmitted via the SOAP Protocol 
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Further we will examine three standards of security applied to the XML: authentication, data integrity and 
data confidentiality. The more detailed diagram is presented in figure 2.  

 

 
 

Fig. 2. The Structure of Basic WS Security mechanisms 
 

The authentication guarantees that a sender and a receiver are the people who they claim to be, and it 
proves the authenticity of the sides. It can be realized in different ways. A simple variant is to provide the user’s 
ID and password. A more complicated variant is using the certificate, which contains all the necessary accounting 
data and is associated with a pair of public and private keys. 

To provide the integrity of information, which is exchanged by the sides, and to guarantee that the con-
tents of the message won’t be changed or damaged in the process of transmitting data, the data are signed with 
digital signature (DS) with using the certificate X.509 private key of the sender. Also you can sign SOAP headers 
of requests to guarantee the integrity of additionally transmitted information. 

The third requirement for providing system security is confidentiality. Encryption technology is used to 
make an exchange of information in requests and web service responses unreadable for strangers. The aim is to 
guarantee that any attempt to request data while transmitting, in memory or after being saved will require rele-
vant algorithms and security keys for their decryption. 

At the moment all these security measures are easily realized and the ways of their realization can de-
pend on the means of transmitting messages or be specific for SOAP protocol. Each of them seperately can pro-
vide a sufficient level of security but in such cases a system is always at risk. Everyone will have an access to the 
service without authentication.  There exists the possibility of substituting or damaging data without a digital 
signature. If all the listed above requirements are applied every system can be considered to be secured, where-
as the ways of security realization are not so important. Surely there are systems in which you can ignore these 
rules, for example, if you don’t need to restrict an access to a service, you can omit authentication. If the size of 
a system is limited by sending a request between a user and one point (service), then it is enough to use the 
HTTPS (Hyper Text Transfer Protocol Secure) and the necessity of encrypting is not needed. The same refers to 
the digital signature of data, it is not needed if transmitted messages are not valuable or can’t damage a system. 

Providing integrity, confidentiality and authentication of a message and its sender while maintaining 
transparency for extension are the main tasks of WS security [2]. It doesn’t define any new technologies and is 
based on existing standards, for example the XML Encryption, the XML Signature, the X.509 certificates and dif-
ferent cryptographic algorithms. Due to the fact that their basic conception is based on message mechanisms, it 
becomes possible to provide End-to-End Security, for example, by using the Secure Socket Layer protocol instead 
of the protection aimed at transport. The main standard elements are the following basic mechanisms: security 
tokens, encrypting, digital signature and timestamps. 

Security tokens are applied during authentication and their task is to perform credentials without which 
authentication is impossible. A user ID and a corresponding password most often perform the role of credentials. 

We can give a lot of information on the topic of encrypting but principally we distinguish between two 
mechanisms of encrypting: symmetric and asymmetric. In the first case a generic key, always available for both 
sides, is used for encrypting and decrypting; this way is faster. In the second case different keys for encrypting 
and decrypting are used: a private key remains at with an owner and a public key is freely distributed; this way is 
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more reliable. Both approaches are often united in the following way: a client who generates a symmetric key, 
encrypts data of any size by using it, after that the key itself is encrypted with the help of an asymmetric algo-
rithm and is enclosed in a message. Digital signatures are used to confirm the integrity of messages. Due to them 
you can recognize illegal modifications such as attachment, modification and deletion of data. 

In Ws Security this approach is based on the XML Digital Signature standard. The principle of the Digital 
Signature is based on the creation of checksums with the help of special algorithms, (digests) after that the re-
sults are attached to the message and are partly transmitted in an encrypted way.  

It’s also important to regard the technology of timestamps. The thing is that in terms of the SOA (Simple 
Object Access) services should perform a definite action in such a way as to maintain an interaction stateless. 
This peculiarity allows attackers to perform replays, when an attacker sends a whole message again or its sepa-
rate parts. To be protected from such attacks, it is necessary for a message to have its own unique identifier 
(Message ID) which a service keeps and takes into account in the following messages. 

As a result we can make a conclusion that the SOAP protocol is quite flexible and suitable to use, it allows 
you to abstract a message with different web services via using their generic interface. Due to the WS Security 
standard you can provide a sufficient level of system protection against dangers. There has been made a deci-
sion to organize a direct communication of a client with web services by using the SSL protocol with a high 
enough level of security for transmitting data on the Internet directly from the client to the service.  
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