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The article considers the approach to the develapiroBa mobile app the Android operation system and
interaction with RESTful APl as an example of @fiaggregate ERIP “Express Payment” of the “Triioa”
company under the HTTPS protocol. There are alsgriaions of important points of designing the awphi-
tecture.

Introduction. We live in a world of modern technologies, wherergvday we can see the forward
movement, discovery of new and improvement of alyeaxisting technologies. One of the events, witiake
changed human life, was finding a global netwosk lifiternet. Nowadays, it is hard to imagine ourld/evith-
out the Internet. With the help of it, people cardfdifferent kinds of information, communicate pgh entertain
themselves, study and work. Development of therhetetechnologies makes people’s life easwst people
of the society have either personal computerspiofss, and also different kinds of smartphonestahbits. The
question that appears is how it can be easily lement any kind of interaction between differeavides in
any place and time. If to extract all the oppottiesi from all mobile devices, then you can includere users,
increase the sales and service monetization.

Therefore, we have to think of the universal anaéggvhich can face any challenge without an adufitio
equipment in any place and time.

Ways for solving problems.Wide spreading of such apps as browsers, letslkistb@ut web-apps as a
cross-platform. For example, we can use this methadder to create an interface between computdrrao-
bile phone. However due to the fact , that it ipariant to save the traffic on the mobile phonst f@ading with
a bad connection or working of an app in offlinedaawith differed delivery of information, then brsing of
web-site on the web-browser doesn't quite fit otimajor web-services. The use of mobile apps alaevhove
the loading from the server, as pictures and dtifermation won't be loaded.

It was decided to use an interaction with RESTfRI for saving traffic and to simplify sharing megea
with a server.

RESTful API — is an architectural style of inteiantcomponents of a distributed app in the network.
REST represents itself as an agreeable set ofctasts, taken into account when designed by aidiged hy-
permedia-system. In special cases(online storescliag systems, other systems based on datagrizases
productivity and simplifies an architecture. Inr@dd sense, all components with REST interact aimidl inter-
actions of clients and servers on the World WidebVREST are an alternative to RPC. On the Intemesl! for
remote procedure represents a simple HTTP requssilly “Get” or “Post”; this kind of request islieal
“REST request”), and the important data can bestratted as a query option.

It was decided to use a library from Googlecompantyich is called the “Google Cloud Messaging” in
order to receive PUSH-natification from the sernlers easy to connect it by using the automatitesy of the
Gradle assembly and by adding it to the configorafiile compile ‘com.google.android.gms:play-services-
gcm:9.6.1', apply plugin: ‘'com.google.gms.googlerdises’ and classpath ‘com.google.gms:google-
services:3.0.0and to generate this configuration file in the JSfOinat on the official Google site.

Gradle — is an autobuildsystem, which is built upggrache Ant and Apache Maven principles, but repre-
sents DSL in a Groovy language instead of thetitadil XML-shape presentation of the configuratinject.

It was decided to use the HTTPS protocol and thrady for encryption from the Apache company in or-
der to protect information of an app and messafesonnect it you can use the Gradle by addingtdigura-
tion file the linecompile '‘commons-codec:commons-codec:1.10'".

HTTS (HyperText Transfer Protocol Secure) — is pa@sion of the HTTPprotocol, which supports en-
cryption. The data transferred via HTTPS protoael ‘packaged” in a cryptographic protocol SSL andsT
Unlike HTTP, the TCP-port 443 is used for HTTP Sdefault.

It was decided to use the data exchange in the J8@Mt, since through its conciseness comparirily wi
XML, the JSON format will be more suitable for sdidation of complex structures. When we talk abeab-
apps, in this manner it's suitable in the taskslath exchanges both between browser and serverX{)\d#d
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between servers themselves (software HTTP-intexfdtevas decided to use the standard programnang |
guage package JAVA “org.json.JSONODbject” in oradetransfer the JSON into the object and back.

JSON (JavaScript Object Notation) — is a text fdrofahe data exchange based on JavaScript. As many
other text formats, JSON is easy to read. The Jf&@Nat was designed by Douglas Ckrockford.

It was decided to use the Material Design patterorder to develop the user-friendly and attracitiver-
face. For its use you can add the following lineshie configuration file Gradlezompile ‘com.android.support:
design:24.2.1", compile ‘com.android.support:apppatw7:24.2.1', compile
‘com.github.rey5137:material:1.2.2".

The Material Design — is a design of software gmaksahat belongs to the Android operating systermfr
Google. First presented at the Google I/O conferemt 25 June 2014. The idea of design lies in,appih
open and fold like cards by using shadow effectse ideas of Google designers, that apps shouldhane
rough edges and cards should switch among thenssetweothly and almost invisible.

It was decided to use embedded Android operatistesy database SQLite for saving big data and small
configuration data by using Android Shared Prefeesn

SQLite — is an embedded cross-platform relatiorzdbloiase, that supports a complete set of SQL and
available in the source code. In 2005 the projeas wewarded for Google-O'Reilly Open Source
Awards.commands.

Android Shared Preferences — is an interface, walidws you manually to seek and manipulate dapa ap
settings with the help of method call get SharefifPeaces from your Activity.

Methods for solving problems.Obviously, while implementing an app it is impoitaém create some ar-
chitecture. The model MVC will be very suitablectinsists of 3 elements: model, submission and et

The model is certain data, that describe subjexd and some operation can be implemented over them.
The user also can be provided with the informatiora graphical interface.

The submission is thus that graphical interface.

The controller implements some algorithms for reiog data submission, processing and sending them
back.

The Layout is used in the XML mark-up languagetf@ submissions development in Android app. To
create it you can type it manually or use embeddels in IDE.

Working with sending and processing data was coieve to create separate classes, which were done
while developing mobile apps. Sending data occsisguApache library through the HTTPS protocol. [€ab
were created in relational database for saving ftata server. Token that was received while auttiog is
convenient to keep in Shared Preferences for égitay at the next application launch. The structfrprimary
and foreign relation keys in the database are pteden table 1.

Table 1 — Primary and foreign relation keys

o

n Table name Primary key Foreignkeys Description

FK currency,
FK service_no

Invoice_details PK invoice_no FK _invoice Thelégatontains details invoices
FK currency,

Invoices PK invoice_no The table contains headers invoices

olu(lal w M P T2z

Payments PK payment_no FK service _no The table contains headers payments
Payment_details PK payment_no FK_payment_no dible tontains details payments
Directory_currencies PK currency The tablecorsi@irrencies
Directory_services PK service_no The tablecostsrvices

The verification of connection with the Internetsnenplemented at every request to API.

To receive PUSH-notifications the GCM Receiveregistered at startup as a separate server, buigduri
the closing, apps are being destroyed.

There were used following methods with RESTful Adétlaction distinction with resources at the HTTP-
methods level:

1. GET — generation of the resource.

2. POST —<creation of the resource.

3. PUT — updating of the resource.

4. DELETE — removing of the resource.
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Nowadays there are many different mobile deviceh different screen resolution and hardware. There
is no opportunity to test this app on all theseicks: That’'s why it was decided to use the serirebBse Cloud
Messaging from Google company for bug trackingesysbf an app and for keeping statistics on the nsad
chines and Android versions.

Each activity has its controllers, models, adapssrd submissions. The app is optimized for differen
screen resolutions and Android operation systersimes starting from 4.0.

Example of JSON response obtaining of new accounts:

{
"ltems"; [

{
"InvoiceNo": 7841,
"AccountNo": "Test238",
"Status™: 1,
"Created": "20160905173134",
"Expiration": "20160905",
"Amount": "102,00",
"Currency": 933,
"ServiceNo": 3050

h

{

"InvoiceNo": 7840,
"AccountNo": "Test237",
"Status": 1,

"Created": "20160905173134",
"Expiration"; "20160905",
"Amount": "102,00",

"Currency": 933,

"ServiceNo": 3050

}

]
}

Screen shapes of mobile app are presented in figarsl 2:

N ERE AKKayHT
4443 26.06.2016 12:40:32 4238 28.05.2016 10:23:07 Monyyate PUSH-yBegomnexnuns
12312 BYR  Oxupaer onnaty 1000,00 BYR
Haasanue ycnyru: XKX Haseanue ycnyrun: XKX

Mcnone3oeaTtk NMUH-kon

4442 26.06.2016 12:40:22 4237 27.05.2016 17:04:24
12312 BYR  Oxupaet onnarty 1000,00 BYR
HazeaHue yenyru: XXKX HazeaHue ycnyru: XKX
4441 26.06.2016 12:40:07 4236 27.05.2016 17:03:33
222 BYR Oxwpaet onnaty 1000,00 BYR
Ha3seaHue ycnyru: XKX HaseaHwue ycnyru: XKX L4 BblﬁTM
AAAN DR NA 2MA I ANNTD AR DTNR2MA 1RRRIA
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CueTa Mnatexu AKKayHT Cyera Mnatexwu AKKayHT Cuera MnaTtexwu AKKaVHT
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Fig. 1. Screen shapes of mobile app.
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X OunbTp cyeToB ¥ X OunbTp Nnatexer v X OQunbtp cuetos ¥ X OunbTp nnatexei ¥

BBEJUTE HOMEp cyeTa Homep nuuesoro cyeta BEEWTE HOMep cyeTa Homep nuuesoro cuera

BBEJUTE HOMEP CueTa Hauario BLicTanfe BBEAWUTE HOMEp CYeTa

Hauyano ebicTaBneHuA cueta

Boibepute gary Ha4yano onnartsi cyeTa BobiGepuTe garty Ha4ano onnarbl cyeTa
KoHey BbICTaBNeHUs cyeTa BbifepuTe paty Kowe HUA Buiepire gary
BbiGepuTe aary Koney, onnatol cueTa BbiGepuTe aaty KoHeu onnatbl cyeta
Hauano onnartbl cueta BbifepuTe AaTy Hauano onnatsl cueta BbiGepuTe nary
BbifepuTe aaty BbibepuTe aary
KoHey onnatel cyeTa KoHey onnatel cyeta
BbiGepuTe pary BbibepuTe faty

Fig. 2. Screen shapes of mobile app.

Conclusion In conclusion, we should emphasize, that theecbrapproach while developing a mobile
app is the use of modern libraries, that allowausadrry out its tasks. We must stick to recommeadatfrom
Google company, which has developed and still agred Android operation system and to use the desfg
the Material Design pattern for creating user-fiigrand attractive interface.

The article considers popular and necessary li#saand describes the opportunities of their implaae
tion in application developing. It also describles safe way of data exchange between applicatidrsarver.

The use of the MVC pattern and object-oriented @aghn to programming also can ease the process of
development quiet well. In particular, it allowsawoid repetitions in code.
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