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The article reveals the meaning of the conceptXpreerver” on a simple example, describes classific
tion of proxy, capabilities and features of eachetyf proxy, as well as interaction between sereémifferent

types.

Introduction. Nowadays, the proxy servers are becoming more and popular. They are used in large
firms, small businesses, and even by housewivesyRras a number of ways and reasons for applyirewill
enclose what a proxy server is, its work princinel features of its application.

The notion of a proxy server.A proxy server - a server (set of programs), compnetworks, allowing
customers to perform indirect requests to othewort services. Firstly, a client connects to thexgrserver
and requests a resource (e.g., e-mail), locatexhother server. Then the proxy server either cdsrie@ speci-
fied server and obtains the resource from it, turres the resource from its own cache (in caskefgroxy has
its own cache). In some cases, a client's requestserver's response can be modified by the psexyer for
specific purposes. The proxy server helps to ptaedient computer from some network attacks, helps to
maintain the anonymity of a client [1].

In other words, the proxy is a resource, whichritimally intercepts all traffic between a recigiamd a
source itself, sends it to a recipient by specgyhis/her ip-address as a source. Between the efdgeercept-
ing and the stage of forwarding can appear anrirediate stage, such as filtration. At the stagéltefing, a
part of traffic is removed or is made unavailaflbanks to filtering, computer users are protechenn viruses,
spam and advertising, as well as it also limitsr'gsaccess to some resources. For example, mogparues
treat communication in social networks by the sthffing working hours badly, so the resources chsaiplan
are blocked. In its turn, computer classes of efitutal institutions are blocked with the limit nagj 18+, as well
as most entertainment and game resources.

To better visualization of the proxy server opewgtprinciple, consider the diagram in Figure lgiltes
the opportunity to analyze desires of a computer us order to get data from a remote resourcéhdfproxy
server is not used, information will be sent betwpeints a and b directly, that is represented tgtéed line. If
a computer A previously connected to the proxy eefy, the request will be sent to the proxy firstgd ip-
address of this computer in the query will be cleahtp ip-address of the proxy server S. Then, agdh re-
quest will be sent to a computer B. When the coepBtsends the answer, this answer will be recelbyethe
proxy server and, after filtration, it will senttd@ the computer A.
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Fig. 1. Scheme work of Proxy

Possibilities and use of proxy serverdroxy servers are divided into few categories atiogrto their
appointment. Basic types of proxy servers:

— proxy servers for speeding of the Internet work;

— proxy servers for making anonymous access;

— proxy for getting access to restricted resouffisexample, restrictions which exist in specidoun-
tries and regions);

— proxy for restrictions of access to specifiedorgces (often it is used on business and in pulgie
works);

— proxy for defending from viruses and banners;

— proxy for work around other proxy servers.
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Speeding of the Internet work with the help of preervers is reached with the help of redistributio
streams of sending data. If a user needs accésietgn resources, he/she finds the closest proxgdnnection,
and only then sends a query to a specific addfdssmain factor influencing the speed of data fiems a net-
work bandwidth. If the proxy is not used, then tlada will be forwarded through many routers urtéyt reach
the destination. In this case, the speed of thosters is limited and the path through which dataant, is not
always the shortest. In its turn, the proxy sehas more powerful communication channels with otegwers
and sites than a user's computer, so data trannemisscurs faster and only bandwidth between yaunputer
and the proxy server is severely restricted. Intadd the server can cache data, and if a largebar of users
require accessing to one site, then the proxy seam give the answer to a client with data frorchea

Testers often use the proxy anonymizer for religbiésting of the developed software. In additiorgi-
nary users can use the proxy anonymizer if thepatowvant their internet activity to be tracked framy soft-
ware or by the computer service. And also, sones sib not allow you to run multiple versions ofithiages on
one computer. Proxy anonymizers are used to ciremmsuch restrictions. With their help, a user manin
from multiple computer accounts, which is very usdbr developers and testers of such systems, disas
administrators, already working with systems o$ tiype.

The proxy, for access-restricted resources, wonkihe same principle as the proxy for anonymityeilh
idea is - the ip-address of a user is changededptlof another country or another region. In ttase, blocking
installed on the territorial principle, is not ajgal. In the same way, users can access to a @teitthey were
in "black list".

The proxy for access restrictions, usually simwdtarsly perform the protecting function from viruses
and ads. Usually, this kind of software is ins@hlten a primary server. This proxy server perforegesgal func-
tions: organizes work of a local area network aapany, distributes employees ' access to offaath that
are stored on the server, and also provides afrcess local network to the Internet. Given peaitiies of such
process organization of data transmission and psing, as well as the use of proxy servers for ssoestric-
tion and protection from viruses and ads is a y@ofitable decision. The proxy server provides siégwf a
primary server and a local network of organizationaddition, system administrators can controemal traf-
fic, block access to malicious and banned sitahisicompany (very often the list of sites includesial sites
and the remote proxy server for bypassing locktgo Af the proxy server is configured well, it mpsesent the
activity log of each user of the system. It helpsitanage and determine how effectively employeeadheir
working time. Also, based on log records, the syssifts the most useless, resource-intensive, dsawalan-
gerous in terms of virus infection sites. Log exgrmay even lead to dismissal of an employee, $pemds most
part of his working hours on entertainment, ganmanguspicious sites. It is worth to mention thatparental
control systems that provide the Internet acceshildren, also include local proxy for limiting @filtering of
traffic.

The proxy server for crawling other proxies aredgfly used by employees of businesses that negdtto
access to the restricted resources. The most pogitds of this kind are blocked by administratdrst every
day there are new "mirrors" websites with not emptb earlier ip-addresses. Because of this closesacio
such resources, administrators have to updatettiaeK' list" regularly, or rely on the conscientioess of the
organization's staff.

Conclusion.In conclusion it is worth saying that the proxyweeris a very powerful tool that can either
open a user’s access to all information on therhete regardless of its territorial or personal lijies, which
sometimes provoke moderators of sites to bloclageip-addresses, or vice versa, severely restricability of
users; the proxy server helps in organization tdltoontrol over their activities. The same cansh& about
computer security system in conjunction with a gran the one hand, if the proxy filters out atskelaalf of the
malware, antivirus can "catch" the rest from th# basier. On the other hand, attackers often wsmection
through the chain of multiple remote proxy senverslifferent parts of the world in order to hideethwhere-
abouts.
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