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The article describes the concept of the infornmatitegrity, control information integrity and thele-
vance of integrity. Providing classification andngparison of modern information integrity software.

In the context of the deep distribution of inforinattechnology in all human activity fields, thdiabil-
ity of the identification information and the couitiof its integrity become important issues, aiestific, tech-
nological, and social. The scientific and technaabproblems include creating mathematical appneacalgo-
rithms, software and hardware to solve these pnohléhe social aspect of the problem is the neauldate a
public accessible, convenient and secure systemth reliable data identification, an adequatell®¥ devel-
opment of information technologies.

Information integrity control has significant imgaa various fields of human activity. In the fir@al
area a large number of financial transactions lisezhout every day on the Internet in which intggcontrol of
the processed, transmitted and stored informasi@miimportant part.

Creating a secure system is a complex problemjtagdsolved by using of software and hardware, as
well as organizational measures. The real protedistem is built based on possible threats andtibsen se-
curity policy.

The main information security threats depend oraiects on which these threats are directed. ateey

— privacy threats;

— integrity threats;

— availability threats;

— authenticity threats;

— safety threats.

Information protection system ensures the inforaratntegrity, if it provides the accuracy, completes
and security of information from unintentional aintentional distortions in storage, transmissiod anocess-
ing.

One way to ensure the information integrity is s& software (file) integrity monitor tools and tmpess
information, including its recovery.

The main objective of information integrity monitog tools is to provide such a state of the systéran
it is impossible to hide the fact any unauthorireaiification of information.

File integrity monitor (FIM) is one of the securityols that can be implemented in a host enviroriraen
a part of a host based intrusion detection syst¢id$). Information integrity monitor plays a bigleoin moni-
toring the integrity of the files in the event afyachanges to the files or their content, accessral privilege,
group and other properties either by authorizednauthorized users. The main goal of related iftietpols is
to notify system administrator if any changes hbeen made, deleted, or added on the monitorednsy8asi-
cally, file integrity tools measure the current ck&um or hash value of the monitored.

As part of the HIDS functions, file integrity mooitng can be classified as off-line (on request) an-
line (on real time) integrity monitoring [1].

Tripwire [2] is a well known file integrity monitarg tool that motivates other researchers to develo
more powerful [IM tools. Tripwire works are based four processes: init, check, update and test. faoison
of the current hash values of the files with thedbiae values is the main principle of the FIM ®bke Trip-
wire.

Inspection frequency and the modification detectéfectiveness is the main issue in the off-linMFIn
order to maintain the effectiveness of the FIM,hhfgequency inspection is needed at the cost desyper-
formance, and vice versa. In order to overcomei$isise by proposing a dynamic inspection schedyledssi-
fying related files to certain groups and the i$jps frequency will vary between the groups ofgi[1].

On-line FIM is proposed to overcome the delay deiadn off-line [IM approach by monitoring the se-
curity event involving system files in real-timeowever, in order to work in real-time, it requithe access of
low level (kernel) activities which require kermabdification. When kernel modification is involveithe solu-
tion is kernel and platform-dependent, and theeefocompatible with other kernels and platforms.

As an example, I3FS [3] proposed a real-time cherknhechanism using system call interception and
working in the kernel mode. However this work atequires some modifications in protected machikefael.
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In addition, whole checksum monitoring in real tiaféects performance degradation. I3FS offers &paetup
and update for customizing the frequency of intggrheck.

There are various on-line FIM and other securitylsausing the virtual machine introspection (VMI)
technique to monitor and analyze a virtual macktagée from the hypervisor level.

On the other side, virtualization based file intggtools (FIT) has been proposed by XenFIT [4bir-
come the privileged issue on the previous user niddie XenFIT works by intercepting system call iromi
tored virtual machine (MVM) and sent to the prigéel virtual machine (PVM). However, XenFIT requiges
hardware virtualization support and only can fithwthe Xen virtual machine, not other virtualizatisoftware.
Another Xen based FIT is XenRIM [5] which does require a baseline database. NOPFIT [6] also atlithe
virtualization technology for their FIT using undefd opcode exception as a new debugging technidome-
ever, all those real-time FIT only works on theirbased OS [1].

Centralized management of the file integrity moriitg is the main concern of those tools, and ireoitd
develop this need one should take it as the fundtahé&atures for this type of system and needtws$ more
on the checking scheduling concern on the multifgien host. The other security tools also implememen-
tralized management for their tools, such as aafiware and firewalls, FIM as part of HIDS also nediat
kind of approaches to ensure the ease of admitistrand maintenance.

FIM tools, Samhain [7], and OSSEC][8] come with calided management of the FIT component in their
host based intrusion detection system which allavitiple monitored systems to be managed more éffelgt
Monitoring the integrity of files and registry keppy scanning the system periodically is a commattize of
the OSSEC.

Combining the on-line and off-line integrity moniteg with centralized management is to maintain the
effectiveness of the FIM and to reduce the perfoicaaoverhead.

Conclusion. The integrity threat is one of the main informatgecurity threats. Unauthorized changes of
the information may be caused by accidental or prbtated actions. One way to ensure the informatiteg-
rity is the use of software integrity controls gimdcesses information, including its recovery.

In general, data integrity control is provided lrgjletermining characteristics of the informatiotegrity,
called a message authentication code [9].

Among the considered software should note the tclisarver structure of the program with a certeadiman-
agement, including the administrative console ttecbinformation, the set up time of the integrityeck for
each agent and configuration. As a method for tbdificationdetection used hashes comparisonmethod.
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