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Fig. 5. Two-dimensional slices of the three-dimenai skeylogramm

Thus, the application of wavelet transformationements signal characteristics obtained by thalusu

statistical methods (in particular spectral), a8l a® assesses the scaling parameter of signatschice of the
mother complex Morlet wavelet and the results gfezimental research of parameters of vowel souols,
tained by that wavelet transformations, allow mamggthe tuning of the wavelet to obtain a finaisture of the
signal of a particular speaker in the real timedifidnally, you can use the wavelet transformatiforsclearing
against harmful interference of measurement harcnemd chirp signals.
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FULL-DUPLEX NETWORK COMMUNICATION USING THE WEBSOCK ET PROTOCOL

ARTUR DRYOMOV, ARKADY OSKIN
Polotsk State University, Belarus

The paper discusses current methods of full-dupetwork communication and a powerful alternative

called the WebSocket protocol. The protocol itisalfescribed and compared to current solutions.

The modern world wide web as we know it at thisnpevas established a while ago, including but not

limited to technologies that are used as the lifdise web. The paradigm used for the Hypertexh3ier Pro-
tocol (HTTP) can be called &equest-Respons@/hen a user goes to a web page he seisqaesto a web
server. The web server sendBResponsas a result of this interaction. Nothing is re&fppening until the user
decides to navigate to the next destination page. durrent web requires a lot more than this. Usenst to
load their content instantly and many web applisaiare based on the single page architecture ewdmrtent
is updated on the single page, without the pagmdihg.

There are several techniques that allow this kihthteraction with a web content at this point. Tinest

common one is so callddng Polling When using this technique a client, which camafe HTTP client such as a
web browser or any HTTP-based application, opeti§ P connection to the web server using a requiestvkeeps
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it open until sending a response. This techniqueksvquite well, but carries a major issue. This w&agfient should
carry HTTP overhead, even if it is not necessdrgah be a blocker for low latency applicationpeesally mobile

devices which can have access only to an unstat@kess cellular network connection such as GPRSi€@l Packet
Radio Service), HDSPA (High-Speed Downlink Packetéss) or LTE (Long-Term Evolution) [1].

The WebSocket protocol defines an API (Applicatfrogramming Interface) which allows direct full-
duplex data communication. The great advantag@eptotocol is that it is not HTTP-based, but séi§ TPC
(Transmission Control Protocol) under the hood. TE€R low-level protocol which provides WebSockétwva
benefit of high performance without the HTTP overtheThe WebSocket connection is full-duplex. Bdbida
means that both sides of the connection can contateat the same time. The great and popular exaofi@
full-duplex connection is a telephone. Both sidemg the telephone can use the connection simwteshg
Another factor providing WebSocket its efficiensyusing a single persistent TCP connection for canica-
tion purposes. There is no need to reload the vagje |n a web browser, move to another page or apfing
polling technique. Because the TCP connection ésl ke impact on network usage is very low compggatin
methods enumerated above. The last but not thé hbesfit is port usage. WebSocket communicatiaes a
evaluated using the port number 80 which is usedvib connections. This is a huge benefit for emvinents
blocking all non-web related network connectionsgsuch tools as firewalls [2].

The protocol itself was widely adopted at the motadrwriting this paper. All major web browsers buc
as Google Chrome, Microsoft Internet Explorer, MlaziFirefox and Apple Safari already support Weli&bc
communication. In other words it is possible to WgebSocket protocol on the web application levetheut
using any complicated libraries or frameworks.

A WebSocket connection can be identified using ((BRiiform Resource Identifier) with a specific taeth
protocol schemes such as WS (WebSocket) and WS8Juéket Secure). This naming policy follows HTTP
policy which itself can be defined as protocol snshe HTTP and HTTPS (HTTP Secure or HTTP over SSL,
i. e. encrypted HTTP). The only semantics for ssidieme is to open a WebSocket connection [3].

The protocol itself consists of two different bonnected parts. The first one is a handshake wipeins
or closes a WebSocket connection. The second andasa transfer which provides the data exchasgH.i

The handshake responsible for opening a WebSooketection is very important. The protocol was de-
signed in such a way that it is HTTP-compatibleisTiB made for unified network port usage. In othverds
both WebSocket and HTTP clients can interact wisingle server using a single port.

There is an example of an opening handshake. A \&&KeS client sends to a server such request. The
request header fields can be specified in any pldgrthe content itself is important.

GET /chat HTTP/1.1

Host: server.domain.com

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Key: aBcDeFgHiIJKLMNoPgRsTuVwXyZ==

Sec-WebSocket-Protocol: chat, chat-extra

Sec-WebSocket-Version: 13

The client includes thelost header field where it specifies a used domains Tay both the client and
the server have an ability to verify that they aséng the same host for communication. Tannectionheader
field specifies the HTTP Upgrade method. So theesenas knowledge about the necessary protocotisiwg.
The protocol for switching is specified at thipgrade header field. Other header fields specify WebSbcke
related options and characteristics [2].

- Sec-WebSocket-Protocet this header field contains a list of protocolessions used in the commu-
nication process. In practice it is used to spewifych subprotocols used for communication are eted and
are acceptable for a particular WebSocket cliefterAhe server evaluates the initial request it igispond with
a selected communication subprotocol.

- Sec-WebSocket-Key this header field is used for validation purmos&’hen a client sends an initial
handshake to a server it sends a partial validatignin this field. After the server receives thiemt request, it
must use it to create its own key and send it batke client.

- Sec-WebSocket-Extensienthis header field can be used to specify Web8bppkotocol-level exten-
sions required by a client to communicate withraese

- Sec-WebSocket-Accept this header field typically is used by a semeeconfirm that the WebSocket
connection is created successfully.

- Sec-WebSocket-Versien this header field is required to specify whicleW$ocket protocol version
is intended to use for communication purposes. Taisbe used to provide some sort of backwards atinilp
ity if a server supports multiple WebSocket protogarsions. Or, if a server does not support spetiby a cli-
ent protocol version, the client connection requast be rejected. In this case a server should aesugbported
protocol version in a response.
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In exchange for the client request the WebSocketesanust send a response. There is an example of
such a response below.

HTTP/1.1 101 Switching Protocols

Upgrade: websocket

Connection: Upgrade

Sec-WebSocket-Accept: ZyXwVuTsRgPoNmLkJiHgFeDcBa=

Sec-WebSocket-Protocol: chat

As we can see the server-produced response isqjuide. First, the server indicates that it hadcved
the protocol utilised from HTTP to WebSocket asiégated in theUpgrade header field. Thé&ec-WebSocket-
Acceptcontains a server-generated security key whichbeansed by the client to ensure connection irtiegri
and indicates itself that the server successfulisgepted the connection. By tig&ec-WebSocket-Protoctiie
server indicates the chosen protocol supportethédgeérver and used by the following communication.

When both the server and the client have exchatiggdrequests and response it is possible to liegin
data transfer procedure. The communication isdugiex, i. e. two-way. The communication channed ha
ability to provide simultaneous reading and writatghe same time.

The data transmitted between communication sideésrins of the protocol are called messages. From a
protocol perspective a message can consist of omoe the so called frames. This allows operatiggsages
with unknown resulting message length. A framdfitsas a special type [2].

- Textual frame — interpreted as a Unicode text whth UTF-8 encoding.

- Binary frame — raw data which is associated bycth®munication sides.

— Control frame — protocol-related private informatioot intended for communication sides direct us-
age. Example of such data is a control sequendesiting that the connection should be closed.

A frame itself has a special predefined by a proitstructure. It is somewhat similar to a TCP péacke
structure, but has different fields such as:

— Final frame indicator.

— Opcode.

- Mask.

- Mask key.

- Payload length.

- Payload data.

- Extension data.

— Application data.

The handshake responsible for closing a WebSodketartion is as important as the opening handshake,
but it is much simpler.

Either a WebSocket server or a WebSocket cliensead a control frame with a closing frame whichsists
only of a special opcode, i. e. control sequender Aending the frame the receiver of this messagds all the re-
maining data and sends a closing response. Omlyrafteiving all remaining data and the closingfiomation the
closing initiator closes the WebSocket connectldris way no data is lost and both sides of the ection are agreed
in their intentions. Basically the closing handshikquite similar to TCP closing handshake.

The WebSocket protocol provides a powerful, but sietple and efficient way of full-duplex network
communication. It solves a variety of issues spetif current full-duplex solutions [4]:

— The web server is forced to use multiple differentlerlying TCP connections for each of its clients.
There are at least two connections involved. Tha &ine is used for incoming messages and the demm is
used for outgoing ones.

— The web client is responsible for tracking and asging incoming and outgoing connections to track
messages properly.

— The HTTP protocol has a high overhead for a fulpldd communication.

The WebSocket protocol not only solves these isdugsprovides a great base for future improvements
and high-level interaction protocols.
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