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SENSORS OF ALARM SYSTEMS

ULADZISLAU ZYBAILA, DMITRY DOVGYALO
Polotsk State University, Belarus

The standard structure of alarm systems has beewsidered. The description of the principles of
operation of sensors has been provided. Alternatipgons of touch elements of security system Heen
shown.

Security alarm is a complex of electronic secudéyices, which allows to provide object’'s protegtio
from offences by means of the owner or law enfomenbodies alerting. There are two main types afnal
acute for Belarus: 1) the alarm using MIA secudBpartment brigade of the Republic of Belarus caith
monthly pay; 2) GSM-alarm, the activation of whialert message by means of SMS or mobile phoneisall
delivered to the owner.

The security alarm system consists of the contnit {(with GSM-module or without it) and different
sensory devices depending on the guarded objeet.system also contains uninterruptible power supipiy
with an accumulator battery and security systerablee Control-security device may be wire-conneetesith
sensory devices, as well as unwired — the connmedietween sensory devices is realized with the bélp
radiofrequency signal (power supply is wire-conedgt Control of radio-security may be realized byams of
wireless radio-breloques [1]. Control unit showsrent alarm mode (“Attention”, “Warning”, “Removal’it's
also activates/deactivates with the help of Touamnidry key or SMS-message. Let’s look at the priesipf
sensory devices’ working and its configuration. fehere three main sensory devices in the system: a
movement-detecting device, the device of a doonimgélocking fixing process and the one of glassaing.

Let's consider a movement-detecting sensory devids. based on IR-detector, that uses deposition o
thermal energy the perimeter breaker emits. Movefdetecting IR-sensors are used for the securitgrofed
bank buildings - cash operating units, depositoridse principle of thermal movement-detecting mdth®
based on the physical theory of electromagneticesaradiating by objects, the temperature of whghbove
the absolute zero point. Movement-detecting andgitee sensory devices react on the photocell HR-lig
occurrence and disappearance. Such IR-light oaueerdisappearance are often caused by human gcthatre
seldom — by factors which aren’t connected with nianexample, by warm air moving from a radiattr. e

That's why false activations are observed with @il the movement-detecting (presence) sensors.
Movement-detecting devices are more simple indtsstruction and they react only on active movemarfta
walking man, for example. A general arrangemenivirg of IR-sensor work is represented at figur@]L [

There are various constructions of movement-detgctR-sensors, which are intended for specific
technical objectives and conditions. The most papebnstruction of the movement-detecting IR-sefsgiven
in figure 2 [3].

The principle of movement-detecting sensor on pegiment is the following: perimeter breaker’s thekrma
stream goes to the Fresnel lens, which focusestiadi on the pyroelement, after that thermal stréam
transformed into pyroelement’'s temperature chafge internal structure of the pyroelement redistels
(charges rearrange themselves) and potential ge)ltappears on the pyroelement’s leading-outs. Silgisal
enters sensory device control unit, i.e. cascadgawing and its transformation into digital form.

One of the important parts of modern security systea door opening/locking sensory device.
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Fig. 1. The block diagram of functioning the movetdetecting sensor on a pyroelement

=
L

Photecenductive prism Elock of terminals PATROL-201PET - automatically
o chooses and conziders levels of the
LED indicator T
paszing impulzes

Crossing peint for shutdewn of a
LED

Two-element pyroslectric sensor

The automatic temperaturs

compensater stabilizes worlk of
the announcer at all working

! temperatures

! » .-

& i s Weight regulator

-_— -

Freenele lons " Places for the correct installation
Commutator of  of 3 PCB of the announcer
unauthorized
accass

Fig. 2. Construction of movement-detecting IR-senso

Sealed contact sensor is a special device createseparate objects’ protection level increasinige T
main active components of such product are seadathict and magnet, according to which the device wa
named. The sensor reacts on doors-opening in detduduses or garages, utility rooms. Sealed comtaidting
is based on interreaction of two main elementsmp@ent magnet as a master element and sealed tcasitac
actuating element.

Sealed contact is a unique element in radio eleicspwhich consists of two or three permalloy @ats
weld airproof inside of the glass balloon with agen at high preassure. Such construction techpalbgws to
exclude completely any oxidizing process appearancsealed contact. Sealed contact interface detai
covered with special lightweight film made of nobbetals, so that low transient resistance, highraesistance
and the possibility of current commutation is pded.

A master element, or permanent magnet, is fixedlexible part of the guarded object, an actuating
element, or sealed contact, with all commutatidoals and wires — on stationary part of the obje¢hen the
master and the actuating elements of sealed cosgasbr are placed together, sealed contact leadscked
under the influence of magnetic field. In this casmsor works in “Security” mode. If these elemests
separate, weakening of magnetic field influencaealed contact is observed, as a result, leadfismennected,
and the sensor turns to “Warning” mode. The amoaofitee distances between the main elements arzibled
in operating instructions of each sensory devidetyprovides stable forming of the above-descriinedes.

The principle of operation of the sensor of bregkglass consists in response to fluctuations with a
frequency in limits 1,5 kHz, which arise when glassaks, or higher frequency in cases when glasstisut by
means of the special tool. If the range of noiset@ios a component, which coincides with a rangglass,
which was damaged, it means that the sensor waatadt In this task as the sensor of breaking gleidisbe
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used the acoustic sensor. When using the acoestsosthe electret microphone will be a sensitleenent. The
signal is amplifies and analyzed by the electr@aiteme.

As a result, it is possible to tell, that the syste hi-tech and represents very reliable deviceirtrease
functionality of security system some sensors fidssible to change. We will consider analogs es¢hsensors
and their principle of action.

Movement-detecting sensor DRM-01 can be used aprédsence sensor. The sensor allows to define the
movement through wooden boards, glass and pladtieement-detecting sensor DRM radiates and acc¢bpts
reflected high-frequency electromagnetic waves witfrequency 5,8 Hz. The sensor defines changékein
reflected waves caused by movement of object inrdralled zone. It is also defines the movemenblgect,
both on approach, and on removal. The movementconé&rolled zone leads to automatic inclusion ghting.
From the moment of inclusion, each movement suppawhtinuous lighting. Only lack of the movementain
controlled zone disconnects time of maintenancéhefincluded lighting. The next movement in a coltd
zone or its absence during counting of the set timo&on time at first. Motion of action allows ugibRM as
presence sensor. After the set time lighting wéll dwitched off automatically. The motion sensosupplied
with the photosensitive automatic breaker whichckdolighting inclusion in the afternoon. The sensor
activated in a verification regime of the movemant readiness for lighting inclusion only after mgeh of
twilight. The consumer by means of a potentiomesar set time of activation of the sensor. In addithere is a
possibility of adjustment of the area of the reviginthe detector in a radius of action of a beaomfi3 to 10 m
(with an installation heightt = 2,5 m), and also adjustment of time of inclusiddighting in the range from 5
seconds up to 12 minutes. Inclusion of the consumesignaled by a luminescence of a green lightitergi
diode. The movement-detecting sensor can work orgams.

Sensor of breaking glass pyronix Break Glass 2001 is-the acoustic sensor of breaking glass i |
intended for detection of destruction of the glamedfaces: breaking glass of windows, show-windows,
partitions. For minimization of false operationsnser of breaking glass pyronix Break Glass 2000s use
microprocessor algorithm of processing of a sigmal HF-LF-components: fixes a characteristic soufd o
withdrawal panes of glass against pressure diftereswing to blow. As a result sensor of breakingsg|
pyronix Break Glass-2000 have the balanced charistiteof reliability of operation and is calculdten work
with the majority of all-widespread types and tiees of glass, including double-glazed windows, tdrapered
and armored glass.

The main particularities of the given sensors &t tthey can provide measurement with a contactless
method.

The sensor of opening/closing of doors or windowhgs to contact type of sensors in this system.
Wireless sensor of opening of a door/window Ajax MWH. is intended for detecting of opening of doors,
windows, hatches, gate, etc [5]. The sensor caneistwo parts — a magnet and the block with seatedact.
The principle of operation of the sensor of operohg door/window is based on properties of a seatetact —
the element that is carrying out current underitifieence of a variation magnetic field. In a notratate, the
magnet and the block with the sealed contact argedl As soon as the door, on which the sensaisialied,
opens — the magnet moves away from a sealed cpotathcts are disconnected angkon ceases to carry out
current. When closing a door there are return m®e® the magnet comes nearer to a sealed cargatdcts
are closed and sealed contact starts carryinguwternt. In both situations, the sensor works asthintly sends
the message on alarm on the central block. Diffexexf the sensor consists in: it is protected fopaning by a
tamper, thanks to special algorithm of energy sawiorks from the battery till five years, respofeseel — 1 cm,
there is a possibility of a choice of logic of wdrkacts only to opening, or both to opening, andidsing).

Increase of reliability of security systems is arual problem. Now in the majority of security atar
systems, both import, and a domestic productionnetgcontact sensors are used (sealed contact)evéow
use of sensors on the basis of effect of the Htadtead of sealed contact promotes increase iabibty of
security system (because of lack of any effectaftact) also allows to realize the security semgitih more
flexible characteristics (adjustable sensitivity).

Now on the basis of Hall effect many firms makefadiént sensors, as for measurement of directly
magnetic induction (teslameters), and for the a&giptiurposes, for example, production automationvéver, in
security sensors not enough attention, even onspafyproducers is paid to use of Hall effect. Issh time
using of the Hall sensors in security systems altmincrease their reliability and flexibility comparison with
traditional magnetic and contact sensors, anddunbre the simple contact.

We will give advantages from using of the Hall s#ssas security sensors, there are:

— default of theclosing-disconnecting contacts;

- higher sensitivity on distance;

—  possibility of adjustment of sensitivity;

- the dime-size that is important for the hiddenaiiation.
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For carrying out tests some versions are choserement-detecting infrared sensors various producers.
When developing the program of tests were consileState All-Union standard (USSR State standard
specification)P 50777-95 (IEC 839-2-6-90) [6]. Tests were caroetion the following items:

— range of action. As “object”, the standard studeas used by weight 70 kg and length X¥5 An
“object” passed across “half line” a way to threetens. Was considered that the device “took” aadist if it
reacted to the object moving with a speed fromt6,3 m/s. Range of steady operation on the violafdhe
protected perimeter at the tested infrared sengassfluctuate in limits from 0,3 to 12 m. It shouid noted that
the maximum range when carrying out experienceser2@dmeters. The probability of detection of thelatior
in the range of 12 — 20 meters made 80% in thisiection it is possible to consider that this distaisn't a
zone of sure operation.

— resistance to an external flare. The movement-tietednfrared sensors has to react only to
emergence in an area of coverage of the persomandotice, for example, “spot of sunlight” or lighf
automobile headlights. For research of this charastic, various sensors were located in the davk dosed
from all directions except a lobby. The beam ofight lamp went to it, but to exclude influenceinfirared part
of a range, on the way of a beam established alealduble-glazed window of firm Rehau. Practicaig
modelled a life situation: operation on the passiag This experiment was made 5 times within 2@sds. All
sensors successfully passed tests as didn't ;earternal excitement.

— resistance to change of the feeding tension froih th8242 V. Fluctuations of mains voltage are
very frequent and in rural areas, and in the ditys, there is a probability of failures in opesatodf IR sensors,
consisting of a sensitive element and an electrbimding. At a supply voltage variation from lowdrfor 15%
to rather standard raised for 15% (220 V) it waaldshed that these changes had no essential irapagork
of a sensitive element of the IR sensor as its {d@dV) was stabilized by the central blosk-04 [1].

Test of sensors of breaking glass were imitatechbgins of fluctuations of the glass jar filled watmall
metal subjects — nuts, screws, washers, etc. Chahffequency of sound vibrations was formed byios
filling of glass capacity, changing amplitude aimde intervals of stirrings.

Also we was made experiment with the sensor of ingériosing of doors. Sealed contact settled down
on doors of laboratory as it is specified in figGre

magnetooperated contact

sealed contact

Fig. 3. Scheme of connection of the sensor of apgaiosing of doors

Experiment was made as follows:

1. The knot with a permanent magnet the sizes of825 mm from nepmamios was established
directly on a door;

2. The module of a sealed contact was fixed on a dagrw

3. When opening a door the distance between a magukes@aled contact increased, the magnetic
energy operating on the module of the sealed cbtitat led to disconnection of contact in the sealentact
decreased. The maximum distance at which else ihershort circuit of the sealed contact exceeth9

REFERENCES

1. PykoBOJCTBO MO 3KCIUIyaTalud mnpubopa MpueMHO-KOHTPOJIbHBIN oxpaHHO-ToxapHbii A6-04 PIOVB 170100.000:
OKII PB 31.62.11.570. Hacnopt ucnonuetne A6-04.

2. Uarepuer nopran [Dnekrponnsiii pecypc] / OO0 "TIK® TOK” // Pa3paboTky AaTYMKOB U AATYHKOBOM anmaparypel. —
M., 2014. Pexxum nocrymna: http://lwww.tek-el.ru/articles/detectors/motion/dara nocryna 15.12.2014;

3.  Unrepuer mopran [amekrponHsii pecypc]/Axtue — Mocksa, 2014. Pexum nocryma: http://www.aktivsb.ru/prod-
12397.html. Jlara nocryna: 21.11.2014.

4. Wurepuer nopran [DnexrpoHHslii pecypc] / OO0 “Paronix” // NarunkoBas ammaparypa. — M., 2014. —Pexum
nocrymna: http://www.pyronix.ru/catalog/9/r/4kf — Jlara nocryna: 01.12.2014.

5.  Uarepuer mopran [DnekrpoHHsiii pecypc] / Cucremsbl oxpadbl W curHamuzamuu. — M., 2014. —Pexum nocryma:
http://www.xn--80abmi5aecftcl4j.com.ua/ajax_ws-48lata nocryna: 11.12.2014.

6.  Uurepuer mopran [Daexrponnsiii pecypc] / Topon mactepoB. — CHCTEMbI TPEBOXKHOM curHanuzaiuu. — M., 2014, —
Pexxum nocryna: http://old.mastercity.ru/cgi-bin/ml.cgi?test&24 {ara nocryna 21.11.2014.

179



