





MNOSACHUTEJIBHASA 3AIINCKA

XapakrepucTuka ydeOHou mucumnuimbbl. Jucimmnza «OcHOBB WHPOPMALHOHHOK
0e30MacHOCTH» OPUEHTUPOBaHa Ha 00y4eHHE CTyAEHTOB 0a30BbIM 3HAHUAM, YMEHUAM M HABBIKaM B
o6nacTH HMHGpOPMALMOHHOM OE30MacHOCTH, KHO6EpOE30macHOCTH M 3alIMTHl  MHQOPMAIHH.
M3yuaeMble TEMBI IPEACTABIIAIOTCS Ha OCHOBE COBPEMEHHOW HOPMATUBHOM pEryATHBHON 0a3bl M
Hal[MOHAIIBHOTO 3aKOHOJAaTebcTBa. [lpu mnoctpoeHun kypca «OcHOBbI HH(OpMaIMOHHOH
0€30MacHOCTHY HCIOJIB3YIOTCS COBPEMEHHBbIC INIPENCTABICHUS O Ipoleccax XM3HEHHOro LHUKIA
3alIMIIEHHBIX HHOOPMAIIHOHHEBIX CHCTEM U MapagurMa ux HHGOpMaLMoHHON 6e3011acHOCTH.

Heapio m3yyennss nucnmnumHbl «OCHOBBI MHGOpMalMOHHON 6e30MacHOCTH» ABIsETCA
obydeHne CTYHCHTOB OCHOBaM IIOCTPOEHHS M MCHOJB30BaHHS COBPEMEHHBIX 3aIlUIIEHHBIX
HH(QOPMAaLlMOHHBIX KOMIIBIOTEPHO-KOMMYHHKAIHOHHBIX CHCTEM; IIOArOTOBKAa CIELHAIUCTOB,
YMEIOIUX CO3/1aBaTh 3allMIIeHHble WHGOPMALUOHHBIE CHCTEMBI H HCCJIEIOBATh 3alMLICHHOCTD
KOMIBIOTEPHO-KOMMYHHKAIIUOHHBIX CHCTEM.

V3y4yeHue DaHHOW MUCHMIUIAHBI SIBISETCS HEOOXOAMMBIM 3TarioM B NMPOodecCHOHATBEHOM
Pa3sBHTHH «MapKeTOJIOra-IIporpaMMHUCTay.

3axaun M3ydYeHHs AUCHMIUIMHBL. «OcHOBBI UHGpOpMaloHHoW Oe3omacHocTH». [lpn
U3Y4YCHHMHU NaHHOM QUCLMIUIMHBI TpeOyeTcs pa3pellluTh OCHOBHBIE 3aauu:

— chopMHpPOBATh Y CTyAEHTOB MOHHMMaHHe OA30BBIX MOHSATHUH, CBA3aHHBIX C MPOLECCOM
obecneuyeHUs HHGOPMaIMOHHOH Oe30HacHOCTH, KHOEPOE30TTaCHOCTH U 3alUTH HH(POPMAIIHH;

— c(hopMHpPOBATh CUCTEMHOE IIOHUMaHHe pobJieM O€30MaCHOCTH U MyTelt UX peLICHHUS;

~ TIOKa3aThb OCHOBHBIE YIpo3bl 0€301MacHOCTH YW MEphbl NPOTHBOACHCTBHS WM, a TaKkkKe
II0Ka3aTh BO3MOKHOCTH aHAIM3a U yIpaBJIeHUs pUCKaMH B cepe HHPOpMaIIHOHHOH 6€30MacHOCTH;

— copMHPOBATH CHCTEMHOE MOHHMaHUe MpodiieM 6e30IMaCHOCTH U NyTeH UX PEIECHHUS.

B pesynbpTare u3yueHUs AUCHUILTHHBI « OCHOBBI HHPOPMAIIHOHHOH 6€30MacHOCTHY 00ydaeMblii
JOJDKEH:
3HAMB!
~ CHCTEMHYKO METOIOJIOTHIO U IpaBOBoe oOecreueHue MH(POpPMAaIMOHHOM 0e30macHOCTH
HHpOpMAIIUH;
— MPHOPHUTETHI Pa3BUTHA UH(GOPMALIMOHHBIX TEXHOJIOIHH, MOBHIMAIONHX 3)PEKTUBHOCTD
3aMTEl HHGOPMaLOHHOTO NpocTpaHcTBa Coro3HOro rocynapetsa benapycu u Poccun
B COBPEMEHHBIX YCIIOBHUSX;
— OpraHM3alldOHHO-TEXHUYECKHE METOIBI H TEXHUYECKUE CPEJICTBA 3aLUTHI HHPOPMAIIUH;
— OCHOBBI KpUIITOrpaduyecKoi 3aiuThl HHGOPMAIIHH;
— 0COOEHHOCTH 3alIUThl HHPOPMAIUK B aBTOMATH3HPOBAHHBIX CHCTEMAX;
— OCHOBBI TEXHHYECKOH 3aLTUTHI HH(OPMAIIHH;
yMmemn!
— ONpeneNiaTh BO3MOXHBIE KaHajlbl yTe€YKM HHGOPMAlUd M OOOCHOBaHHO BLIGHpATh
CpeAcTBa UX OJIOKWPOBaHHS;

— pa3pabaTbiBaTh PEKOMEHAALMK [0 3alluTe OOBEKTOB pa3jM4yHOrO0 THNA OT
HECAaHKLIMOHUPOBAHHOI'O JIOCTYIIa;

enradems:

— OCHOBHBIMH IIPHEMAMH aHAIU3a BEPOSITHBIX YIrpo3 HHPOpMaHOHHOK G€30I1aCHOCTH 1)1
3aJIaHHBIX OOBEKTOB.

TpeboBanus K yPOBHI0O OCBOGHHsI cofep:KaHus Y4eOHON aucuummnbl [Ipu u3yyeHun
AUCUMILTEHBI « OCHOBBI HH(OPMAITMOHHOM 6€30NaCHOCTHY Y CTYAEHTOB crielansrocty 1-28 01 02
«ONEKTPOHHBIA MapKETHUHI» NOJKeH cQOpPMHPOBATHCS HAOGOP KOMIETEHLHM, COOTBETCTBYIOIINX
IIPUCBAaNBAaCMOW TI0 3aBEPUIEHHIO BBHICIIEr0 00pa3oBaHUSl KBAIU(PHKAUH  «MapKeTOJIOr-
IPOrpaMMHUCT», OOECIEYHBAIOIINX BBINYCKHHKAM [0 YKa3aHHOH CIENHAIBHOCTH YCHENIHOCTh
NPUMCHCHUS I10JIyYEHHBIX 3HaHWH U YMEHUH B JaJbHEeHIIeH mpo¢decCHOHATBHOM AeITENBHOCTH:
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ITepeuens CNEMATM3APOBAHHBIX KOMIIETEHIM, KOTOPBIMH JIOJDKEH 00J1aaTh CIEIUAIIHMCT,
OCBOMBLIMH  COJAEPXKAHHE JUCHUIUIAHBI «OCHOBBHl HMHQPOPMAllMOHHOH 0€30MmacHOCTH» 110
crneruanbHOCTH 1-28 01 02 « DNeKTPpOHHBIA MAPKETHHI ©

CK-4. O6ecnieunBaTh 0€30mMacHOCTh HH(OpPMALlUM YYETOM CIOCOOOB €€ INpEeICTaBICHHUS
MOJIETH HapyIIUTENs.

IlepedyeHs AMCUHUILINH, B NPOJO/KEHHEe W HA 0a3e KOTOPBIX H3y4aeTcsl AHCHUILIMHA.
Jlns wm3ydenus ydeOHOM mucuumindel «OcHOBBI HMHGOPMAlMOHHOW Oe3omacHOCTH» MO
criendanbHOCTH 1-28 01 02 «DneKTpOHHBIA MapKeTHHT» HeOOXONUMBI 3HAHUS, MOJIyYeHHBIE TIpU
u3ydeHur aucuunnui: « MabopManmoHHbie TEXHOTOTHH B MAPKETHHTEY.

Ilepeyenp AUCUMILIMH, KOTOpble H3y4YalTcsd Ha 0ale JHCHUIUIHHBL. 3HAHUS
NOJTyYeHHblE NpH W3ydYeHHH jucnuuimabsl «OcHoBbl uH(pOpManmoHHOM Oe3onmacHOCTH» IO
crienquanbHocTH 1-28 01 02 «DnekTpOHHBIH MapKETHHI» SBISIOTCS OCHOBOH S JMCLMILIMH:
«IlpoexkTupoBanue UHPOPMAIMOHHBIX cHcTeM», «Pacmpenenénnbie CcUCTeMBI  00paboOTKH
uHpopMaum».

B coorBercTBuH ¢ yueOHBIM IUTaHOM Mo chenumanbHocTH 1-28 01 02 «OnexTpoHHBIN
MapKeTHHI» Ha U3y4eHHe YUeOHOU NUCIMIUTHHBI OTBOIUTCS:

®opMa nossydeHus BhICIIEro 00pa3oBaHus MEPBOH CTYyNICHH JHEBHas
Kype 2
Cemectp 4
Bceero yacos no aucnumivte 108
Bceero ay 1MTOpHBIX 4acoB IO AUCUHUILIHHE 48
B tom gucie:

Jlexuun, yacon 32
[TpakTHYecKUe 3aHATHS, YAaCOB 16
CamocTtosiTenbHas paboTa, 4acoB 60
Dopma NPOMEKYTOUHON aTTeCTAIHH 3aueT
Tpyno&MKOCTh AUCIHMILIMHEIL, 3a4. €] 3




COJEP)XAHUE YYEEHOT'O MATEPHAJIA

BBEJEHUE B JUCLHIUTUIMHY

Llenu ¥ 3a1a4i U3y4YEeHUs JUCLIUIIMHBL

[ocynapcTBEHHBIE OPraHbl M yupeKieHHs, 3aHUMAIOLIMECs BONPOcaMU WH(QOPMAIIMOHHON
6esonacHoctu B Pb: MunucrepctBo cBsizu u uHpopmaruzanuu Pecrrybnuxu benapycs, OnepariusHo-
aHaTUTHYeCKHi neHTp npu [Ipesunente Pecny6nuku benapycs, Hayuno-uccnenosarenbckuit
HHCTHTYT TEXHUYECKOH 3aumrthl uHpopMmauuu, HanuoHanpHBIH IEHTP HHTEIEKTyalbHOH
cobcTBeHHOCTH, [OCymapcTBEHHBIH KOMMTET IO CTaHaapTusauuum PecnyOnuku bemapycs,
Benopycckuii rocy 1apcTBEHHBIH HHCTUTYT CTAHAAPTH3AIMY U CEPTHQHUKALIH.

PA3JIEJI 1 TEOPETUYECKUE OCHOBBI UHO®OPMAILIMOHHOM BE3OITIACHOCTU

Tema 1.1 OcHosbr uHghopmayuorHou 6e30nacHocmu.

OrnuuuTtenbHble 4epThl HMHPoOpManHOHHOTO oOmectBa. [loHsATHE WHPOPMALMOHHON
OesomacHoctu. llemm um 3anaun, pemeHHe KOTOPBIX AODKHA obecrieynBaeT HHPOPMALUOHHAA
6e3onacHocTh. MHbpopMmanuoHHOoe oO0miecTBo. be3omacHOCTH B HMHGOPMAlMOHHOM OOINECTBE.
HudopmanmonHas 6€30MacHOCTb U €€ COCTABMNAIONIME. ACTIEKTH HHPOPMAIIMOHHON G€30IMaCHOCTH.
Mecto uH(popManMOHHOH O€30IIaCHOCTH B CHCTEME HAIMOHATBHOH Oe3omacHocTH. CTpyKTypa
cucreMbl OezomacHoctH. OOmias cxema mnpouecca obecriedeHuss Oe3omacHOCTH. [lonoxeHus
rocyapCTBEHHOM MOJMTUKU HHpopManHoHHO# Oe3zomacHoctH PB. Cucrema mHOpManmoHHON
6esonacHoctu Pb. I'ocynapcTBenHas cucreMa 3amuthbl Ph.

Tema 1.2. Cucmemuas memooonozus uH@opMmMayuoHHou 6e30NacHOCmu.

[lonsatne wuHbpopMmanmu. XapakTepucTHKH HWHQopmanuu. [loTpeOurenn w obnagarenu
uapopmanun. OcHoBHEIE GopMbl nposelieHus uHbpopmauuu. Mudopmanronnas Oe3onacHocTh u
3amuTa HHpopManuu. OCHOBHBIE IIOHATUS U TEPMHUHOJIOIHS B 00JIACTH 3AIMUTH HHOOPMALHH.

Tema 1.3. Hugpopmayuonnoe obecneuenue desmenvHocmu (6usHeca).

JloxymeHTOBEIEHUE. JloKyMeHTaIluoHHOE obecneueHue yIpaBJIeHHS. O6uras
XapakTepHCTUKa IIpoLieccoB cOopa, nepeaadn, 00paboTKH 1 HAKOIUICHHs HH(GOpMaIiH. Y IpaBlicHHE
3HaHMsAMM. MnenTudukanus, ayTeHTUUKaLuUs, yIOpaBleHHE  JOCTYNOM. 3ai{dra  OT
HECAaHKIHOHUPOBAaHHOro jocTtyna. OxpaHseMble CBEICHHS U JIEMACKHPYIOIIHWE MPH3HAKH.
Knaccudpukanys MeTo10B 3aIUTH HHGOPMAIIKH.

Tema 1.4. Yeposvl ungpopmayuonnoii bezonacnocmu.

Yrpo3sl 6e3onacHOCTH MH()OPMaIIMOHHO-KOMMY HUKALIMOHHBIX TEXHOJIOTHH.
Knaccuduxanus ympimmuieHHsIX yrpo3. OGuias knaccudukanus yrpos. Yrposel AOCTYHHOCTH.
Yrpos3sl LENOCTHOCTH. YTpo3bl KOHOHISHUHATBHOCTH. AHaNU3 yrpo3 WHGOPMALKMOHHOMN
6e3011acHOCTH MHYOPMAITMOHHO-KOMMY HUKAIIMOHHBIX TeXHO0THi. CucTeMa 1ecTabHIM3UpYIOIHX
(GaKkTOpOB, BIHAIOIIMX HA YA3BHMOCTh HH(poOpManud. MeTononorus (GOpMHPOBAHMS IOIHOTO
MHOXeCTBa yrpo3. OCHOBHBIE MeTOABl peanu3alud yrpo3. MHdopMmanuoHHas BoifHa Kak yrposa
HauMOHaNbHOH Oe3onacHocTd. [lonste wunHbOpManMOHHON BOWHBI W €€ OCODEHHOCTH.
WupopmanimoHHOE OpYyXKHE.

Pazzen 2. [IOJIMTUKA UHOOPMALIMOHHON BE3OITIACHOCTU

Tema 4.1. Yposnu ungpopmayuonnoit 6ezonacnocmu.

3akoHONATENbHBIA ypoBeHb MH(OpMalHoHHON Oe3omacHocTH. O030p Genopycckoro u
POCCHACKOIo 3aKOHOJATENbCTB. MeXayHapoAHble CTaHAApThl W crneuuduxanuu. «OpaHxepas
kHura». Pekomennanuu X.800. «O6mue kpurepun». ['apMOHU3HPOBaHHbBIE KPUTEPHH €BPOIIEHCKHX
cTpaH. AIMHHHUCTPATUBHBEIA ypoBeHb HHGOPMAIMOHHON GezomacHocTu. IlpouenypHbli ypoBeHb
MH(OpMaNMOHHOM Ge30macHoCTH. YnpasieHne nepconanoM. dusudeckas sammra. [logaepxanne
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paborocnocobHOCTH. PearmpoBanve Ha HapymieHus pexuma OesomacsHoctu. [lnanmposanve
BOCCTaHOBHUTENBHBIX paboT. [IporpaMMHO-TeXHHYECKHH ypOBEHb HHPOPMALIHOHHON OE301TaCHOCTH.

Tema 4.2. Ilonumuka ungpopmayuonnoi 6e30nacHocmu.

IonsTre noMuTHKA Oe3omacHOCTH. OCHOBHBIE THIIBI U COAEPKAHUE ONTUTUK OE30IIaCHOCTH.
[IpHHIMIBI TOCYAapCTBEHHOM MOJMMTHKK obecniedeHus HH(GOpMalmoHHoH GesonacHocTH. CucTema
3aIUTH FOCY IaPCTBEHHOM TaltHbl. CHcTeMBl MeHeIXMeHTa Oe3onacHocTH nHGopManuu. [Ipasuna n
TpeboBaHus. YIpaBlieHHe HHPOPMAIIMOHHON 0e30MacHOCThIO. YTpaBJIeHUE pHUCKaMH. AyIUT
uHpopmarmonHo# 6e3onacHoct. Ctanaaptel ISO/IEC 17799/27002 u 27001.

PA3JIEJI 3 TIPABOBOE OBECIIEHEHUE U METO/IbI 3AIIIMTHI MHOOPMALINHN

Tema 2.1 Ilpasosoe obecneuenue 3aujumel uHgopmayuu.

3akoH Pb oT 6 cenTsabps 1995r. Ne3850-XII «O6 undopmaruszauuu». 3akoH Pb or
29 Hos6pst 1994 1. Ne 3411-XII «O rocynapcTBeHHBIX cekpeTax». 3akoH Pb ot 3 nexabps 1997 r.
Ne 102-3 «O6 opranax rocynapcteeHHol 6ezonacHoctd Pecrybnuku benapyce». IlocTanoBienue
Cosera MunuctpoB Pb ot 15 deBpans 1999 r. Ne 237 «O ciayxeGHOM HHGOPMALIHK OrpaHHYEHHOTO
pacnpoctpanenus». llocranosnenne Cosera MunuctpoB Pb or 10 deBpans 2000r. Ne 186
«O HekoTOpBIX Mepax mo 3amuTe uHpopmanuu B PecnyGmuke benapyce». Yka3 Ilpesunenra
PecnyGnuku benapycs ot 12 mas 2004r. Ne231 «Bompocel I'ocylnapcTBeHHOro UEHTpa
OesonacHoctu uHGpopMaruun nupu Ilpesupente Pecmy6nuku benapyce». Yka3 [lpesuneHrta
Pecny6nukn Benapyck 28 oxtsabps 2021 r. Ne 422 O Mepax mo COBEPUICHCTBOBAHHIO 3allUThI
HEPCOHANBHBIX JaHHBIX. 3akoH PB ot 7 mas 2021 r. Ne 99-3 O 3aiute nepcoHaIbHBIX JaHHBIX. YKa3
IIpesunenta Pecniy6muxu benapycs ot 14.02.2023 Ne4( O xubepbe3omacHoCTH.

Tema 2.2 Ilpagogvie memooul 3auyumol unGopmayuu.

IIpaBoBas 3a1MTa OT KOMIBIOTEPHBIX IPECTYILICHUH. BHIbI KOMIBIOTEPHBIX IPECTYILIEHHIH

[Tpumepsl  HM3BECTHBIX ~ KOMIBIOTEPHBIX — TPECTYIUICHWH. Buasl  KOMIOBIOTEPHBIX
IPECTYIUICHHH, MOIICHHHYECTBO B HMHTepHeTe. lIcnonb3oBaHHE CHEUMAIBHBIX IPOrPAaMMHBIX
CpPeJICTB MOLIEHHUKaMHU. [lone3Hble COBETHI N0 KOMIIBIOTEPHOM O0€30TTaCHOCTH.

Tema 2.4 Komnoromepnvie 6upycol U aHmMusupychvle NPOZPaMMbl.

Ionarue Bupyc. Hcropus KoMIbIOTEpHBIX BHpycoB. Khaccudukaims KOMIBIOTEPHBIX
BUPYcOB. OCOOEHHOCTH aNrOpUTMOB PabOTHI BHPYCOB. JIeCTPYKTHBHBIE BO3MOXHOCTH H IIyTH
IPOHMKHOBEHHS BUPYCOB. METObI 3alIUThI OT BUPYCOB.

PA3JIEIL 4 MHXXEHEPHO-TEXHUYECKAS 3AIINUTA OBBEKTOB OoT
HECAHKIIMOHHMPOBAHHOI'O JOCTVIIA

Tema 4.1 Knaccuguxayus mexnuseckux Kananog ymeuxu ungpopmayuu.

Knaccupukauus kananoB yteukd uHpopMaumu. [loHsrue peueBoro currama. KaHaibl
YTeUKH pedeBoi uH(opmanuu. [TaccuBHBIE ¥ aKTHBHBIE METO/BI 3ALIMTH MHPOPMALUH OT YTECUKH
10 TEXHUYECKUM KaHajiaMm.

Tema 4.2 38yxosvle cucnanbi.

3ByKOBbI€ CHrHaBI. IIpuMep co3paHUs rapMOHHYECKOTO M MOJHTapMOHHYECKOrO CHTHANA.
OcHOBHBIE XapaKTEPUCTHKK FAPMOHIUYECKOTO CHrHANA. JHEPreTUYECKHH CIIEKTP PeYeBOro CHrHANA.

[TonsiTie mryma. OCHOBHEIE XapaKTepUCTUKH IiyMa. [IpuMeHeH e LIyMOB 11 MaCKMPOBAHHUS
peueBbIX CHrHajioB. CHHTE3 CMECH FapMOHMYECKOrO CHIHANA W LIyMa C 3aJaHHBIM OTHOLICHHEM
CHUTHAJ/IyM.




Tema 4.3 O630p mexnuueckux cpedcme He2lacHo20 CbéMa aKyCmuieckou uHgopmayuu.

Heob6XomuMOoCTh TeXHHYECKOM 3aliuThl HHpopManuH. KinaccHpukaums TEXHHUYECKUX
CpelcTB ChéMa aKyCTHYecKoW WH(opmaiuu. 3aknajoyHble yCTpOHCTBa. TexXHUYECKHE CpelcTBa
JUCTaHIHOHHOTO Ch&Ma HHPpopManun. TexHHueckue cpeaAcTBa cbéMa HHPOPMALIUH C JIMHUH CBA3H.
Tunel TEXHHMYECKHX CPENCTB 3amiuThl MHGopManuu. [logaBHTENH 3alMCBIBAIOIIMX YCTPOMCTB.
Ob6napyxuTteny 3akaMyGhIMpOBaHHBIX KaMep. YcCTpoicTBa I aKTUBHOM 3alllUTHl pEeYeBOH
HHGOPMALIUK OT YTEUKH 10 aKyCTHYECKOMY M BHOpallHOHHOMY KaHaJlaM.

PA3JEJI 5 IIOCTPOEHUE CUCTEM 3ALIWUTHI UHOOPMALIMHA

Tema 5.1 Cmezanozpaghuueckue cucmembl 3auyumsl UHGOpMayuu.

Ilonstue creranorpaduu. OCHOBHBIE [OCTOMHCTBA creraHorpadguu. KommbrotepHas
creradorpagus. Creranorpadus — a¢pdexTiBHAs 3alIMTa IeYaTHOH NpoayKLUKuK. MaliMHOYHTaeMBbIe
TEXHOJIOTUH U1 TPaAWLUOHHBIX CIOCOO0OB meuaTd. MeToabl KOMIBIOTEPHOH creraHorpaduu.
Pa3paboTka HOBBIX MAIIMHOYMTAEMBIX 3alIUTHBIX NPH3HAKOB. [ IpOM3BOACTBEHHBINH KOHTPOJIb.

Tema 5.2 Kpunmozepaguueckue memooul 3auyumsl UHGOpMayuu.
OcCHOBHBIE NOHSTHS: KPUITOJIOT U, KpUIITOrpadus, kpunroaanus. Koasl, udps! 1 KITIOYH:
OTKpBITBIE U 3aKpbIThie. OCHOBHAsI cxeMa KpUnrTorpaduH.

Tema 5.3 Vuuxanrohas u mounas uoeHmuguxayus npooykmos u bAnHKo8CKUX cyemoa.
OcHoBa cOBpeMeHHOro 00IlecTBa CTaHIapTU3MPOBAHHEIE KOIbI OAHKOB, CYNIEPMApPKETOB H
OPYTrUX KPYIHBIX HONCHCTEM SKOHOMUKH — KpeAuTHbIe KapThl. Anroput™ Jlysa. Ipuxkonst.

Tema 5.4 Dnexmpounblil OOKyMEHM U INEKMPOHHAS YUPPOosas ROONUCH

IlonsTHE 3MEKTPOHHOIO NOKyMeHTa. [lpuiaHue IOPHIMYECKOrO CTaTryca 3JIEeKTPOHHBIM
AokymenTaMm. HOpuanveckas cula OpUTHHAIa M KOIHMM 3JIEKTPOHHOTO JOKYMEHTA. DNEKTPOHHASA
unpposas noamuck. CepTUGUKAT OTKPHITOro Kimoda. Y I0CTOBEPSIOLINIA HeHTp. YTpo3sl uudpoBoil
noanucu. RSA kakx GyHIaMeHT 25ieKTpoHHON unu(ppOBOH TOATKCH.

Tema 5.5 Ocnosbr 3auyumel  A6MOMAMUIUPOBAHHBIX CUCMEM OM HECAHKYUOHUDOBAHHO20
oocmyna.

ABTOMATH3MpOBaHHas OaHKOBCKas CHUCTeMa [Jla3aMHd Xakepa. BO3MOXHBIE aTakH
aBTOMATU3UPOBAHHON OaHKOBCKOH cucTeMbl. BO3MOXKHBIE aTaky Ha ypOBHE ceTH. MephI 3aIUThI OT
atak Ha ceTeBOM ypoBHe. OCHOBHBIE IpaBuiia opraduzanny 3ammTel ACB. OCHOBHEBIE HOPMATHBHBIE
JOKYMEHTBI IO OIICHKE Oe30IacHOCTH.




Y4ebHo-MeToAUYecKas KapTa y4eOHOH ARCHHILTHHBI «OCHOBBLI HHGOPMALMOHHOIH (€30MacHOCTH
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Jlexnus Ne 1 2 OcH. smt.: [3], bmuu-orpoc
Llenu v 3a1a4d U3y4YeHUs TUCLUIUIMHBL. (51 {7}
F'ocynapcTBeHHble OpraHbl H YUPEXKIACHHS, 3aHUMAIOMIMECS BOIPOCAMH
nHQOpPMAaLHOHHOM GezomacHocty B Pb: MuHUCTEPCTBO CBA3ZM U 3n. pec.: [1],
nHpopmatuzauun Pecny6iuku Benapych, OnepaTHBHO-aHAIMTHYECKHIA 3],

ueHTp  npu  Ilpesunente  Pecnmybnuku  bemapycs,  Hayudo-
UCCNENOBATENLCKHH  HMHCTUTYT TEXHHYECKOH 3allluThl HHGOpMAILIHH,
HaumonanbHbiit LUEHTp HUHTEJUIEKTY allbHON cobCcTBEeHHOCTH,
[ocynapcTeennblii komuTeT NMo cranaaptusaunu Pecriy6nuku Bemapych,
benopycckuii  rocynapcTBeHHbli  MHCTHTYT — CTAHOApTHU3aLUHM
cepTH(UKALIHH.

(4}, o], [9].
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Pazaen 1 Teopernyeckne ocHoBbI HHPOPMALMOHHOH Ge30MaCHOCTH
Jlexuna Ne 2 Ocn. jur.: [1], *Tect Nel
Tema 1.1 Ocnogbl ungpopmayuonnot 6ezonachocmu (2], 3] [6],
OtnnyurensHble  4epThl  WHGopMaluoHHOro obuecrBa. IlousTtue [7].
HH(opMaLMOHHOH Ge3zonmacHocTu. Llenu u 3agaum, pelieHHe KOTOpPBIX
NOJKHA obecrieunBaer MH(pOpMaLHOHHAS 6€30MacHOCTb. ﬁ%‘] J[12"4T]
2 B

UndopmanmonHoe obmectBo. besonmacHocTs B MHPOPMALIMOHHOM
obmectse. HHdopmaumoHHad 6e30MacHOCTh M €€ COCTABJISIOIIHE.
Acnektel uHdopMauuoHHoit GesonacHocTH. Mecto MHGOPMAUKMOHHOR
Oe30MacHOCTH B CHCTEMe HauMOHanbHOM 6GesomacHoctd. CTpykTypa
cuctembl OesomacHoctd. OOGmas cxema mnpouecca obecneyeHus
0€30MacHOCTH. Ionoxenus rocyJ1apcTBEHHOMU MOJIMTHKHU
unpopmanronHoit  GesomacHoctn  Pb.  Cucrema  undopmauMoHHOM
6e3onacHocty PB. N'ocynapcreenHas cuctema 3auiuthbl PB.

Tema 1.2 Cucmemnan memoooro2us unghopmayuonnou 6e3o0nacnocmu

IMonsrue undopmaunu. Xapakrepuctuku unpopmaumu. [orpeGurenu m
obnanarenu uapopmauuu. OcHoBHbIe GOPMBI NPOSBIEHHA WHOOPMALIUH.
Hudopmanmonnas GesonacHocts 1 3awura WHbopmanuu. OCHOBHbIE
MOHATHS ¥ TEPMHHOJIOTHS B 001aCTH 3alUMTHI HHOpMaLHH.

[28], {32], [34]

HopmarusHas:
(17, (141, {15},
[16], [17],
[18], [21].

IIpakTHyeckas pabora Nel

Hszyuenne  Texuuueckoro  pernamenra PecnyGnuku  Benapych
«Hndopmauyonnbie  TexHonmoruu. CpeactBa 3awMThl  MHPOPMALMH.
HUndopmaunonnas 6GezomacHocts» (TP 2013/027/BY)  (yrBepxaén
ITocranonenuem Coeta MunuctpoB Pecnybnuku benapycs 15.05.2013
Ne 375).

3amurTa oT4éTa NoO
MpaKTHYECKOMY
3ansaTHio Ne 1

Jexuust Ne 3
Tema 1.3. Hugpopmayuonnoe obecneuenue oeamenvrocmu (busuneca).

HoxymenToBenenue. JlokyMeHTaLMOHHOe obecneueHHe ynpaBJieHUS.
O6mas xapakTepHcTHKa MpoueccoB cbopa, nepenayd, oOpaGoTKH H
HAaKOIUIEHUs HMHGOpMaLMH. YnpaBieHue 3HaHuAMM. HMaeHTudukanus,
ayTeHTUHKALMS, ynpaBpieHue ZIOCTYTOM. 3amura oT
HECaHKLMHOHMPOBAaHHOro  goctyna.  OxpaHseMble  CBEICHHA  H
AeMackupyrolqe  npusHaku.  Kiaccudukauus MeTonoB  3allMThl
HHbopMaLUK.

OcH. qur.; [1],

(2], [3], [6].

Hon. nuT.:
(18], [24],
[28], [32], [34]

HopMmarusHas:
(21, [3], 14},
[51, [11].

bnun-onpoc
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2

W

8

Jexkmna Ne 4
Tema 1.4. Yepo3svt unghopmayuonnoii 6ezonacnocmu.

Yrpo3sl 6e3onacHocTH HHGOPMaLHOHHO-KOMMYHHMKaIIHOHHBIX
TtexHoymornid.  Knaccudukaums — ymbiuvieHdHbix  yrpo3d.  O6uias
K1accuukaLs yrpo3. Yrpossl JOCTYNHOCTH. YTpo3bl LEJOCTHOCTH.
VYrpos3sl  KOHQUAGHUMATBHOCTH. AHaIM3 Yrpoz HHGOPMALMOHHON
0e30MmacHOCTH ~ MHAOPMALIMOHHO-KOMMYHHUKAUMOHHBIX  TEXHOJIOTHIA.
Cucrema necTabunmsupyiominx (GakTopoB, BIHUAIOIMX HA YA3BUMOCThH
uHdopMaLH. Metonoorus pOpMHPOBAHHS TOJHOIO MHOXECTBA YIpO3.
OcHoBHble MeToABl peanuszauuu yrpos. MudopMauuoHnas BolHa Kak
yrposa HauMoHanbHoH 6e3onacHocTH. [ToHaTHe HHOOPMALIMOHHOM BOMHBI
u ee ocobenHocTH. MHopMaLmoHHoe opyxue.

OcH. nur.:[5],
[71.

Hon. nur.: [7],

[10], [18],
[22].

baun-onpoc

ITpakTHyeckas paGora Ne2

Opraumzauus  3aumurtel 6a3 pandeix B CYBJL Microsoft ACCESS.
Hcnons3osanue mnapons s wmudposanus 6asel ganuelx B CVYB]]
Microsoft Access.

3amumra oTu€Ta 1o
NPaKTHISCKOMY
3aHATHIO Ne 2

Pazpen 2 [TosinTHKa HHpOpManOHHO# 6e30mMacHOCTH

LS

Jekmnust Ne 5
Tema 4.1. Yposnu unpopmayuonnoii 6ezonacrocmu.

3akoHozaTeNbHBIH  ypoBeHb HHpOpMauHoHHON 6e3zomacHoct. O630p
6€e10pyccKOro M POCCHHCKOro 3aKOHOAATENLCTB.  MeXAyHapOIaHbIE
cTaHAapThl U cneurpukanuy. «Oparwkesas kHuray». Pexomengauuu X.800.
«O61wmne kpuTepun». [apMOHHU3UPOBaHHBIE KPUTEPHH €BPOTIEHCKHX CTPaH.
AJIMMHHCTPAaTHBHBIH  ypoBeHb  MHGPOPMAUMOHHOH  6e30MmacHOCTH.
IMpouenypHsiti ypoBeHb MH(POPMALUMOHHON Ge3omacHocTH. YrpaBlieHue
nepcoranoM. Dusnueckas zawmra. [lonnepxkanue paboTocnocobHOCTH.
Pearnposanne Ha HapyineHHs pexuma 6esonacHocTH. [LiaHupoBanue
BOCCTAHOBHUTEJIBHEIX  paboT.  IIporpaMMHO-TEXHHYECKHH  YPOBEHD
HH(OPMaIIMOHHOH 6e300aCHOCTH.

OcH. mur.: [1],
(2], [3], [5],
[7]-

Jon. nur.: [7],
(181, [26].

2n. pec.: [1],
(51, 71, [8].

biun-onpoc

Jlexuus Ne 6
Tema 4.2. llonumuxa ungpopmayuonnoti 6ezonacnocmu.

Ionste nonutukn OGe3zomnacHocTH. OCHOBHBIE THMBI W COJAEpP)KAHHUE
nonutvk  GesonacHocTH. [lpuHUMNBI  rOCYAApCTBEHHOM  OJMTHKH
obecrneuenus HHQopMauHOHHON GesonacHocTH. CHcTeMa  3allMTBI
rocysapcTBeHHoi TadHbl. CHCTEMBl MEHEKMEHTa 0e30MmacHOCTH
undopmauuu. [IpaBuna n Tpebopanus. VnpapieHue MHPOPMaLMOHHOH
0€30nmaCHOCTBIO.  YTIpaBjieHMe pHCKaMH. AyIMT HH(OPMAaLMOHHOM
besonacHocTH. Crannaptel ISO/IEC 17799/27002 u 27001.

OcH. nur.:[5],

[7].

Hon. nur.: [7],
[18].

HopmartuBHas:
(2], 3], [4),
[10], [11].

*TecT N2
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2

N

8

HpaxTadeckas padora Ne3

Opranuzauus 3auursl 6a3 aanubix B CYBJ] Microsoft ACCESS. Pa6ora ¢
Lentpom ynpaenenns OGe3onacHocTsio. OpraHusanus 3aiidThl  Gasbl
nanHbix B CYB]] Microsoft ACCESS.

[\*}

3amyUTa OTY€ETA MO

MPakTHYECKOMY
3aHATHIO Ne 3

Paznen 3 IlpaBoBoe ofecnieyenne 1 MeTOAbI 3aIHTHI HHGOPMAUHH

10

Jlexuust Ne 7
Tema 2.1 IIpasoeoe obecneyenue 3auumol ungopmayuu.

3akoH Pb oT 6 centabps 1995 r. Ne 3850-XII «O6 unpopmaTuzauum».
akon Pb ot 29 HosOps 1994 r. Ne3411-XH «O rocynapcrBeHHBIX
cekperax». 3akoH Pb or 3 nekabps 1997r. Ne 102-3 «OG6 opraHax
rocyaapcteeHHoH 6ezonacHocTH PecriyGiiuku Benapycey. IoctaHoBieHHe
Cosera Munuctpos Pb ot 15 deBpans 1999 r. Ne 237 «O ciyxebHoii
vuH(OpMallMM  OrpaHHYEHHOro  pacmpocTpaHeHus». IlocTaHoBieHHE
Cosera Munuctpos Pb or 10 despans 2000 r. Ne 186 «O HekoTOpbIX
Mepax mno 3awmrte HHbopmauuu B Pecnyb6nuke benapych». VYkaz
Ilpesunenta PecriyOnuku benapycb ot 12 mMas 2004 r. Ne 231 «Bonpocst
I'ocyapcTBeHHOro neHTpa GesonacHocti uHopmauuu npu Ipesugenre
Pecriybnuku benapycwk». Ykas Ilpesunenra PecriyGauku benapycs ot 28
okta0ps 2021 r. Ne 422 O mepax MO COBEpPLICHCTBOBAHHIO 3alUMThI
[IEPCOHANBHbLIX JaHHBIX. 3akoH Pb or 7 mas 2021 r. Ne 99-3 O 3amure
nepcoHanbHbIX JaHHpIX. Yka3 Ilpesupentra PecnyOnuku Benapyck or
14.02.2023 Ne40 O kubepbezonacHOCTH.

OcH. nur.:[5],

[71.

Hon. nur.: [7],
[18], [23]-

HopmarupHas:
[15]), [16],
(171, (18],
[19], [20],
[21], [22],

[23].

biun-onpoc

11

Jlexknus Ne 8
Tema 2.2 Ilpasosvie memooul 3auumel UHGopmayuu.

[IpaBoBas  3amMTa OT KOMNBIOTEPHbIX  MpeCTYIUleHHH.  Buasl
KOMIIBIOTEPHBIX MPECTYIVIEHUHA

[Ipumepsl  M3BECTHBIX ~ KOMIBIOTEPHBIX  OpecTyrsieHdit.  Buap
KOMNBIOTEPHLIX ~ MPECTYIUIEHHH,  MOLIEHHMYeCTBO B  HHTEpPHETE.
Hcnonp3osanve cneuyanbHbIX NPOrPAMMHBIX CPEIACTB MOIIEHHHKAMH.
ITone3Hbie coBeTbI 110 KOMIBIOTEPHON GE30MaCHOCTH.

OcH. nuT.:[5],

[7].

Jlon. ymr.: [7],
(18], [23].

HopmaTupHas:
[23].

*TecT Ne3

12

IIpakTHueckan padora Ned
[Tparoroe obecnieuenue uHdopmanuoHHoi GezonacHocTu. Buisbienue u
dHKcallis cie10B MPOTUBONPABHOM JlesTenbHOCTH Ha [IDBM.

3amura oT4€TA IO
TPAKTUYECKOMY
3aHgaTHIO Ne 4
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2

7

8

13

Jleknmna Ne 9

Tema 2.4 Komnviomepuuie 8Upycel u aHmusupycHule RPO2pammol.
ITonarue supyc. Hcropus kommbroTepHblx BHpycoB. Kiaccudukauus
KOMIBIOTEPHbIX BUPYCOB. OCOGEHHOCTH aJIrOPUTMOB paboOThl BHPYCOB.
JlecTpyKTHBHBIE BOZMOXHOCTH U ITyTH IPOHHKHOBEHHS BUPYCOB. MeToIb!
3aLUUTBI OT BUPYCOB,

OcH. nur.:[4],
{51
Jom. nur.: [9],

[13], [16], [21],
(18], [23].

Brun-onpoc

Paznen 4 Un:keHepHO-TeXHHYECKAS 3aIHTA 00beKTOB oT
HECAHKIIHOHHPOBAHHOI0 AOCTyHA

14

Jlexknus Ne 10
Tema 4.1 Kraccugpuxayus mexnuueckux KaHaioe ymeuxku ungopmayuu.

Knaccudurkauns kavanor yreuku wundopmaunu. [lonaTue peuesoro
curyana. Kanane! yreuku peueBod uHpopMauui. [TacCHBHbIE M aKTHMBHBIE
METO/ibl 3a1LMThl HH(POPMALMH OT YTEHUKH N0 TEXHUYECKHUM KaHallaM.

Tema 4.2 3gyxogvie cuenanwl

3BykoBbie  curHajsl.  [lpumep  co3maHMs — rapMOHHYECKOro M
MOMrapMOHUYECKOIQ curiana. OcHoBHbIC XApaKTePUCTUKH
FapMOHHMY€ECKOr0 CUrHaja. JHEPreTHYECKUi CIIeKTp peYeBoro CUrHara.
[onsTue uryma. OCHOBHbIE XapaKTepUCTUKH 1uyma. [IpumeHeHue 1myMoB
JJI MACKUPOBaHUs peueBbIX cHrHanmoB. CHHTE3 CMECH rapMOHHYECKOro
CHIHasIa ¥ WYMa C 3aJaHHbIM OTHOLICHHUEM CHTHAI/LIYM.

Ocu. nur.:[4],
[5]-

Hom. nur.: [9],

[13], {16}, [21],

[18], [23], [29],
[30], [31]-

bmun-onpoc

15

IlpakTnyeckas pab6ora NeS OueHka MepBUUHBIX NMPHU3HAKOB 3JIEMEHTOB
pEYEBOro CUrHana.

3amura oT4eTa 1o
NPaKTUYECKOMY
3aHaTvIO Ne 5

16

Jlexmua Ne 11

Tema 4.3 Ob30p mexnuveckux cpedcms He2lACHO20 CbéMA AKYCMUYecKou
unghopmayuu.

HeobxonumocTh TexHuyeckoil 3ammuTel uHopMauuu. Knaccudukanus
TEXHUYECKUX CPEACTB ChEMa aKyCTHHECKOHW uHpOpMaLmnu. 3akialovHble
yctpoiictBa.  TexHuueckue — cpeacTBa  JUCTaHLIMOHHOTO — ChéMa
undopmanuu. TexHuueckHe cpeacTea CbéMa HHGPOPMALIMM C JIHHHI CBS3M.
Tumel  TexHuyeckMx cpeacTB 3awuThi  HHGpopmaimu. [lomaButenu
3aMUCBIBAIOLIMX YCTpoHcTB. OOHapy)uUTeny 3akaMypIHpOBaHHBIX KaMmep.
VceTpoicTBa U1 aKTUBHOM 3aIUMThl peyeBOil HH(POPMALMH OT YTEUKH [0
aKyCTHYECKOMY H BUOPALIMOHHOMY KaHanaM.

OcH. nur.:[4],
[5]-

Hon. aur.: [9],

(131, [16], {21],

(18], [23], [29],
30}, [31]-

*Tect Ned




13

1 2 3 4 7 8
Pa3zpen 5 IlocTpoenune cucrem 3amuThl HHGOpPMAHA 10 6
2 OcH. sut.; [5]. biui-onpoc
Jlexkunsa Ne 12
Tema 5.1 Cmezanozpagpuueckue cucmemor 3auyumul ungopmayuu. Hon. nur.:
ITonstne  creranorpadun. OCHOBHbIE JIOCTOMHCTBA cCTeraHorpaduu. (12], [20],
17 | Komnerorephas creranorpagus. CreraHorpadus — s¢dekTHBHas 3amura [25].
ne4aTHo  mpoaykumv.  MallMHOuMTaeMple  TEXHONOTHH IS
TPaAMUHOHHBIX  CHocoOOB  me4yaTH.  MeToasl  KOMIBIOTEPHOM
creraHorpaguy. Pa3paboTka HOBbIX MAIIMHOYHTAEMBIX 3alUUTHBIX
npy3HaKoB. I1pON3BOACTBEHHEIH KOHTPOIb.
IIpakTHieckas pabGora Ne6 CosaaHue Mackupyrlollero uryma as 2 3ammra oT4era no
18 | uMuTaunu BUOPOaKyCTHYECKOTrO 3aIlyMJIEHHS. NPaKTHYECKOMY
3aHATHIO Ne 6
Jlexkuusa Ne 13 2 OcH. nwur.: [5]. *Tect No5
Tema 5.2 Kpunmozpaguueckue memoowl 3awyumer unghopmayuu.
19 Hon. nur.:
OcHOBHbBIE MIOHATHSA: KPUNITONOMUs, KpuniTorpadms, kpuntoaHainz. Koasl, 33, [25]
wudpbl M KIOYH: OTKpPBITIE W 3aKpbiThle. OCHOBHas cxema [27]’ [28]’
KpUITorpaguu. ’ )
Jlexuua Ne 14 2 bnun-orpoc
Tema 5.3 Yuukanenasn u mounas udeHmuuxayus npooyKkmos u Aon. swr.: [9],
20 banxosckux cuemos. [11].
OcHoBa COBpeMEeHHOro o0IlecTBa CTAHAAPTH3UPOBAaHHbIE KOABI OAHKOB,
CYTEpPMapKETOB U APYrUX KPYNHbIX NOACUCTEM 3KOHOMHKH — KPEAUTHbIE
kapThl. AnroputM JlyHa. Ilpuxkomst.
IpakTudeckan paGora Ne7 Usyuenne MeTO0B 3aLMThl HHPOPMALIUH C 2 3awuTa 0T4ETa M0
21 | noMouBIo pasaMUHBIX BUOB WU(POB, HCTIONb3YEMBIX B KPHIITOrpadHH. paKTHIECKOMY
3aHsITHIO Ne 7
Jlexuna Ne 15 2 OcH. qur.:[5], *Tect Neb
Tema 5.4 Onexmponnblil OOKyMeHm U IEKMPOHHAA YUPPO6ast NOONUCS. [71-
IToHsTHe anmekTpoHHoro nokymeHta. IlpupaHue OpHAMYECKOro CTaTyca Jlon. nwt.: [7],
22 | >neKTPOHHBIM NOKYMeHTaM. IOpuaMueckas Cujla OPUTHHANA M KOMMH [28].
3JIEKTPOHHOTO IOKyMeHTa. DinekTpoHHas undposas noanucek. Ceprudukar
OTKPBITOrO KIKOYa. YJOCTOBEPAIOLIMI LeHTp. Yrpo3sl uudpoBoi HopmaTuBHas:
noanucu. RSA kak ¢yHzaMeHT 35ieKTpOHHOH HHPPOBO# MOAMHCH. [12], [24].
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1 2 3 4 7 8
Jlexunsa Ne 16 2 OcH. nur.: [5], *PedepaTurHOE
Tema 5.5 Ocnogbr  3auyumvl  A6MOMAMUBUPOBAHHBIX — CUCTIEM — OM [7]. BBICTYIIJICHHE C
HEeCaHKYUOHUPOBAHHO20 OOCMYNA. (6] JOKJIaa0oM

om. aur.: [6],

23 ABromartH3upoBaHHasi 6aHKOBCKasi CUCTEMa IJla3aMH xakepa. Bo3moxkHbie 2[18] (121, [18]

aTaKy aBTOMaTU3HpOBaHHOW OaHKOBCKOMN CHCTeMbi. BO3MOKHbIE aTaky Ha [’1 9] [’2 0] ?

ypoBHe ceTd. Mepbl 3aluMThl OT aTak Ha ceTeBoM ypoBHe. OCHOBHbIE 2 5]’ [28]’

npaBuia opranusauuy  3aumtbl  ACb.  OcHoBHBlE HOpPMaTHBHbIE [3’ 3] ’

JIOKYMEHTBI 10 OLIEHKE 0€30MacHOCTH. )

IIpakTnyeckan paGora Ne8 2 Jauura OTHET 110
24 p p ) NPaKTHIECKOMY

Itpuxosoe koaupoBaHHe HHPOPMALIMH. AHANTH3 PeaNTbHBIX INTPUX-KONOB. sausTHIO No 8

Bcero 32 16

* MEPOIIPUATHUS TEKYIHIEI'O KOHTPOJISI
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HHOOPMALIMOHHO-METOJAHYECKAS YACTD

JIUTEPATYPA

OcHoBHas:

1. T'ynprsieBa, T. A. OcHOBBI HHPOPMAIHOHHOHN Ge30MaCHOCTH : yueOHoe mocobue : [16+] /
T. A. T'ynetsieBa. — HoBocubupck : HoBocuOupckuii rocy1apcTBEHHBIH TEXHUYECKHHA YHUBEPCUTET,
2018. - 79 ¢ : wn, Tabn. — Pexum  gocTyma: MO MOANUCKE.  —
URL: https://biblioclub.ru/index.php?page=book&id=574729 (nata obpamenus: 20.07.2021). -
bubnunorp. B xu. — ISBN 978-5-7782-3640-0. — Tekcrt : 27eKTpOHHBIH.

2. 3aruHaitnos, 0. H. OcHoBbl uH)OpMalIMOHHONH OE30IIaCHOCTHU: Ky pC BU3YaJIbHBIX JEKIUN

: yqe6H0e nocobue / FO. H. 3arunaiinos. — Mocksa ; bepnun : Jlupexkr-Meaua, 2015. — 105 c. : un

Pexxum JocTyna: o MOAIHCKE. -

URL https://biblioclub.rw/index.php?page=book &id=362895 (nara obpamenus: 20.07.2021). -
bubmuorp. B kH. — ISBN 978-5-4475-3947-4. — DOI 10.23681/362895. — TekcT : 3J1€KTPOHHBII.

3. Hecrepos, C. A. OcHoBbI HHbOPMAIIMOHHON Ge30MacHOCTH : yueOHoe nocobue : [16+] /
C. A. HectepoB ; Cankr-lIleTepOyprckuéf rocyJapCTBEHHBIM MOJUTCXHUYECKUH YHHBEPCHUTET. —
Canxrt-lletepbypr : U3narensctBo [lonurexHudeckoro yuuBepeuteta, 2014. — 322 c. : cxem., Tabm.,
L. - Pexum JOCTyTa: o HOJIHCKE. -
URL: https://biblioclub.ru/index.php?page=book&id=363040 (nata obpamenus: 20.07.2021). -
ISBN 978-5-7422-4331-1. — TekcT : 2JIeKTPOHHBIH.

4. Iletpenxo, B. MW.3amura nepcoHadbHBIX [JaHHBIX B HHGOPMAIMOHHBIX CHCTEMax.
[Ipaktukym [DnekTpoHHBIA pecypc]: yueOHoe mocobue ans By3oB / B. U. Ilerpenko, U. B.
Mannpuna ; [lerpenko B. U., Manapunia Y. B. — 2-e u3z., crep. — Canxr-IletepOypr: Jlans, 2020. —
108 c. // OBC «Jlaupy. — Pexxum noctyna: mo nomnucke: URL: https://e.lanbook.com/book/149364.

5. Paxanos. K. SI. OGecneuenne koH(UISHIHATHHOCTH MHGOPMaUK B ceTH MHTEpHeT :
nocobue / K. 1. Paxanos. H. A. Paxanosa. — Hosonomotik : ITonom. roc. ys-t, 2021. — 192 c.

6. ®ununnos, b. 1. Undopmanronnas 6ezonacHocts. OCHOBBI HAAEKHOCTH CPEACTB CBA3M
: yueOnuk : [16+] / b. . ®ununmos, O. I'. [llepctHeBa. — Mocksa ; bepnun : Jupekr-Menua, 2019.
- 240 c. : Ui, Tab1. - Pexum JoCTyna: no HOJIKCKE. -
URL: https: //b1bhoclub ru/index.php?page=book&id=499170 (nata obpawenus: 20.07.2021). -
bubmunorp.: c. 221-226. — ISBN 978-5-4475-9823-5. — DOI 10.23681/499170. — Texct :
9JIEKTPOHHBIH.

7. T'ocymapcTBeHHas MOJUTHKA HHGMOPMalHOHHOM 0e30HacHOCTH W HH(DOPMALHOHHOE
npoTUBOOOPCTBO: yueOHoe mocobue / B. 0. ApuaxoB [u 7Ap.]; Axanemus ymnpaBiieHHs Ipu
Ipesunente Pecnybmukn bemapycs ; [aBroper: B.IO. ApuakoB, A.JI. BaHBKOBCKHIA,
A.B. Banosckuii, O.C. Makapos]. — 2-¢ u3nanue, crepeoTunHoe. — MUHCK : AKaJleMHusl YIIpaBJIeHHs
npu Ilpesunente Pecnybnuku Benapyce, 2020 ; 2021. — 227 c. — JlonyuteHo MUHHCTEPCTBOM
oOpasoBanus PecryOnukn benapych B kadecTBe y4eGHOTO MOCOOMS Ul COyIUATeNel CHCTEMBI
JIOTIOJTHATENBHOTO ~ 00pa3oBaHMst  B3pOCHBIX N0 CHEHHAIBHOCTAM  MEPENOArOTOBKH
«ndpopmMauroHHO-aHATNTHYECKAs! paboTa B CHCTEME OPTaHOB rOCYAaPCTBEHHOTO YIIPABICHHUSI.

JonmorHuTeIbHANA:

1. ABepuenkoB, B.M. 3ammta nepcoHampHBIX JAHHBIX B OPraHM3alMd [DNEKTPOHHBIH
pecype] : monorpapus / B. M. Aepuenkos, M. 10. Perros, T. P. laiinynun ; B.U. AsepueHkos,
ML.IO. Pritos, T.P. aftaynus. — 3-e u3xa., crep. — Mocksa: UsaatensctBo «®naunTa», 2016, — 124 c.
— bubnuorp. B KH. // YHUBepcuteTckas 6ubnuoteka onnaiin. Pexxum noctyna: https://biblioclub.ru.

%/Z@gé‘/ K.
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2. Acrtaxos, A.M. cKycCTBO yrpasiieHusi ”HPOPMalHOHHBIMH pHCKaMH. / A.M. AcTaxoB. —

M.: IMK Tlpecc, 2010. - 312c.
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8. I'epacumenko, B.A. 3amura nHpopmalmy B aBTOMaTU3UPOBAaHHBIX CUCTeMaX 0O6paboTkH
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10. I'mamxux, A.A. Moiesan4ectBo B uHTepHeTe. / A.A. ['magkux. — M.: Litres, 2012. — 62 c.

11. Tonnosckuit, . BezonacHocts miarexeit B Murepuere. / . onmosckmit. — CIIO6.:
IMutep, 2001. — 240c.
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https://e.lanbook.com/book/131717
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OpefoTBpalleHie HHGOPMALMOHHBIX aTaK B aBTOMATH3MPOBAHHBIX CHCTEMaX MNPeANPUSATHIH
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npaktuky™m / B. M. CmupHos ; B.W. Cmupnos; [ToBomkek#it rocynapcTBeHHbIN TEXHOIOTHYECKHI
yuuBepcutet. — Momkap-Ona : I[II'TY, 2017. — 67 ¢. : u1. — bubnuorp. B K. / YHHUBepcuTeTckas
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https://e.lanbook.com/book/125739.
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HopmaTuBHasn:

1. TOCT P 50922-2006. 3amura urhpopMaruu. OCHOBHBIE TEPMHHBI U ONPENEICHHS. —
Bsamen: I'OCT P 50922-96; Bea. 2008-02-01. — M.: Craunaptuadopm, 2007. — 12 c.
2. TOCT P UCO/MDBK 17799-2005 Wndpopmaunonnas TtexHosnorus. llpaxtHueckue

npaBuIa YIIpaBJIeHHUs HH(POPMaOHHOM 6e30MmacHOCTHIO.
https://files.stroyinf.ru/Index2/1/4293850/4293850664.htm.

3. TOCT P UCO/M3K 27001-2006 «1urpopMannoHHas TEXHOIOTHA. MeTo (bl M CpeNCTBa
obecneyenus GesomacHocT. CuCTEMBI MeHeKMeHTa HHGOPMaLOHHON 6e30MacHOCTH.

4. TOCT P UCO/M3K 27001-2021 UudopMauroHHas TeXHONOTUS. MeToas! u CpeacTBa

obecrieuenuss OezomacHOCTH. CHCTEMBI MEHEIKMEHTa HH(POpPMallHOHHOM  0e30macHOCTH.
TpeGosanus. https://pgm-online.com/assets/files/lib/std/gost-r-iso-mek-27001-2021.pdf.

5. TOCT P UCO/M3K 27002-2021 NudopManmoHHBIE TEXHONOTHU. MeTone! U cpencTsa
obecnieuenuss OeszomacHocTH. CBoa HOpPM M TpaBWJl INPUMEHEHHUST Mep OOeCIeYEHHs
uHpopManmonHOit  GesomacHocTH.  https://protect.gost.ru/v.aspx?control=8&baseC=6&page=
280&month=7&year=2016&search=%D1%80&RegNum=1&DocOnPageCount=15&1d=230363&
pageK=6AC18A47-73C0-4E1E-9792-67CF7F074B9%4.

6. CTb 34.101.1-2004 (MCO/MDK 15408.1-99) HNHoOpMauMOHHBIE TEXHOJOTUH H
OezonmacHOCTh. Kpurepuu oueHku Oe3omacHocTH MHGOPMAIMOHHBIX TexHonoruf. Yacts 1.
BBenenue u o0lmas MOIENb.

7. CTb 34.101.2-2004 (MCO/MDK 15408.2-99) HHpopMalHOHHbIE TEXHOJOTHH U
OesonacHOCTb. Kpurtepun ouenku OezonacHOCTH WH(OPMaLMOHHBIX TexHojnorud. Yacte 2.
OyHKIHOHAIBHEIE TpeOOBaHUS 6€30IaCHOCTH.

8. CTb 34.101.28-2011 «VudopmannonHbie TexHonorud. CpeacTBa 3alUThl pPeyeBOif
nHpopmanuu Bubpoakycrudeckue. Kinaccuduxanuus u o01ine TeXHHIeCKUe TpeGOBaHUD).

9. CTb 34.101.3-2004 (MCO/MDBK 15408.3-99) WudopmanvonHsie TEXHOJOTHH U
OezonacHocTh. KpHTepHH OLGHKH Oe30macHOCTH HWH(OPMAIlMOHHBIX TeXHojorud. Yacte 3.
["apantuiineie TpeGOBaHUs 6€30NACHOCTH.

10. CTb I UCO/M3K 17799-2000/2004 MrdopmalinoHHbIE TEXHOIOTHH H GE30MACHOCTE.
IIpaBuna ynpaBneHus HHGOPMAIIMOHHOM 6€30MaCHOCTHIO.

11. CTb ISO/IEC 27001-2016 HudopmanuoHHBIE TEXHOJOTHH. MeToabl obecreyeHus
OesonacHocTH. CHCTEMBI MEHEKMEHTa HHbOpMaIOHHOI Oe3onacHocTH. TpeGoBanus.

12. CTb Pb 1176.2-99 «Mudopmarmonnas texaonorus. 3amuta uabopmanuu. Ipoueaypsl
BBIPaOOTKH U IIPOBEPKH NIEKTPOHHOM HKUPPOBOM OATHUCHY.

13. CTb II HCO/MDBK 27001-2008 WH(pOpMAILMOHHBIE TEXHOJOTHH. TeXHOJIOIMH
Oe3onmacHocTH. CHCTEMBI yIIpaB/eHHs 3alIuTol nHbopMmanuy. TpeboBaHus.

14. TP 2013/027/BY —  Texuuweckuit  permamenT PecnyGmuku — Bemapychk
«Mupopmanmonnsle  TexHonmormu. CpexactBa  3ammthl  uHpopMamuu. MudopmauroHHas
0€301IacHOCTbY.

15. 3akon Pecny6nuku benapych «O6 uadpopmaruzauui» ot 6 ceHTa6ps 1995 r. Ne 3850-
XII // Benomoctu BepxoBroro Cogera Pecy6muku Benapycs. Host6ps 1995 r. Ne 33(179), cr. 428.

16. 3axon Pecriy6nuku Benapycs «O FocynapcrBennsix Cexperax» Nel70-3 ot 19.07.2010.

[DnexTpon, pecypc]. - Pexum JocTyna:
http://www.minfin.gov.by/upload/gosznak/acts/zakon_190710 _170z.pdf. ~ [lata  pmocryma:
19.03.20109.

17. 3akon Pecnybmuxu benapyce «O6 wundopmanmy, uHGOpPMATH3AUMM U 3aLIUTE
undopmamu»  Ne  455-3  or 10.11.2008. [Onektpon, pecypc]. — Pexum gocryna:
http://www.pravo.by/main.aspx?guid=3871&p0=h10800455&p2={NRPA}. — Jlata pjocryma:

19.03.2019.
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18. 3akon Pecny6nuku Benapyce ot 10 nHosOps 2008 r. Ne 455-3 «O6 unHpOpManuu,
wHbopMaTH3amm W 3amuTe  uHEQoOpMaumm».  [OneKTpoH,  pecypc]. -  PexuM
nocrymna: http://www.pravo.by/main.aspx?guid=3871&p0=h10800455&p2={NRPA}. - [lara
nmocryna: 19.03.2018.

19. 3akon Pecnybmmku Benmapyce «O xomwmepueckoit TaiiHe» Ne 16-3 or 05.01.2013.
[OnexTpoH, pecypc]. — Pexxum moctyma: https://etalonline.by/document/?regnum=H11300016. —
Hara goctyna: 19.03.2019.

20. 3axon PecnyOnuxn benapych 7 mast 2021 r. Ne 99-3 «O 3ammnTe nepcoHaabHbIX JaHHBIXY .
[2nexTpon, pecype]. Pexum JocTyna:
https://pravo.by/document/?guid=12551&p0= H12100099&p1 1. — Mara nocryna: 19.03.2022.

21. Yka3 Ilpesmnenrta PecnyOnuku benapych 28 oxtsbps 2021 r. Ne 422 O mepax mo
COBEPILICHCTBOBAHHIO 3alTUTHI IIEPCOHAIBHBIX JaHHBIX. - Pexum
noctyma: https://president.gov.by/ru/documents/ukaz-no-422-ot-28-oktyabrya-2021-g. -  [lara
nocryna: 19.02.2022.

22. Yka3 Ilpesunenta PecnyOnukum bemapyck ot 14 c¢espana 2023 r. Ne 40 «O
kubepbe3onacHocTH». — Pexxum noctyna: https:/president.gov.by/ru/documents/ukaz-no-40-ot-14-
fevralya-2023-g. — [lata moctyna: 19.02.2023.

23. Yronosusiit Kogekc PecniyGnuku benapycs // HanmoHanbHEIH peecTp MpaBoOBBIX aKTOB
Pecny6imxu benapyce. 15 oktsa6ps 1999 r. Ne 76.

24. 3axoH Pecny6nmku benapychk ot 28 mexabpst 2009 r. Ne 113-3 «O6 3neKTpOHHOM
JOKyMEHTe 1 JIEKTPOHHOH 1 QpoBol HOIITHUCHY. - Pexum JocTyIa:
https://pravo.by/document/?guid=3961&p0=H10900113. — [lata aoctyma: 19.02.2022.

DJIeKTPOHHbIE PeCypPChI:
1. HayuyHo-MccneqoBaTenbCKUM HHCTHTYT TEXHUYECKOW 3auTs! nHGOpManuu. [DnexTpon,
pecypc]. — Pexxum goctyna: http://www.niitzi.by. — Jlara goctryna: 19.03.2019.

2. HaunoHanbHBI OTKPBITBIH YHHBepcHTET. [DJeKTpoH, pecypc]. — Pexum mpocryna:
http://www.intuit.ru. — Jlata gocryna: 19.03.2019.

3. HaunonanpHell npaBoBoii mopran Pecny6muku bBemapyces. [OnextpoH, pecype]. —
http://www.pravo.by. — Jlara moctyma: 19.03.2019.

4. HaumonanpHbIi IEHTP HHTEIUIEKTY AIbHOM COOCTBEHHOCTH. [DJIEKTPOH, pecypc]. — Pexum
nocryna: http://www.belgospatent.org.by. — Jlara nocryma: 19.03.2019.

5. OneparuBHO-aHaIMTHYeCKUH 1IEHTp npH [Ipe3unente PecnyGnnku benapyces [Dnextpon,
pecypc]. — Pexxum noctyna: http://oac.gov.by. — lata gocryma: 19.03.2019.

6. MunucrepcTBo cBI3M U nHGopMarusauus PecriyGnuku Benapyce. [Dnextpon, pecype]. —
Pexxum moctyma: http://www.mpt.gov.by. — Jlata nqoctyna: 19.03.2019,

7. International  Organization for Standardization (Mexnynapognas OpraHusanus
Crangaprtusanum). [OnekTpoH, pecypc]. — Pexxum goctyma: http://www.iso.org (http://www.iso.ch).
— Hara goctyma: 19.03.2019.

8. Your Private Network (JIabopatopus Ceresoit besonacnoctu). [DnekTpoH, pecypc]. —
Pexum noctymna: http://ypn.ru/177/international-standards-of-information-technologies-security. —
Hara noctyna: 19.03.2019.

9. l'ocynapcTBeHHbIH KOMHTET IO CTaHAapTH3aMK. [DNeKTpoH, pecypc). — PexuM noctymna:
http://www.gosstandart.goy.by. — Jlara goctyna: 19.03.2019.

IlepeuyeHb KOMIBIOTEPHBIX MPOrPaMM:
Henonpsyrores makersl: Microsoft Office Access; Matlab; Mathcad; NI LabView.
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NEPEYEHb TEM IIPAKTHYECKHX 3AHATHN

IlpakTnueckas padora Nel Usyuenue Texnwueckoro pernamenta Pecnybnuxu benapyce
«MadopmanmonHele  TexHoyoruu. CpeacrBa 3amuthl  uHPopMmauud. HHpopMmanunoHHas
6e3onacuoctey (TP 2013/027/BY) (yrBepxnén locranonnenuem Coseta Munnctpos PecnyOmnuku
Benapyce 15.05.2013 Ne 375).

[IpakTudeckas padora Ne2 Opranuzanuss 3aumutel 6a3 ganHeix B CYBJ] Microsoft
ACCESS. Ucnons3osanue naposns mist mudposanus 6assl ganHeix B CYBJ] Microsoft Access.

IpakTnyeckas pabora Ne3 Opranuzanuss 3amuTel 6a3 nadHeix B CYBJ[ Microsoft
ACCESS. Pa6ora ¢ LlenTpom ynpasieHus 6e3onacHocThio. OpraHu3alys 3aiuThl 6a3bl JaHHBIX B
CYB]J Microsoft ACCESS.

IlpakTuyeckas pabora Ned [IpaBoBoe oOecnedeHue HWHGOPMAIIMOHHOH O€30MaCcHOCTH.
Beisienenue u puKkcarys cieqoB IpOTHBONIPaBHOMN aesTelbHOCTH Ha [IDBM.

IIpakTH4eckast pa6ora NeS Onenka nepBHYHBIX IPH3HAKOB 3JIEMEHTOB PEYEBOT0 CHTHAIA.

IlpakTn4yeckas padora Ne6 Cozmanne  Mackupyiomero  IoymMa QIS HMHTALMH
BUOpOAKyCTUYECKOIO 3aIyMJICHHS.

IIpakTnyeckas padora Ne7 M3syuenue MeTofOB 3amUThl HMHPOPMAIMH C  MOMOIIBIO
Pa3JIMYHBIX BUAOB WH(POB, HCNOJIB3YEMBIX B KpHOTOTPaQHH.

IlpaxkTu4eckas padora Ne8 [lITpuxoBoe koaupoBaHHe WHPOpPMALUMU. AHAIN3 PEATbHBIX
IITPUX-KOOB.
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INEPEYEHb TEM PE®EPATOB

[Tonstue SQL-uHBEKIIMH U Mepbl OOPHOEL

[TpuMeps! HCTIOIB30BaHMUS NMEKTPOHHOM M poBoi noanuck B Pecniydnuke benapyce.
HIyMmel B HalleH XU3HU U UX BIMSHHE Ha 3/I0POBBE YEIIOBEKA.

IllyMmoBoe opyxue.

YT0 HEOOXOAMMO 3HATH NTPH HCIIONB30BAaHUHU NAPOJICH.

KommnbrorepHas creraHorpadus B Hamei »U3HH.

CymecTRyIOIME B MUpPEe MEXaHMUECKUE CHCTEMBI 3all{UThL.

IIpuémpl Ge30m1aCHOro MCIONB30BaHUS JINYHOM U KOPIOPATHBHOM 3JIEKTPOHHOM MOYTHL.

3amuTa OT aTak Ha CETEBOM YPOBHE.

. MadopmanvonHas BoiitHa Kak yrpo3a HallHOHAJILHOH 0€3011aCHOCTH.
. IlpuéMBbl HaBBIKK ©€301aCHOTO UCHOJIB30BaHHS MOOHM/IBHBIX YCTPOUCTB.
. Ilopsinok neHcTBui B ClTyyae HECAHKIIMOHHPOBAHHOTO B3JIOMA BALIETO aKKAYHTA.

. Buabl MacKHpYIOIUX IIYMOB U CIOCOOBI UX IIPUMEHEHHS.
14.

HpI/IMCpLI CTAaHAAPTU3HPOBAHHBIX KOIOB 6aHKOB, CYNICPMAPKETOB U APYTHUX KPYITHBIX

MOoACHCTEM OKOHOMHMKH.
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IEPEYEHD BOITPOCOB JJ1s1 IIPOBEJEHUSA 3AYETA

BBEJEHUE B JUCLIUIUINHY

ChopmynmupyiiTe mHenb W OCHOBHBIE 3aJadd M3Yy4YEHHUSs AUCHUIUIMHEL «OCHOBBI
UH(POpMALIMOHHOHN 0€3011aCHOCTH.

locymapcTBeHHBIE OpraHbl M YYPEXKACHHs, 3aHMMAIOTCA BOIPOCAMH HH(GOPMAaLUOHHOM
Oe3omacHocTH B PB?

Paszen 1. TEOPETUYECKHE OCHOBbI THOOPMAIIMOHHOM BE3OIIACHOCTH

HasoBure ocHOBHBIE P00 IeMbl HHPOPMALIMOHHOH 6€30I1aCHOCTH B COBPEMEHHOM MUDE.

Kakue 3axonbr Pb B obmactu 3aummtel nHGopManun Bl 3HaeTe? Ha3oBHUTE MpHOPUTETHBIE
HanpasieHus B Pb B 061acTu 3amunThl HHGOpMaILUy.

YKaxure rocyJapCcTBEHHBIE OPraHbl U YUpeXAEHHs, 3aHMMAIOLIHeCs BOIPOCAMH 3allUThI
nnpopmannu B Pb.

HaszoBute oTnuuutensHple 4epThl HHGopManuoHHOro ofmectsa. Jlaifite mnoHsTUHE
HHpOpMaLUH.

Paznenure nonsTHs norpeburenu u obnagarean HHGOpMaIKH.

Iepeuncnure OCHOBHBIC KOMIIOHEHTHI Oe30MacHOCTH. YTO oHUMaeTes 1o Oe301macHOCThIO?
ITpuBetuTe OCHOBHBIE HIEMEHTHI B CTPYKTYPE CUCTEMEI O€30MTaCHOCTH.

I[Tepeuncinure acuexTsl HUHGOPMAMOHHON 6€30MaCHOCTH.

Vkaxere 3adaud, pelIeHHE KOTOPBIX JOMDKHA ofbecrneyuBaeTr HWHGOpMAIlMOHHAS
0e30MMaCHOCTb.

Yro BkItOUaeT B cebs CHCTEMHAs METON0JIOTHS. HHPOPMAITMOHHOH 6e30macHOCTH?
Cdopmyupyiite OCHOBHBIE TIOHATHA B 00JIaCTH 3aIIUTH HHYOpPMAIIHH.

IpuBenute knaccudukanuio yrpos. Ilpuseure MoaHyo KiacCH(GUKALNIO METOIOB 3aIIUTHI
HMH(poOpMauH.

Yro otHOcHTCs K oxpaHseMbIM cBeneHusM? IlpuBennTe mNpUMEPH JeMaCKUPYIOLIMX
TIpU3HAKOB.

HatiTe noHaTHe HHGOPMAUHOHHOM BOMHBI U YKAXKUTE €€ 0COOCHHOCTH.
IIpuBenuTe mpHUMepsl HUHPOPMALIHOHHOTO OPY XKHSL.
JaiiTe MOHATHA: UACHTUDUKALWS, ay TCHTH(HUKAIUS, YIIPABJICHHE JOCTYIIOM.

CdopmynmpyiiTe OCHOBHBIEC MOJOXEHHS TOCYIapCTBEHHON MOJMTHKH HH(POPMAIMOHHOMN
6e3onacuoctH PB.

Hanite noustus «Cucrema wuHpopManuoHHOH OesomacHocTH PB», «IocymapcTBeHHas
cucteMa 3amuTel Pby.

Ilepeuncinte OCHOBHBIE (YHKLUHMH CHCTeMbl HHGOpManHOHHOU OesomacHocTu. Kakue
NpoBOAATCA B Pecrny6imke MepolpusTus 1o 3aumre nHpopMauu?

Pacckaxure, kak ocymecTBiseTcs cepTHOHKAlMAd M AarTTeCTaluds CPEACTB 3allMThI
UHGOpMAaLIHH.

Yro BxiaO4arOT B ceOs OpraHU3alHOHHO-3MHHUCTPATHBHBIE H OPraHM3ALUOHHO-
TEXHUYECKHE METOIBI 3aLIUTH HHGOPMAITHH?

Paznen 2. [IOJIMTUKA UHOOPMALIMOHHOM BE3OITACHOCTH

VYKaxxuTe YpoBHH HH(GOPMAIHOHHOM O€30MacHOCTH.

Pacckaxure, 4YT0 NOHUMAaeTcs I10J 3aKOHOJATENBHBIM YPOBHEM HMHQPOPMALMOHHOH
Oe3omacuocTu?
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[IpuBenute 0630p GelIOPYCCKOTO M POCCHHCKOrO  3aKOHOJATENBCTB B 00NacTH
MH(OPMALMOHHON 6€30MacHOCTH.

[IpuBeauTe mpUMeEpPBl MEXIYHAPOIHBIX CTAaHAAPTOB W crenudukanuyd B obiactd
UHPOpMALIMOHHOH Oe30MacHOCTH.

JlaiiTe MOHATHE MOJTUTHKH O0E30MACHOCTH.
[IpuBeauTE MPUMEPEI OCHOBHEBIX THIIOB ¥ COACP)KAHUS MOJTUTHK O€30MacHOCTH.

Paznen 3. [IPABOBOE OBECITEHEHWE U METO/IbI 3ALIUTBI MH®OPMALIMU

Pacckaxxure, 4ro Bel 3HaeTe 0 coAep:kaHuu 3akoHa Pb oT 6 cenTabps 1995 r. Ne 3850-XI1
«O6 undopmaruzanum» ?

Pacckaxwure, 4yto BBl 3HaeTe o conepxanud 3akoHa Pb ot 29 Hoa6ps 1994 r. Ne 3411-X1I
«O rocy1apCTBEHHBIX CEKpETax».

Pacckaxkure, uTto BBl 3HaeTe o coaepkanuu 3akoHa Pb ot 3 nmexabps 1997 r. Ne 102-3
«O6 opranax rocynapctseHHol 6e3onacHocTu PecnyGinku benapyce».

[TpuBeaure ocHoBHOe copepxkanne [locranoBnenus Cosera MunuctpoB P ot 15 ¢eBpans
1999 r. Ne 237 «O ciryxe6HOH HHGOpPMAIUN OTPaHHYSHHOTO PACIIPOCTPAHCHUS) .

[IpuBeaute ocHoBHOE conepkanue [loctanornenus Cosera Munuctpos Pb or 10 ¢peBpans
2000 r. Ne 186 «O nexoTopsix Mepax no 3amute nHpopmanuu B Pecnybirke benapych».

Yro comepxutcs B Ykaze Ilpesunenra Pecnybnmku benapyck ot 12 mas 2004 r. Ne 231
«Bomnpocer T'ocynapcTBeHHOro ueHtpa OesonacHocTd HHGpopManuu npu Ilpesunente
Pecny6muku Benapyce»?

IIpuBeaute ocHOBHOE conepkanue Ykasa [Ipesunenta Pecny6nuxu benapycs ot 14.02.2023
Ne40 O xubepbezonacHocTH.

Kaxyro ocHOBHYI0 3anady npu3BaHbl pemuTh Yka3 [Ipesunenra PecnyOnuku benapyce 28
okTs0pst 2021 r. Ne 422 O mepax 10 COBEPIICHCTBOBAHHIO 3AILUTHI EPCOHATBHBIX TaHHEIX.
1 npuHATHI 3akoH Pb ot 7 mas 2021 r. Ne 99-3 O 3amure nepcoHaIbHBIX JaHHBIX?

Yro BrIIOYaeT B ceOs MpaBoBas 3alllUTa OT KOMIBIOTEPHBIX NPECTYIICHUH?

[epeunicnute BHIOBI KOMNBIOTEPHBIX TpecTyIuleHWH. [IpuBeamTe npumepnl Hambolee
U3BECTHBIX KOMIBIOTEPHBIX IPECTYIUICHUHM, MPUHECIINX 3HAYUTENbHBIN YIIEpO.

Kakue cymecTByloT BHMIBI KOMIBIOTEpHBIX IIpecTyIuieHHi? YUTo BaM H3BECTHO 0O
MOIIEHHHYECTBE B HHTEPHETE.

Kakue cnennanbHble NporpaMMHBIC CPEACTBA UCITOIb3YIOT MOIICHHHUKH B I/IHTepHeT?

Kaxumu mpaBunamMu cielyeT pyKOBOIACTBOBaThCs, uTOOBI 00€30macHTh cebd  OT
MOILIEHHUYECTBA B HHTEPHET?

Yo BaM H3BECTHO O KOMITBLIOTEPHBIX BHPyCaX M aHTHBHPYCHBIX Iporpammax? [IpuBemute
Hauboree 3HaYMMBIE HCTOpHYECKHe (HaKThl 0 KOMIIBIOTEPHBIX BHPYCax.
Haiite nonarue Bupyc. [puBeanTe npumep knaccuGUKalul KOMIIBIOTEPHBIX BUPYCOB.

Pacckaxure 06 0cOBEHHOCTAX anropHTMOB paboTh! Hanbosee pacnpoCTpaHEHHBIX BHPYCOB,
BPEIOHOCHOIO IPOrpaMMHOTO obecredeHHs. JIeCTPYKTUBHbIE BO3MOXHOCTH H IIYTH
NPOHUKHOBCHHs BUPYCOB. Kakue cCyLIeCTBYIOT METOIbI 3alllUTHl OT KOMIIBIOTEPHBIX
BUPYCOB?

Pasnen 4. HHXEHEPHO-TEXHUYECKAS 3AILUTA OBBEKTOB oT

HECAHKIMOHHWPOBAHHOTI'O JOCTVIIA

46.

Yro Takoe TexHHUeckMH KaHan yTeukH HHGopmaumu. [lpuBenure KiaccHHKALMIO
TEXHUYECKHX KaHAJIOB YTEUKH NH(OpMAIUH.
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. Jlalite moHATHe pedyeBOro curHana. Kakue yTreukd pedeBod HHGOpMAlMH Bbl 3HAcTe?
OxapakTepu3ynTe KaxIblil U3 HUX.

YTo BaM M3BECTHO O MACCHBHBIX M aKTHBHBIX METOJAaX 3aIUThl HHGOPMALUK OT yTEUKH 110
TEXHUYECKUM KaHanam?

TpuBeauTe 0630p TEXHUYECKMX CPEACTB HETJIACHOTO ChEMA aKyCTUUECKOH WHGOpMaIluH.
[ToueMy BO3HHKaeT HEOOXOAUMOCTh TEXHHUECKOH 3alUThl HHPOpMaLK?

IpuBenuTe KIacCHPUKALMIO TEXHUYECKUX CPEACTB ChEMa aKycTUUeckoi uHpopmMaiuu. Uro
BaM U3BECTHO O 3aKJIaJOYHBIX yCTpOicTBax?

[lepeuncaure TeXHHYECKHE CpeJICTBA AUCTAHIIHOHHOTO ChEMa HHOPMALlHU U TEXHUYECKHUE
cpezncTBa chéMa HHGOPMAIIMH C JIMHUH CBS3H.

Yr0 BaM U3BECTHO O TEXHHYECKUX CPEJICTBAX 3allUThI peucBoil nHGopMauuu?

[puBenuTe NpUMepHI THIIOB TEXHHMYECKUX CPEICTB 3aIUTH HH(pOpMaIiH. UTo BaM U3BECTHO
0 TOJABUTENSX 3aUCHIBAIOIIUX YCTPOHUCTB U OOHAPYKUTEIAX 3aKaMy GIIHpOBaHHBIX Kamep?
HazoBute ycTpolicTBa A/ aKTHBHOHM 3alluThl pedeBod HHQOpMAUM OT YTEYKH MO
aKyCTHYeCKOMY U BUOPaIlHOHHOMY KaHaJIaM.

Yto Takoe 3BykoBoH curHan? IlpuBenute mnpuMep CO3MaHUS TapMOHHYECKOTO U
HOJHUTapMOHHYECKOT0 CUrHaia. [lepeyrcinTe OCHOBHEIE XapaKTePUCTHKH FapMOHHUYECKOTO
CHUTrHaja.

Uto Takoe peueBOil cHrHai, B 4eM 3akimodaeTcsi 0COOCHHOCTh 3HEPreTUUECKOro CHeKTpa
peueBoro curHaia? C Kakoil OCHOBHOH IeNbl0 HEOOXOAHMO IIOCTPOCHHE CHEKTPOB
CUTHAJIOB?

Haiite onpenenenne pedeBoro curuana. KakuMu OCHOBHBIMH MPU3HAKAMH XapaKTEPU3YeTCs
peueBoii curHan? Kakue MeTOApl OLEHKH OCHOBHOTO TOHA BaM H3BeCTHBHI? OCOOEHHOCTH
4acTOTHI OCHOBHOTO TOHA It MY)KCKOTO ¥ JKEHCKOTO TOJIOCOB?

Otkyna Gepyrcs ¢popmanTe? [laliTe onpeneneHue (GOpMAHTHL YKaXKUTE H3BECTHHIE BaM
METOb! OLEHKH (OpMaHT?

Jaiite noHarue wmyma. [IpuBenute OCHOBHBIE XapaKTepUCTHKHM HiyMma. PacCckakuTe o
OPUMEHEHMH IUYMOB JUIS MAacKHpOBaHUS peueBbIX coobmenuit. Kakne OCHOBHEBIE
XapaKTEepPUCTHKH MOKHO OILIEHUTH [10 THCTOIPaMMe paclipee/IeHHs INIOTHOCTH BEPOSITHOCTH
uryma?

JaiiTe NOHATHE CHHTE3a CMECH I'apMOHHUYECKOr0 CHTHAla H rayCccoBO IIyMa C 3aJaHHBIM
OTHOMICHUEM CHTHAJI/IIYM.

Pacckaxxure 06 0COOCHHOCTSX METOAMKH U TOpSANKA POBEICHUS MEPONpPHUATHH 110
BBIABJIEHHIO U HcchenoBanuio KYU. KakoB mopsnok mpoBeneHus arrecraliid 00BHEKTOB
uHbopMaTH3aUHH?

Pacckaxure 06 0COGEHHOCTAX METOAMKH H IOpPAAKA IIPOBEACHHA MEPONPUATHH 110
BBUBJICHHIO U HccienoBannio KYH. Yro BkmouaroT B ceOs: crelualbHble NPOBEPKH,
crenuanbHble 06¢/IeI0BaHus, ClIENHANILHBIE HCCIIEI0BaHHSs 7

[TpuBenuTe MpUMEp METOANKH OLEHKH CIOBECHOM pa3bopunBOCTH peun W.

Paznen 5. [IOCTPOEHUE CUCTEM 3ALIUTBI UHOOPMAILIMHU

Hrto BaM M3BECTHO O CcTeraHorpadgu9IecKuX CUCTEMAX 3aUThl HHGOpMaLun?
Haiite nonarue o creraHorpapuu. B ueM 3aKiro4aroTcs €€ OCHOBHBIE JOCTOMHCTBA?

HaiTe onpenenenue KoMmbloTepHas M Lubposas creraHorpadus. [IpuBenuTe IpUMEpHI
H3BCCTHBIX BaM METO/IOB KOMIIBIOTEPHOH creraHorpaduu.

PacckaxuTe mouemy creraHorpadus ectb 3¢pGeKTHBHAS 3alIMTa NEYATHON NPOLYKIHH?
. PacckaxuTe 0 MaIIMHOYHTAEMbBIX TEXHOJIOTHSX I TPAAMLUHMOHHEIX CIIOCOO0B MEYaTH.
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Yr1o BaM H3BECTHO O pa3pabOTKe HOBBIX MAIIMHOYMTAEMbBIX 3alMTHBIX NpH3HaKoB. Kak
OCYIIECTBNAETCSA IPOU3BOACTBEHHBIH KOHTPOJIb MAIIMHOYHTAEMBIX 3ALUUTHEIX IPH3HAKOB?
Kaxue BaM m3BeCTHBI KpunTorpahuiecKkue METOABI 3aIHThl HHGOpMAIHK?

JlaliTe OCHOBHBIE IIOHSTHS: KPUIITOJIOTHS, KpHIITOrpadusl, KpHITOAHATH3.

JlaiiTe MOHATHSA KO, IKU(P U KIIOY: OTKPBITBIN U 3aKPBITHIHA.

[IpuBenuTEe OCHOBHYIO CXeMy KpuirTorpaduu.

JlaliTe MOHSATHE 3JICKTPOHHOIO TOKYMEHTA U 3JIEKTPOHHOH MUGPOBOiA TOAMHCH

IIpyunanue IOpuUaMYECKOro cTaryca DJJeKTPOHHBIM JoKyMmMeHTaMm. IOpuaudeckas cuna
OpUI'MHAJIa U KOIMH 3JIEKTPOHHOIO JOKyMEHTA.

Kakue cymectBytoT yrpossr imdposoii noamiucu. RSA kak ¢yHIamMeHT 371eKTpOHHOM
G POBOH TIOITUCH.

[TpuBemuTe mpUMeEpHl YHHKATBHOM W TOYHOM HICHTU(HMKAIHWH MPOAYKTOB M OaHKOBCKHX
CYETOB.

Oco0eHHOCTH HCIOJB30BaHMS CTaHIAPTH3UPOBAHHBIX KOJOB OAaHKOB, CYIEPMapKeTOB H
JPYTHX KPYIHBIX NOJCHCTEM SKOHOMUKH — KpeIUTHBIE KapThl. Anroput™ JlyHa. [loHsaTHe 1
PasHOBUHOCTH IIPUXKO/IOB.

IIpuBennTe mnpuMepbl BO3MOXHBIX aTaK aBTOMATH3UPOBAHHOW OAHKOBCKOH CHCTEMEL
Bo3MoxHbIe aTaku Ha YpOBHE CETH.

Kakwe cyImecTBYIOT MepBI 3all[UTHI OT aTak Ha CETEBOM YPOBHE.
IlepeuncinTe OCHOBHBIE IpaBUiia opranu3auuy 3amuTel ACB.
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OPTAHM3ALIUSI CAMOCTOSITEJILHON PABOTHI CTYAEHTOB

OcBoenue y4eOHOM AUCHUIUTHHBI « OCHOBBI HHPOPMAIIMOHHOH 6€30MacHOCTHY MPEANONAraeT
ciaenytomme GopMbI CaMOCTOATETFHOH paboThl CTy IEHTOB:

— M3Y4YCHHE NIEYATHBIX HICTOYHHUKOB 110 TEME JTUCLIUILIMHBI;

— H3Y4eHHe IPodeCCUOHANBLHBIX 3JIEKTPOHHBIX PECYPCOB 0 TEME TUCLUILIHHBL

— MOATOTOBKY K ayJAUTOPHOMY BBIIOJHEHHIO TPAaKTUYECKUX paboT (IpeaBapUTelIbHOE
3HAKOMCTBO € METOAMYECKHMH YKa3aHHSAMH, [POTPaMMHBIM 0OO0eCIIedeHHEM, BapUaHTOM
MHIUBUY ATBHOTO 3aJaHus 1o pabote);

— BBIIIOJIHEHHE IIPAaKTHYECKUX YIIPAXKHEHUH JJ1 3aKpEIICHUS] 3HAHUH M HaBBIKOB;

— MIOATOTOBKY K 3alUTE NMpaKTH4YecKUX paboT (opopmieHHe OoTyéra 1o MHAUBHIYATBHOMY
BapUaHTy 3aJaHus, 3allUTa pe3yJbTaToB pabdOThl U AEMOHCTPAllMH CTENIEHU OCBOCHHS HABBIKOB U
YMEHHH 10 KOHKPETHOH TeMe);

—pelleH’e WHIUBUIY JIBHBIX 3314 IIPU TOJATOTOBKE K MIPAaKTHYCCKUM 3aHITHSAM;

— U3yYEeHHE OCHOBHOH, JIOTIOJIHUTENILHOM M HayYHOH JIMTEpaTyphl B IIpoliecce NOATOTOBKH K
aHaIM3y W pelIeHHI0 TNpoONeMHBIX 3alad4, pealu3allMd 3JEMEHTOB HCCIIeN0oBaTeIbCKON
NEATENbHOCTH;

— yriny61€HHOe U3yYeHHE OTACNLHBIX TeM YYeOHOU MUCIMIUTUHBI ISl OATOTOBKH K YCTHBIM
oIpocam;

—TOATrOTOBKY DMArHOCTHKE KOMIETCHIMHU, B BHJC TEKYILICr0 KOHTPOJS M IPOMEXYTOUHOM
aTTecTaluH,

—CHCTEMAaTHU3alHs OJyUYEHHbIX 3HaHUH [TPH [TOATOTOBKE K 3a4ETY.

VYenoBust Ui caMOCTOATENHHON paboThl CTYHACHTOB, B YaCTHOCTH, JUIA PA3BHUTHS HABBIKOB
CaMOKOHTpOJI, CHIOCOOCTBYIOIINX MHTEHCH(pHKAIUH 00pa3oBaTeNbHOTO npoiiecca,
obecneunBaroTCs:

— HaIMYHEM ¢ HCIOJNB30BaHHEM B 00pa3OBATENBbHOM IPOLECCE OTKPBITBIX CHCTEM
aBTOMAaTH3MPOBAHHOIO TECTHPOBAHMS IIPH HCIOJIB30BaHUM OECIUIaTHOTO cepBHcCAa IS y4eOHBIX
3aBeICHUH, HEKOMMEPUYECKMX OpraHu3alluii ¥ MoJIb30BaTelel IHYHBIX akkayHToB Google — Google
Knacc, KoTopble 1OCTYNHBI N10JIb30BaTeNIM depe3 MHTepHeT B Ttoboe y1o0HOe [T HUX BpeMs;

—HCHOJIb30BaHHEM OM3HEC-MECCEHKepa I TpyNImoBoi paboTel U oOmEeHHs Microsoft
Teams;

—HCIO0JIb30BaHHEM «OOIaYHBIX» TEXHOJIOrHH, B YaCTHOCTH 00JIaYHOTO XpaHUIUIIA GafIoBoro
XOCTHHTa KoMnaauu Dropbox /i pa3MeleHnss MaTepHalioB 110 YATAEMOH AUCLUILIUHE,

—HalIMYUEM U TIOJHOM JOCTYIHOCTBIO 3JIEKTPOHHBIX BApHAHTOB Kypca JIEKLIHH H yd4eOHO-
METOJHYECKOI0 MOCOOUS II0 OCHOBHBIM pa3zeiiaM Y4eOHOM JUCIUILIHHEL.

Jono/iHuTeNbHOE YueOHO-MeTOaAHTECK0€e oDecredeHHe
CAMOCTOAITEJILHOH PabdOThI CTYAEHTOB
AHEBHOH (opMbI MOyYeHHs1 BhICIIEro o0pazoBaHus

Marepuansl, pasMmelléHHble B OH3HEC-MECCEHKEpe IS TPYIIOBOM paGoTel M OOILEHHS
Microsoft Teams: mudp xypca BeDLRIU.

Marepuanel, pa3sMeléHHBle Ha OecrlaTHOM cepBuce JUIs  y4eOHBIX 3aBelIeHHIA,
HEKOMMEpPYECKUX OpraHu3alMid M mojib3oBaTenel JUYHBIX akkayHToB Google Kmacc Room
yHuBepcuTeTa: mugp kypca NQVMSUD.

Metonuyeckne yxasaHus K BBINOJHEHHIO JA0OPATOPHBIX pPaboT MO JHCHMIUIMHE IIO
aucuuminHe  « OCHOBBI  MH(OPMAILMOHHOH 6E301IaCHOCTH» I CTYJAEHTOB CIEUUATEHOCTH
1-28 01 02 «DneKTpOHHBIN MapKETHH.
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ConepoxaHue CaMOCTOSITEILHOIH Pad0THI CTYAEHTOB
(nreBHas popMa Mo Ty4eHHS BhICIIEro 00pa3oBaHuUA)

Bun
CaMOCTOATEIbHOM
padoThI

TemaTnuyeckoe coAcpKaHUAC H UCII0b3YEMBIC
HCTOYHHKH

KoanuecTBO
4ac0B

1

2

3

YrayOnénnoe
H3Yy4YCHHE
OTIENBHBIX TEM
JU1l TIOATOTOBKH K
KOHTPOJILHOMY
TECTUPOBAHHUIO

Tema 1.4 Yeposvl unghopmayuonnot bezonacnocmu.
OcH. auteparypa: [5], [7]. [on. aureparypa: [7], [10], [18], [22].

4

Tema 2.1 IIpasosoe obecneuerue 3aujumol UHGOpMayuu.

OcH. nurepatypa:[5], [7]. Jon. nurepatypa: [7], [18], [23].
HopMarusnas: [15], [16], [17], [18], [19], [20], [21], [22], [23].

Tema 2.4 Komnolomepuble  6upycel U AHMUBUDYCHbIE
NpOCPaAMMBL.

Och. nurrepatypa: [4], [5]. Jlon. nwreparypa: [9], [16], [21], [18], [23].

Tema 4.2 36yxo6uvie cucHabL.

OcH. nuteparypa:{4], [5). Hon. nuteparypa.: [9], [13], [16], [21],
[18], [23], [29], [30], [31].

Tema 5.2 Kpunmoepaghuyeckue Memoobl
uHgpopmayuu.

OcH. mrepatypa: [5]. Jon. nureparypa: [33], [25], {27], [28].

3auumbl

Tema 5.3 Vuuxkanbnas  u  mouHnas  uoeHmugurayus

NPOOYKMOE U BAHKOBCKUX CYEMO8.
Jon. nureparypa: [7], [9].

Tema 5.5 OcHosbl 3auumsl ABMOMAMUIUPOBAHHBIX CUCTEM
OM HECAHKYUOHUPOBAHHO20 OOCMYNAL.

OcH. nureparypa: (5], [7]. Hon. nuteparypa: [6], [8], [12], [18],
[19]. [20], [25], 28], [33].

IloaroroBka K
3aIUTE OTUETOB
10 IPAKTHYECKHM
paboram

HpakTiyeckass padora Nel MWsyuenue TexHuyeckoro
pernameHta  PecnyGnuku  benmapycr  «MHdopmaumoHHbie
TexHonoruu. Cpeactaa 3autsl MHbopMauuu. UudopmauyoHHas
6ezonacHocT» (TP 2013/027/BY) (yrBepkngH [NoctaHoBneHreM
Cogera Munuctpos Pecniy6nnku beaapycb 15.05.2013 Ne 375).

IIpakTnyeckass padora Ne2 Opranuzauus 3ammrel 6a3
Aannpix B CYBJ] Microsoft ACCESS. HUcnonbzoBanue naposs
21t iungpoBanus 6a3el nauHbix B CYBJT Microsoft Access.

IIpakTHyeckas pabora Ne3 Opranuszainus 3amuThl 6a3
naHHeiX B CYBJ{ Microsoft ACCESS. Pa6ora ¢ Lientpom
ynpasieHHs Oe3zomacHOcTbro. OpraHu3aiys 3amuThl 6as3bl
naHHbeIX B CYBJI Microsoft ACCESS.

IIpakTuyeckass padora Ned [lIpasoBoe obecneueHue
vH(popMaLMOHHON Oe3zonacHocTH. BbisiBneHne W ukcanus
CJI€JIOB [TPOTUBONPABHOI AesTeabHocTH Ha [T9BM.

[IpakTHyeckan pagora Ne5 Ouerka NepBUUHBIX MPU3HAKOB
3JIEMEHTOB PEUYEBOrO CHrHala.

IlpakTHyeckas pabora Ne 6. Coznanue MacKupyroLIEro Lyma
JJI IMMTAUMKY BUOPOAKYCTHUECKOTO 3a1yMIICHHMS!.

IIpakTHyeckans paGora Ne7 M3yyeHue METONOB 3aLUMTHI
MHGOPMALMKM ¢ MOMOLUBIO Pa3fMYHBIX BHUAOB MIK(POB,
UCMOJIBb3yEMBIX B KpUnTorpaduu.

Ipaktuyeckas padora Ne8 Illrprxosoe konupoBaHue
UHpOpMaLIMH. AHa/iu3 peanbHbIX IHTPUX-KOI0B.

BCEI'O:

60
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KOHTPO.JIb KAYECTBA YCBOEHUS 3HAHU

JlnarHocTuka Kadecrsa yCBOEHWS 3HAaHHH MpPOBOAWTCS B cooTBeTcTBUU ¢ [lonoxkeHueM o
PERTUHTOBOM CHCTEME OLEHKHM 3HAHUH ¥ KOMIIETEHIN# cTy IeHTOB (ipuka3 pektopa YO [1I'Y Ne 294
ot 06.06.2014 (B penakuuu, yTBepkaeHHoi npukazoMm Ne 605 ot 17.11.2014) B dopme Tekyiero
KOHTPOJIS ¥ IPOMEXXYTOYHOM aTTeCTaIiH.

MeporipusiTusi TeKyIIero KOHTpOJsi NpOBOJATCS B TEYCHHE CEMeECTpa U BKIIIOYAIOT B cels
cienyromue GopMbr KOHTPOJIA:

—ycTHas hopma (OHI-0npoc Ha IEKIHIX);

—IHChbMEHHAas GopMa (TeCThbl, NUCbMEHHBIE OTUETHI IO IPAKTUIECKUM paboTam);

—YCTHO-TUCbMEHHAs ¢opMa (OTUETHI 110 TPAKTHYECKUM paboTaM C UX YCTHOH 3alIUTOR);

—TexHHYecKas ¢popma (3IEKTPOHHBIE TECThI, BU3yalIbHBIE IPAKTHIECKHE paboTHI).

[lpakTUKyM mpeamonaraeT BHINOJHEHAE W 3alllUTy MpakTHyeckux pabot. Ilo xaxmoit
IpakTH4ecKOH pabore BBIDaeTCs MHIMBUAyaANbHOE 3afdaHde. OT4eT MO NpaKkTU4eckoil pabote
IPEACTaBIAETCS B 3JEKTpOoHHOM Buae. ColepikaHue oT4yeTa: Ha3BaHWE pabOThI, BApUAHT 3aJaHMus,
aHaIM3 3aJaHUs, X0 BBINOJIHEHHNS paboThl, OCHOBHBIE ¥ TIPOMEXYTOUHBIE pe3yJIbTaThl, BBIBOJBI 10
pabore. 3amura paboT NPOBOAUTCS WHIAMBHIYyaJIbHO M OLEHUBAETCA B COOTBETCTBHH
YCTaHOBJICHHBIMH TIPaBHJIAMH.

Pesynbrar mexyweco kxonmpons 3a _cemecmp OUEHHUBaeTCs OTMETKOM B Oamiax 1o
AecaTHOa/NbHON IIKajie M BBIBOAUTCS, UCXOAS M3 OTMETOK, BBICTABJICHHBIX B XOJ€ HpPOBEACHHSA
MEPONPUATHN TEKYILEro KOHTPOJIS B TEUYCHHUE CeMeCTpa Mo clieayomei hpopmyie:

[ = (KTa+ ..+ KTo) + (TIP; + ...+ T1Pg)
14

rne KT; + ..+ KT¢ — oT™MeTKH, BBICTaBICHHBIE 110 pe3y/bTaTaM KOHTPOJIBHOTO TECTHPOBAHHS;
[Py + ... + IIPg — oTMeTKH, BBICTABJIEHHBIE 110 PE3yJIbTaTaM 3allUTHI IIPAKTUIECKHX paboT.

PesynpTaT TEKyIIEro KOHTpPOJS PAacCUMTHIBAETCS KaK OKPYIJIEHHOE CpeJHee 3HaueHHe.
PesynpTaT MOXeT OBbITh yBENIHYEH B COOTBETCTBUH C I.IL. 6.8 1 6.9 [TonoxkeHus.

IIpomexxyTo4Has arrecTalys MpoBOaUTCS B hopMe 3a4éTa.
3auéT npooauTcs cornaacHo [Tonoxenuro.
3akimoveHde 0 3a4éme GOopMHPYETCS Ha OCHOBE HAKONUTENILHOO IIPHHIHIIA 110 HOpMyJIe:

3=k-Il,

rae k— BeCOBOH KO HUIMEHT TEKYIero KOHTPOJIS;

IT - pesynbTar rekyimero KOHTPOJIS 3a ceMeCTp.

Becogoit ko3¢ durmenT k npuHAMaeTcs paBHbM 1.

OTMeTKa «3a4TeHO» BEICTABJISETCS B CIIyyae, €ClH OTMETKAa IO pE3y/IbTaTaM TEeKYIIero
KOHTPOJIS HE HUXKE 4 (YeThIpex) OaIoB.

Eciu, mo pesyneTaTam TeKy11ero KOHTPOJI OTMETKA HIKE 4 (4eThIpeX) GalLIOB, TO IIPOBOUTCS
YCTHBIM ONPOC IO BOIIPOCaM.
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XAPAKTEPUCTUKA HHHOBAIITMOHHBLIX IIOIXO10B
K IIPENIOJJABAHUIO YYEBHOU JUCHUILIMHDbI

OcHOBHBIE METOABI (TEXHOJOTHMHM) OOYdYECHHs, OTBEYAroLIMe LM M 3aJadaM y4eOHOH
JUCLUILINHBL
— npobOneMHoe o0O0y4yeHHe (IpoOJIEMHOE H3J0XKEHHE, BapUATUBHOE H3JIOKEHHE),
pEATU3YEMOE Ha JIEKIIMOHHBIX 3aHSATHUSAX;
— yuyeOHO-HMCCIeNoBaTeNbCKash JESTeNbHOCTh, peanu3alus TBOPYECKOro MOAX0.a,
peau3yeMble Ha MPaKTHYECKUX 3aHATHSIX.

Hcnonp3yeMpre TexHomoruu oOydYeHHs M JUArHOCTHKM KOMIICTCHUHMH B IIPEIoJaBaHHH
AMCUMIUIMHEBl «OCHOBBI HH(MOPMAUMOHHONH 0€30MacHOCTH» PeaTU3ylOT MOAXOH, OCHOBAHHBLIK Ha
MaKCHUMaJlbHO BO3MOXXHOM HCIIOJb30BAaHHU BHYTPEHHEH H Yy4eOHOM MOTHBAallUU CTYAEHTa,
NPOSIBILSIONIEHCS B YETKOM NOHMMaHMHM MM 3HAYUMOCTH BCEX BHU/OB BBHINOJIHAEMBIX paboT, Kak ¢
TOYKH 3pEHHS BaXKHOCTH Ul NIPO(PECCHOHATBHON IOATOTOBKH, TaK U C TOUKH 3PEHUS OLICHUBAHHUS.
ITomxon mpenmonaraer HMCIONB30BaHHE JJIEMEHTOB MPOOJIEMHOT0 OOyYeHHS U 3JIEMEHTOB
UCCIIEI0BATENBLCKOR JEATENBHOCTH CTYIACHTOB B TPOLECCE AYOWUTOPHON paloThi, a TaKXe MNpH
BBLINIOJIHEHHH CAMOCTOSATENBHBIX paboT IIPU MOCTOSHHOM PEHTHHTOBOM KOHTPOJIE.

Ha nexuvonHBIX 3aHATHAX 10 auciMmidHe «OCHOBBI HMH(POPMAIHOHHON 6€30MacHOCTHY
BO3MOXXHO HCIIONIB30BAaHME 3JIEMEHTOB IpOOJEMHOro o0ydeHUs:: nNpoOiIeMHOe H3JI0KECHHE
HEKOTOPBIX aCIEKTOB, UCIIOIB30BaHIE YACTHYHO-ITIOMCKOBOTO METO/A.

M3yyenue y4eOHOH AUCUMIUIMHBI OCYUIGCTBIACTCS HA NEKIMOHHBIX M IIPAKTUYECKHX
3aHATHAX. Ha NEeKIMOHHBIX 3aHATHIX CTYJCHTHI OBJIANEBAIOT CHCTEMON TEOPETHYECKMX 3HAHWH B
obnactu unbopManmoHHOH OesomacHocTH uH(OpMAaMH. B X0le JIEKIHOHHOTO HM3IOXKEHHUS
TEOPETUYECKUX CBENCHHI HCITONIB3YIOTCS TPAIULUOHHBIE CIIOBECHBIE MPUEMBI H METOBI, KOTOPEIE
aKTUBH3UPYIOTCS IOCTaHOBKOH IMpOOJEMHBIX BOIIPOCOB M 3aJaHHM, opraHu3auuedl ydeGHBIX
JHUCKYCCHI C OIOPO# HAa UMEIOUIYIOCS HAYaNbHYIO OJATOTOBKY CTYACHTOB M X IMOJHUTEXHHUYECKHH
KPYyro30p, MCIIOJIb30BAHHEM HHTEPAKTUBHBIX METOJOB 00Y4EHUS.

Ha npaktuyeckux 3aHATHAX Pa3sBUBAIOTCA U (OPMHPYIOTCS HEOOXOIUMBIE NPAaKTHYECKHE
YMCHHS M HaBBIKH 10 OLEHKE 3alIMIEHHOCTH KOMIIBIOTEPHBIX CHCTEM H TEXHMYECKHX KaHAJIOB
yTeukH. Bo BpeMs npoBeJeHHs paKTHYECKUX paboT ocoboe BHUMaHHUE yaensdeTcs GOPMUPOBAHHUIO
y CTYIEHTOB yMEHHUS IJJAHMPOBATh padoTy, ompenessTh dPPEKTUBHYIO MOCIEAOBATENLHOCTh €€
BBIIIOJIHEHHS.




30

IIPOTOKO.JI COI'JIACOBAHHSA YYEBHOM ITPOTPAMMBI
C IPYI'UMU YUEBHLIMU JTUCHUITITITMHAMU CITIEHNUAJIBHOCTH

Hpennoxennst 00
H3MCHEHHUSX B

Pemenne, npuHATOE

Ha3Banne .
CO/lep’KaHHH kadenpoii,
AHCHHUILTHHBI, 110 . .
N Ha3zBanue xadeapnbi yueOHoiH pa3paboraBuieii
KoTOpo# Tpedyercs
NporpamMmmsl 1o y4eOHyIo
COIJIACOBAHHE .. N
H3y4aemoi yueOHoii HporpaMmy
AHCHHILIHHE

«IIpoextupoBanue . prw}/ww

Kadenpa texnomormit
HH(POPMAIIMOHHBIX W2LUN

IporpaMMHUpPOBaHHS
cHCTEM»
«PacnpenenéHnnie "

P Kadenpa texnosoruit WW‘M

cUcTeMbl 00paboTKH

IIPOrpaMMHPOBAHNS AL QAN
nHbOpMaIH»
3aBeayrouuit kadeapoit TexHonorui
[IpOrpaMMHUPOBAHHUS, K.T.H., JOIIEHT W‘%] B.M. YepTkoB




