





MOSICHUTEJIbHAS 3AITIUCKA

Vuebnas mucumiuiuba «[lporpamMuo-anmapaTHble M TEXHUYECKHE CPEICTBA 3alllUTEHI
HH(pOpMalliK» OPHEHTHPOBAHA Ha 00YYEHHE CTYACHTOB 3HAHUAM, YMEHUAM U HaBbIKaM B 00JIacTH
MIOCTPOEHHS IPOrPaMMHBIX H IIPOrpaMMHO-aIapaTHBIX CPeICTB 3alMThl HHopManuy. M3ydaeMele
TeMBI 0a3UPYIOTCS Ha MCHONB30BAHUM COBPEMEHHBIX MH(POPMALMOHHBIX TEXHOJIOTUH, HOBEHILETO
~ IPOrPaMMHOTO, MPOrPaMMHO-aNMapaTHOrO U annapaTHOro (TEXHUYECKOTro) oOecneueH s CPEICTB
3aIIUThl HHPOPMAIINK K KOMITBIOTEPOB. J[MCUUIIIMHA OpHEHTHPOBAHA HA NIOJArOTOBKY CIIELHANIUCTa,
YMEIOIIETO MPOEKTHPOBATh M NMPUMEHATh CPEICTBA 3allUThl MH(pOpMalMH, BBIOMpaTh HaubOJIee
MOJXOAMAIINE TPOTrPpaMMHBIE W IMPOTPaMMHO-alNapaTHhle CpPeACTBa 3allUTHI, OTBEYAIOIIHE
COBPEMEHHBIM TPeOOBaHUAM M HOBEHIINM TEXHOJIOTHSAM B 00JIACTH 3aIUUTHI HHPOPMALIUH.

W3ydeHne AaHHOH OUCHMIUIHHBI ABJISETCS HEOOXOOMMBIM 3TaloM B IPOGECCHOHATBHOM
Pa3BUTHH «CHEIHAIKMCTA 11O 3allluTe UHPOpPMAaIIUK, MaTeMaTHKaY.

Heablo m3ydeHuss NUCHHILIHHBI «lIporpaMMHO-annapaTHble ¥ TEXHUYECKHE CPEACTBa
3alUTHl HHQOPMAIUKU» SBNIIETCS MOATOTOBKA CIIEIHAINCTOB, BIAICIONINX 3HAHUSIMHU, HABBIKAMH U
YMEHHAMH B 061acTH 0OecreyeHus 0e30macHOCTH HHPOopMaIyy, 00pabaTeiBacMOi Ha KOMITBIOTEPAX
U B UHGOPMALMOHHO-TEIEKOMMY HUKALIMOHHBIX CETAX.

3agaun u3ydeHHs AUCHUILTHHBI «[IporpaMMHo-anmapaTHple U TEXHUYECKHE CpEeACTBa
3amuTel UHbopManuu». [Ipu M3ydyeHHH MaHHOW MUCUUILTHHBI TpeOyeTcs pa3peulnTh OCHOBHBIE
3a/lauu:

— M3y4eHHUe NOHATUIHOIO anmnapata JUCHUIUIMHBL, OCHOBHBIX TEOPETHYECKHUX MOJOXEHUH U
NPUHIUNOB obecrieueHuss WHGOPManUOHHON Oe30macHOCTH, METONOB M CPEACTB  3allUTH
IPOTpaMMHBIX M allllapaTHBIX CpPeACTB OT HECAaHKLHOHHWPOBAHHOIO JOCTYyNa U KOMHUPOBAHMS,
IIPUHLMIIOB HX MOCTPOEHHS. METOJIOB U CpelCTB obecneueHuss HHGOPMAITHOHHON 06€30MacHOCTH B
THIIOBLIX OIlepallMOHHBIX cucTeMax, CYBJ| u ceTsx, B TOM 4ucClIe C HCIOIB30BaHHEM CPEJCTB
Kpunrorpaduueckoi 3auuThl HHGOPMAIHH, CHCTEMHBIX BOITPOCOB 3aIUTHI IPOrPaMM H JaHHBIX.

B pesynprare msyuenus aucuuiuiaasl «lIporpaMMHO-anmapaTHele W TEXHHYECKUE CPEICTBA
3allNThl HHpOpMaALIUKW) 00yHaeMbIil TOKEH:

3Hamo:

—METOABl M aNNapaTHO-TPOrpaMMHBIE CPEACTBA KOMITIEKCHOW 3amMThl HH(POPMANHOHHO-
TEJEKOMMYHHKalHOHHBIX CHCTEM Ha YPOBHSIX 3aIIUTHI IIporpamMm u JaHHEIX [I9BM, onepannoHHbIX
CHCTEM, ceTeil U 6a3 TaHHBIX;

ymems:

— IIPUMEHATL METOIBI U cpelcTBa 3amuThl [I1DBM;

— CTPOUTH PELIEHHUS IO 3aIMUTE KOPIOPATHBHBIX HHGOPMAIIHOHHO-TENCKOMMYHHKAIHOHHBIX
CHCTEM;

61a0ems:

— OCHOBHBIMH IpHEeMaMH o0ecTie4eHUs HHPOPMALMOHHONH O€30MacHOCTH C UCIOJIb30BAaHHEM
CPEICTB KpUNTOrpaudecKoA 3alUThl HHPOPMALIMH, 3aLIUTHI TPOrPAaMM H JAHHEIX;

—3HAHMUSAMH, HaBBHIKAMH W YMEHHAMH B o0nacTu obecredeHus 6e30MacHOCTH HHPOpMAlIWH,
o6pabaTbiBaeMOl Ha KOMIIBIOTEpaX U B HH(OPMAIIHOHHO-TEIEKOMMYHUKAIHOHHEBIX CETAX.

TpeboBanus K ypoBHIO OCBOEGHHSI COJepKAHHSA Yy4eOHOH IUCHUNAHHBL [IpyH M3y4yeHUH
IUCUHMIUIMHE «IIporpaMMHO-annapaTHble W TeXHHYECKHE CPEACTBA 3allUThl HHGOpMALMU» Y
CTyAeHTOB crienuanbHocTy 1-98 01 01 «KoMmnbroTepHas 6e30nacHOCTH (110 HAIPaBIEHHSIM )» TOJIKEH
chopMHpoBaTECA HAOOP KOMIETEHLHH, COOTBETCTBYIOIMX I[IPUCBAMBAEMON M0 3aBEPLICHHUIO
BBICHIETO OOpasoBaHMs KBadudukauuy «CrneuuanucT mo 3amuTe HWHGOpMaUMH. MareMaTHK»
00eCTeUnBaOIMX BBIYCKHUKAM MO YKa3aHHOM CHELHaTbHOCTH YCIEIIHOCTh IIPUMEHEHHS
IIOJIy4E€HHBIX 3HAaHUH U YMEHUH B NajbHEHIeH npohecCHOHATBHON AeITENbHOCTH

CIeLHANH3UPOBAHHbIE KOMIICTEHIINH:

CK-4 Bnanetb COBpEeMEHHBIMH METOJAMH HCCICJOBAHHUA M  HAYYHO-TEXHHYECKHMH
PEIICHUSAMH 10 OOECHEYEHHIO 3alIMThl HHGOpPMAIMH B KOPIOPAaTHBHBEIX KOMIBHOTEPHO-
KOMMYHUKAIIHOHHBIX CETAX.
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CK-21 Bianers 6a30BbLIMH THpPHHIMIAMH MOCTPOSHUS KOMIBIOTEPHBIX CHCTEM H CETEH,
aNrOpUTMaMK MaplipyTu3auuu B IP-ceTdx, co3maBaTh CCTEBBIC IPHIIOKCHHA, HMCIOJB3YIOLINE
6a30BbIe IPOTOKOJIBL.

CdopMupoBaHHbIE KOMIIETEHLIUH SBJISAIOTCS 0a30BBIMU IIPH M3YYEHUH BCEX IOCIEMYHOIIUX
JHCUHUIUIMH, CBS3aHHBIX C HpPOrpaMMHpOBaHHEM, a Takke (QyHIaMEHTalIbHOH OCHOBOH Ui
JajibHeliel npodhecCHOHAIbHOM NeATeIbHOCTH CIEIHATHCTa B 00IaCTH 3alIUTHl MHQOpMALIH.

IlepeyeHsb IucHUNJINH, B IPOJ0JKEHHEe H HA §a3e KOTOPBIX M3y4aeTcs AHCHUIIHHA.
s uzyuenus yaeOHo# qucuurnHel «l[porpaMMHoO-annapaTHble ¥ TEXHHYECKHE CPEACTBA 3aALUTHI
uHpopManuu» no crneunatbHocTH 1-98 01 01 «KommnproTepHas 6e30macHOCTE (110 HAIPaBIECHUSM )»
HEOOXOMUMBl 3HAHMA, MOJNYYECHHbIE NpH H3ydeHHH Oa30BBIX JUCHMIUIMH: «OIepalluOHHBIE
CUCTEMBD», «AJNTOPHUTMBI M CTPYKTYPHl JaHHBIX», «TeopeTHueckre OCHOBBI HH(GOPMAIMOHHOM
6e3onacHocTH», «OCHOBBI METOIOJOTHH MPOrPaMMHPOBAHUS» TOCYJAapCTBEHHOIO KOMIIOHEHTa U
«HapexnocTs mporpammHoro obecneuenus», «lludposas oOpadoTka cUrHAIOB U KOMITBIOTEPHAs
cTeraHorpaus» KOMIIOHEHTa YUPE)KICHHS BhICIIEro 00pa3oBaHHUsl.

Ilepeyendb auCUMIVINMH, KOTOpble H3y4Yal0Tcsl Ha 0a3e AUCUUIINHBI.
3HaHuA, NOJIy4YeHHbIE IPH U3yYEHHUH IUCHMIUIHHBEL «lIporpaMMHoO-anmapaTHbIE U TeXHHYECKHE
cpencTaa 3amuThl HHGopMarmm» o crenuansHocTH 1-98 01 01 «KommbioTepHast 6€30macHOCTD
(o HampaBIEHUAM)», SBISAIOTCS OCHOBOM I MUIIJIOMHOTO MPOEKTHpOBaHMA. M3ydeHue yueOHOMN
JUCLMILIMHBL NIO3BOJIAET JaTh CTYACHTAM 3HAHHS, HEOOXOAUMBIE B NaldbHEHIIEM Uil YCIEUIHOM
paboThI 1O CHEHATBHOCTH.

B cootsercTBUM ¢ yueOHBIM mimaHoM no crnenuanbHOCTH 1-98 01 01 «KommbroTepHast
6€30macHOCTS (110 HallpaBJICHHUSIM )» Ha U3y4eHUe Y4eOHOM AUCIUITHHBI OTBOIUTCS:

Popma nosydeHus BbIcliero o6pa3oBaHus MEPBOM CTYIICHU JHEBHas
Kypc (kypchi) 4
Cemectp 7
Bcero uacoB o gucnurinHe 108
Bcero ayAMTOPHBIX YACOB MO JUCIMILIHHE 68

B tom uncre:
Jlexiium, yacos 34
JlabopaTopHble 3aHITHSI, YCOB 34
CamocrosTenpHas paboTa, 4acoB 40
®opMa IPOMeKyTOYHOHN aTTecTaluu 3ayer
Tpy10éMKOCTD AMCHHUTUIMHEL, 334€THbIE €IHHHLIbI 3




COJEPKAHUE YYEBHOI'O MATEPHAJIA

BBEJIEHUE B JUCIHUIUJIMHY
Lenu ¥ 3anaud M3ydeHHs aucuumivdel. ComeprkaHHe M CTPYKTYpa AMCUMIUIMHEL OCHOBHbIE
TEPMHUHBI U OTIPEAesICHHs, HCTIDIIb3YIOLIHECs B MaTeprae.

Pasnen 1 IIPOTPAMMHO-AIIIIAPATHBIE CPEJACTBA YIIPABJIEHKA JOCTVYIIOM,
NIEHTUOUKALIMN U AYTEHTUOUKALIMN.

Tema 1.1. Ilpoecpammno-annapamuule cpedcmea ynpasieHus O0OCHynom.

Mogenu ynpasieHus AoctymnoM. IlokasaTenn 3alqUINEHHOCTH OT HECAHKIMOHHPOBAHHOIO
aocryma. Cpencrsa  noBepeHHOM  3arpy3ku.  CHCTeMBI  3amUTBl  HHGOpPMAmMH  OT
HECaHKIIHOHHPOBAHHOI'O IOCTYTIA.

Tema 1.2. Ilpozpammrno-annapamuole cpedcmea uoeHmupukayuy u aymeHmuguxkayuu.

OcHoBHBIe TIOHATHS uAeHTHHKaMu ¥ ayTeHTHOUKauuy. [TaponpHas 3amuTa HHGOpMaLUU
OT HECAaHKIMOHHUpPOBaHHOro joctymna. [IpuHuun mnaposbHOH 3ammTel. Bo3MmoxHOCTH 06x01a
naposibHOH 3amuThl. IloBbieHHe 3 PeKTUBHOCTH TapOIbHOH 3alUTHL. JIOCTOMHCTBA M HEAOCTATKU
1apoNbHOM 3ammThl. [IporpaMMHO-anmaparHble CHCTEMBl HACHTH(GHKALMY U ay TeHTUDHKALUY.

Tema 1.3. Knaccugpuxayus cucmem uoenmuguxayuu u aymeHmupurayuu.

DJNeKTPOHHbIC UACHTU(DUKATOPLL. BroMmeTtpuueckue uaeHTHdUKaTopsl. KomMOHHHpOBaHHbIE
CHUCTEMbI UICHTU(UKAIMYA B ayTeHTH(HKamuu. OCOOEHHOCTH MPUMEHEHHS BHEIIHHX HOCHTENEH
KITI04YeBOH HHpopManuu A uACHTHQUKAIUK U ay TeHTHHKAIIUH.

Pasnen 2 TIPOTPAMMHO-AIIIIAPATHBIE CPEJICTBA KPUIITOI'PAO®UYECKOM
SAIIATBI THOOPMALIMN.

Tema  2.1. Ilpoepammuo-annapamuvie  cpeOcmea  KPUNMOSPAQUYECKoU  3auumeol
uHgopmayuu.

Knaccuduxarus cpencrs kpunrorpadudeckodl 3amuthl vHGOpManun. CHMMETPHUHBIE
kpunrtorpapudeckue cucreMbl. OCOGEHHOCTH TIPAaKTHYECKOTO NPHUMEHEHHS CHMMETPHUYHBIX
KpUNTOrpaQU4ecKuX CHCTeM. ACHMMeETpH4Hble KpunTorpadpuueckue CHcTeMbl. OCOGEHHOCTH
IPaKTHYECKOrO0 IPUMEHEHHs acCHMMETPHYHBIX KpUOTOorpaduyeckux cucreM. IIpumeHenue
KpUnTorpapuueckux cucteM 3amuTel HHGopManuu. TpeboBaHus K cpecTBaM KpunTorpadHuecKoi
3alIMThl HHpOPMaIUH.

Tema 2.2. Cpeocmea 21ekmpoHHOT NOORUCH.

Cpencrsa snekTpoHHOH noanucu. HaznaueHnue anekrponHoit moamucu. Coctas 3IEKTPOHHOM
nommuck. CrocoObl NOMyYeHHsS CepTHOHKATOB. MeXaHH3M 3JIEKTPOHHOM MOAMHUCH. AJIrOPUTME]
XemupoBaHus. GOpMUPOBAHUE INEKTPOHHOM NOAMUCH. BHIbI 3IEKTPOHHOM HOANHUCH.

Tema 2.3. Kpunmonposaiioepwi.

ITonsTne xpunrompoBaiinepa. M3BecTHble Kpunromposaiinepsl. IIporpaMMHOE CpenCTBO
Kpunrorpaduyeckoit 3ammursr uadopmanun «Kpunronposaiinep Avest CSP» (kpunTomnposaitiep
AvCSP) 3A0 «<ABECT».
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Pasnen 3 TIPOTPAMMHO-ATIIIAPATHBIE CPEJICTBA CETEBOM 3AHIWTHI
MHOOPMALIWM.

Tema 3.1. Meosiccemegvie 3xkpanbl.

TexHonOrMM MeKCeTeBBIX JKpaHoB. [loHATHe MexceTeBoro skpaHa. Knaccudukamms
MEXCETEBBIX OKpaHoB. CTpykTypa ®  (GYHKIMH  MexceTeBoro  3kpaHa. (OcoOeHHOCTH
(GYHKIIMOHUPOBaHUA MEKCETEBBIX 3KPaHOB Ha pasauyHbIX ypoBHAX Mogenu OSI. lommTHka
ME)KCETEBOTO B3aUMOACHCTBHS.

Tema 3.2. lIpoepammnble u npOCPAMMHO-ANNAPAMHbLE MEICCEMEBLLE IKPAHbL.

[lporpaMmHbBICE ¥ IPOrpaMMHO-aNIapaTHBIC MeEXCeTeBble JKpaHbl. IlepcoHanbHble M
pacipesieNieHHble MeKceTesble 3KpaHbl. [IpoGieMbr 6€30MacHOCTH TPaJULIMOHHBIX MEKCETEBBIX
3KkpaHOB. [Toka3aTe/n 3alIHIIEHHOCTH MEXCETEBBIX SKPAHOB.

Tema 3.3. llpoepavmublie u  NpoOCPAMMHO-ANNAPAMHblIE  cUucmembl  OOHAPYIHCEHUS
8MOPHCEHUL.

Cucrembl oOHapyxzHMsS BTOpXkeHHWH. [loHsTHe cuCTeMBI OOHApyXeHHs BTOPKEHUH.
CtpykTypa cuctembl oOHapyxeHust BTopykeHnid. Kitaccudukaling cucteM oOHapy »KeHHs BTOP)KEHUH.
Mertonsl oOHapy)keHHs cUTHaTyp. Meroasl oGHapyxenus aHomamuii. ITpoGnemsr 6esomacHocTu
cucreM oOHapyxeHHs BTopxeHu. Pa3BepTriBanue cucteM oOHapysKeHuUs BTOp>keHUui. TpeboBaHus
K cHcTeMaM OOHapyXeHHs BTOpXeHHH. [IporpaMmHBIE M NpOTrpaMMHO-anmapaTHbIE CHCTEMBI
oOHapy>KeHUsl BTOPKEHUH.

Pasnen 4 [IPOIPAMMHO-AIIITAPATHBIE CPEJICTBA 3AILIMTHI OT BPEJJOHOCHbBIX
[HPOTPAMM.

Tema 4.1. Bpeoonocroe npoepammnoe obecnedenue.

ITonsatne BpenoHOCHOro IporpaMMHoro ootecmedenus. Kiaccuduxauus BpearoHOCHOTO
nporpamMmuoro ob6ecrniedenus. Kommnplorepasie Bupycsl. TposiHckue mporpammbl. CeTeBbIE YEPBH.
HanmeHnoBaHNE BpeJOHOCHOTO IIPOrPaMMHOTO 0OECIICUCHHSI.

Tema 4.2. MemoOwl u cpeocmea 3auiumot Om 6PeOOHOCHbIX NPOZPAMM.

ITpu3Haku BO3MOXKHCIO 3apakeHUs. MeToel 0OHApYKEeHHs BPEIOHOCHBIX IIporpaMm. Bus!
AQHTUBUPYCHEIX MporpamM. Kiaccudukanus 3allMIIEHHOCTH CPEACTB AHTUBHPYCHOW 3alllUTHI
HHGOPMALUA. AHTHBHPYCHEIC IPOIPAMMBI U KOMILJIEKCHI.

Pasnen 5 [IPOTPAMMHO-ATIIIAPATHBIE CPEJICTBA 3AIIUTHI BA3 JAHHBIX

Tema 5.1. Peanuszayus sauumst 6 Hexomopvix CYE]].

IOpuauyeckas 3amura aBTOPCKMX IpaB Ha 0a3bl AaHHBIX. Perumkainus 6assl JaHHBIX.
PesepBupoBanne u pacrnpenerneHue 0a3 JaHHBIX. Pe3epBHOE KOMMPOBaHHE M BOCCTAHOBJICHHE 06a3
JAHHBIX. 3alliUTa OT aTak Tuna BHeapeHue SQL-kona.

Tema 5.2. Kpunmoepaghuueckue memoowl sauyumer oannvix ¢ CYB/]

[Hudposanue (SSL) coeanHenus Mexay Opay3epoM U CEpBEPHBIM NPUIIOKEHHEM. ATaKu
man-in-the-middle (MITM). llludposanne (SSL) coennHeHns MEXKIY CEPBEPHBIM IPUITOKEHUEM U
CVYB/l. OtkazoycToituuBblit ¥ BeICOKOHArpyxeHHsI# kinacrep u3 CYBJ[ (MySQLCluster).
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Paznen 6 3AIIIUTA HHOOPMAILIMU B TEXHUUYECKUX KAHAJIAX YTEUKH.

Tema 6.1. Texnuueckue kananvl ymeuku uHGopmayuu.

Kiaccudukanus texHunueckux kaHanoB yreuku uHdopmauuu. [loHdarie peyesoro curxana.
Kanane! yTeuku pedeBod aKycTHdeckoit uHpopManun. OOIie CBeICHUS 0 IPUPOIe U PUIHIECKHX
CBOMCTBaX 3ByKa. MexaHu3Mbl peueoOpa3oBaHus U CIyXOBOH aHATH3AaTOP. XapaKTEPUCTUKH PeyH:
MOHATHOCTH, Pa300OPYNBOCTh, HATYPATBHOCTD, KauecTBO. CBeI€HHA O HEKOTOPBHIX METOJaX OLEHKH
pa30oOpUHBOCTH pEYH.

Tema 6.2. O630p mexnuveckux cpe0cme He2AACHO20 CbeMa aKyCmuU4ecKoll ungopmayuu.

HeobOxoaumocTs TexHHYecKo# 3aumrTel HHpopManud. Krnaccupuxanus TEXHHUYECKHX
CPEACTB CheMa aKyCTHUeCKOH WH}popManuu. 3akiaJouyHble yCTpOHCTBA. TeXHHYECKHE CpeAcTBa
JHUCTAHIMOHHOTO CheMa HHOOpMauuH. TexHuyeckue cpeacTna cheMa HHpOpMaIuy ¢ IMHUH CBA3H.

Tema 6.3. Texuuyeckue cpeocmea 3quumul pe4esotl uHpoOpmayuu.

Tunel TeXHHUYECKHUX cCpeAcTB 3amuThl HHpopMmanuu. I[logaBuTenu 3amHUChIBAOIINX
ycrpoiictB. OGHapyxuTenu 3akamy(IMpOBaHHBIX KaMmep. YCTPOHWCTBA JJIsi aKTUBHOM 3aIlUTHI
pedeBoii HHPOPMALIUU OT YTEUKH M0 aKyCTHYECKOMY U BHOpAIlMOHHOMY KaHaJlaM.

Tema 6.4. Memoouka u nopsadox npogedenuss MepORPUAIMUL NO BbIAGAEHUIO U UCCEO08AHUIO
KaHanoe ymeuxu uHghopmayuu.

Artrecranusa o6beKTOB HHDOpMaTH3aMU. MeTomuka U MOPSIOK MPOBEICHHUA MEPOTIPHSITHIA
1o BeUIBIEHUIO M uccnenopanuio KYU. Cnenunanshble npoepku. CnenmanbHbie 00CiieT0BaHHS.
CnenuanpHele Hccie1oBaHUs. MeTonMKa OLEHKH CIIOBECHOH pa3bopuuBOCTH peun W.
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yqeﬁHO-MeTO,Zlﬂ‘ICCKaﬂ KapTa y‘leﬁHOﬁ AUCIHUIL/IHHb] «HporpaMMﬂo-anﬂapaTHue H TEXHHYECCKHE CPEACTBA 3AIIIUTHI mi(l)opmaunu»

AHeBHasi popma noJiyveHusi BbICHIEro oOpazoBaHus

Howmep pazaena, TeMbl,

3

Ha3Banmne pa3aenia, TeMbl, 3aHATHS;
nepevyeHb H3y4aeMbIX BOMPOCOB

KonanuecTBoO AYJAUTOPHBIX

JacoB

JeKIHNH

Ynpasiasemas

CTyIeHTa

Jluteparypa

o

2

& | JlabopaTopHbIe 3aHATHSA

| IIpakTHYecKHe 3aHATHSA

& caMoOCTONITE/IbHAS padoTa

c| @opMbI KOHTPOJS 3HAHMIA

Beenenue B ARCHHIVIHHY

Henu u 3agaun uszydyeHus gucuuruineel. ConepkaHue H CTPYKTypa
JUCLIUITMHBL. OcHoBHbIE TEPMHUHBI H onpeneseHus,
HCIIOJIB3YIOIIMECS B MaTepUase.

OcH. nur.: [2], [3].
Hon. mur.: [1], [13].

brr-onpoc

Pasnen 1 Ilporpammuo-annaparusie cpeacTBa ynpasJjieHus
J10CTYNIOM, WIEHTHGHKALHH B ayTeHTHOHKAUHNN.

Jlexmus Ne 1

Tema 1.1. Ilpozpammuo-annapamupie cpeocmea ynpasnenua
docmynom.

Mogenn ymnpasnenus joctymoMm. [lokasarend 3alMINEHHOCTH OT
HECaHKLIMOHUPOBAHHOro JocTyna. CpefcTBa IOBEpeHHOM 3arpys3Ku.
CucTeMpl! 3alLMTEI HHPOPMALMH OT HECAHKLIMOHUPOBAHHOIO JIOCTYTIA.

OcH. qmr.: [2], [3]-

Jon. nurt.: [4], [5], [18].

bnun-omnpoc

Jlexnnst Ne 2

Tema 1.2. IIpozpammuo-annapammusie cpedcmea udeHmupukayuu
u aymenmugpuxayuu.

OCHOBHBIE  MOHATHA HACHTU(PUKALMH W  ayTeHTHUKAIMH.
IMaponpHas 3ammura wWHpOpMALMH OT HECAHKUMOHHPOBAHHOTO
aoctyna. IlpuHuun naponbHO#M 3amuThl. BosmoxHocTH 006Xx07a
napoibHOM 3amuThl. IloBblmeHHe 3¢¢EeKTHBHOCTH MAPONBLHOM
3aUTel.  JIOCTOMHCTBA M HEJOCTATKM TApPOJbHOH  3alMTHI.
IlporpammHo-annaparHsie CHCTEMBI uneHTHdUKaIun U
ayTeHTH}HKAIIH.

OcH. qut.: [2], [3].

Hon. nurt.: [4], [5], [18].

baum-onpoc




=

JlaGoparopnas padora Nel

Ilpunyunst, nosvuuaouwjue CMOUKOCMb RAPOALHBIX MEMOO08
ONO3HAHUA.

(Bnaxomcmeo ¢ MemoOuKou 8elbopa ONMUMAILHBIX NAPAMEMPOE
NAapoONbHOU  CUCmEMbl  3QUYUMbl  ONA  ONpedefeHuss  MUHUMUTLHO
HeobX00uMO1 ONUHbL RAPONIA, YO0EIEMEOPAIOUEH 3A0AHHBIM YCAOGUAM.
3HakomMcmeo ¢ Memoouxamu OnpeceneHus. GepOSIMHOCIYU noobopa
Naponst.  3A0YMBIMUACHHUKOM C HEPEOU NONbIMKU  (3a N RONBUINOK),
eeposimHocinu  no0bopa  napons  3a  GpemMs  YKA3AHHOe  6pemsl,
6ePOSIMHOCIY  NOAGIEHU 08YX OOUHAKOBLIX nApoNell npu obwem
Kotuuecmse CyObekmos.)

Meroanueckue
yKazaHUs

*3awuTa oryera
no 1aboparopHoi
pabote Ne 1

Jleknns Ne 3

Tema 1.3. Knaccugpuxkayun  cucmem udeHmuurayuu  u
aymeHmuguxayuu.

ONeKTpOHHbIE WUAEHTHPUKATOPBI. buomerpuueckue
uaeHTHHKaTopsl. KoMOHHMpOBaHHbBIE CUCTEeMbl HACHTH(HUKALMH U
ayreHTH(HKaUUH. OCOOEHHOCTH MPUMEHEHHS! BHEUIHUX HOCHTEIEH
KJII0YeBOH HHGOPMALIMH 118 HACHTU(DUKALIMU U 2y TEeHTUDHUKALIMH.

OcHu. nut.: [2], [3].

Jlon. awr.: [6), [7], [10].

baun-onpoc

JlaGopaTopuas pabora Ne2
Onpeoenenue mpebyemoii 6epoAMHOCHIN NPAGUIbHOZ0 ONOHAHUA
oA duomempuuecKux cpeocme aymenmudpuxayuu.
(3naxomemeo ¢ MemoOuxoll onpedeneHus 6epoOSMHOCU noObopa
aymenmuguxkamopa ¢ nepeoll  nonbimku  Oli  Cpeocmsa
aymenmuguxayuu:

— RO OMNEYAMKy RATLYA NPU 3AOAHHBIX YCIOBUSX,

—  no 0bpasyy 2010ca NPU 3A0AHHBIX YCAOGUX,

— N0 paoyxicHoti 060104Ke 2Na3d NPu 3a0AHHBIX YCA0BUSAX.)

MeroanueckHe
yKa3aHUs

*3alura oT4era
no nabopaTopHoH
pabote Ne 2

Pasnesn 2 TIporpaMvHo-annaparHbie cpeacTBa Kpunrorpadu4eckoii
3AIUTHI HHpOPMAITHH.

Jlexnua Ne 4

Tema 2.1. Ilpozpammno-annapamusie cpedcmea Kpunmozpaghuye-
CKOIl 3auyumsl ungopmayuu.

Kiaccudmxays cpeacts kpummorpaduyeckoii 3aliMThl HHPOPMAIHH.
Cummerpyunbie  kpunrorpaduueckue — cucteMbl.  OcoGeHHOCTH
NPAaKTHYECKOTO  MPUMEHEHUS CHUMMETPHYHBIX — KPHITOrpadpuuecKux
CHCTEM.

OcH. nur.: [2], [5], [6],
[71.

Jon. nur.: [12], [16].

baun-onpoc
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2

AcumMMeTpuuHble  KpuUnTorpaguueckue  cucteMbl.  OcoGeHHOCTH
NPAKTUYECKOTO TIPUMEHEHHA aCHMMETPUYMHBIX KpUITOrpadHyeckux
cucteM.  IlpumeHeHHe — KpumTorpadUuYecKMX  CHCTEM  3alIWTEHI
nHpopmanyy. TpeOoBaHus k cpencTBaM KpUNTOrpadHUECKOM 3alMTHI
HHpopMaHu.

JIabopaTopuan paGora Ne3

Kpunmozpagpuueckue memoost 3auiumet oannwix ¢ BJJ.
(3nakomMcmeo ¢ OCHOBHBIMU Kpunmozpaguueckumu memooamu
3auumsl OaGHHBIX, 3HAKOMCIGO C OCOOSHHOCHAMU XPAHEHUSA napoJis
U npogepKu Napo.)

Jleknst Ne §

Tema 2.2. Cpeocmea 31eKmponHOIl ROORUCH.

CpeacTBa 21eKTpOHHOH noAnucH. Ha3HaueHHe 3JIEKTPOHHOI
noanucd. CoctaB 3eKTpoHHOH moanucH. CrocoObl MonyveHHs
cepTHOHKATOB. MexaHH3M 3JIeKTPOHHON MOANMCH. AJITOPUTMBI
xemmpoBaHHsi. DopMHMpoBaHHE BJIEKTPOHHOH moanucu. Buapl
3JIEKTPOHHOM MOATHUCH.

MeTtonuueckue
yKazaHus

*3amuTa oTUeTa
o nabopaTopHOH
pabote Ne 3

OcH. nurt.: [2], [5], [6].

Hon. nmt.: [1], [4], [5]),
[6].

*KoHTpOsbHOE
TECTHPOBaHUE
Nel

10

JlaGopaTopuas pabora Ned

Paboma ¢ Henmpom ynpaeaenua dezonacuocmoro. Ilpumenenue
Hu@posoii nodnucu K 6a3am OGHHBbIX.

(3naxomcmao co cnocobamu 3quyumul ungopmayuu,
peanusogannuvimu 6 CYBI] Microsoft ACCESS. Honyuenue Hasbikos
pabomul ¢ Llenmpom ynpasrenus bezonacrocmero 6azvl OaHHBIX.
Coszoanue camosasepsiowe2o cepmudurama ROMOWBIO CPeOCM8d
SelfCert. Hloonucanue 6azvl OaHHBIX NPOZPAMMHBIM CROCOGOM.)

MeTtoguueckue
yKazaHus

*3amura oT4era
o yabopaTopHo#
pabore Ne 4

11

Jleknusa Ne 6

Tema 2.3 Kpunmonpoeaiioepst.

[lonsTue xkpunTonpoBaiinepa. I3BecTHble KpUNTONpOBaiAEpHL.
IporpammHoe cpeacTBo Kpunrtorpadu4ecKoi 3auThl HHGOPMaLHK
«Kpunronposaiinep Avest CSP» (kpunronposaiinep AvCSP) 3A0
«ABECT».

Ocu. yut.: [2], [3], [5].

Jon. nur.: [1], [4], [5],
[61.

*KonumponwvHnan
paboma Nel

12

JIaGopaTopuan padora NeS

Opzanuzayua 3auqumet 6az oannsix ¢ CYB/] Microsoft Access.
(3naxomcmeo co cnocobamu 3auumel ungopmayuu 6 6aze OaHHbIX
Ha npumepe CYE]] Microsoft Access. [Tonyuenue nasbixos napoivroi
sawgumel 6Azbl OAHHBIX.)

MeTtoauuyeckue
yKazaHus

*3alMra ot4era
1o naboparopHoii
pabore Ne 5
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2

Paszgen 3 IlporpaMMHo-annapaTHble  CpeacTBa  CeTEBO#  3aLIUTHI
nngopmanmm.

13

Jlexuusa Ne 7

Tema 3.1. Mexccemesgslre IKpanol.

Texnonoruu mexcereBbix 3KpaHOB. [ToHATHE MeXCETEBOro IKpaHa.
Knaccudukaums mexcereBbix 5kpaHoB . Ctpyktypa H  QyHKUMH
MexceTreBoro  3kpaHa.  OcobeHHOCTH  (PYHKUHOHHUPOBAHHA
MEKCETEBBIX JKPaHOB Ha pa3jIMYHBIX YpoBHAX Moaesu OSI
[MoyiuTHKa MEKCETEBOro B3aHMO/ICHCTBHSL.

OcH. nur.: [1], [2], [3],
51

Jom. mur.: [4], [8], [11],
[15].

bnun-omnpoc

14

JiaGopaTtopuan padora Ne6

Llugposanue (SSL) coeounenun mexncoy dpayzepom u cepeepHsim
npunodceHuem.

(Buakomemeo ¢ ocHogHeimu ceoticmeamu npomoxoaa SSL, euoamu
SSL-coedunenus, dgycmopouneti SSL-aymenmugpuxayueis u sudamu
wughposarus.)

MeTonuueckue
yKa3aHUs

*3anura oTuera
no nabopaTopHo#
pabote Ne 6

15

Jlekuus Ne8

Tema 3.2. llpozpammuste u
Medccemegie IKPaHbl.
ITporpaMMHBIe KW TPOrpaMMHO-AIMApaTHBIE MEKCETEBBIC SKPAHBI.
IlepcoHanbHble U pacrpenenieHHbIe MeXceTeBble SKpaHbl. [IpobiemMbl
0€30MacHOCTH TPaJHLMOHHBIX MEXKCETEBLIX JKpaHOB. [lokaszaTtenu
3aLIUIIEHHOCTH MEXKCETEBbIX PKPAHOB.

RDOCPAMMHO-annAapamHbsie

Ocu. nmr.: [1], [2], [3],
[5].

Hom. nut.: [2], [4], [8],
[117, [15].

bimn-omnpoc

16

JlaGopaTopnas padora Ne7

Hacmpoiaka cucmemsr npedomepawenua émoprcenuii (IPS)
(3nakomcmeo ¢ npoyeccom Hacmpouxu umen xocmos, IP-aopecos
unmepgeticos u naponei On 0ocmynda. 3HAKOMCMEO ¢ HACMPOTUKOU
CIAMUYECKOU Mapuipymuzayuu.)

MeToanueckue
YKa3aHus

*3awmra oTuera
1o nabopaTopHoit
pabote Ne 7

17

Jexknus Ne9

Tema 3.3. Ilpozpammusie U npozpammmuo-annapammsle CUCHIEMb]
00HapydceHus emopriceHuil.

Cuctembl  oOHapyxeHuss  BropokeHuii. [loHsaTHe — cuUcCTeMbl
obHapyxeHUs BropkeHUH. CrpykTypa CcHCTeMbl OGHapyXeHHs
BropkeHuidl. Knaccuduxauus cuctem OOHapyXeHHS BTOP>KEHHH.
MeTtons! 06HapyxkeHUst cUTHATYp. MeToibl OOHapyKeHHs aHOMAJTHIA.
[pobnembl  Ge3onacHOCTH cHcTeM OOHApY>KEHUS BTOPIKEHHIA.
Pa3pepTriBaHHe cucTeM oOHapykeHHs BTOpxeHHit. TpeGoBaHus K
cucTeMaM oOHapy keHHs BTopxkeHui. [IporpaMMHBIe U MPOrpaMMHO-
annaparHble CUCTeEMbl OOHAPYKEHUS BTOPKEHHH.

Och. nut.: [1], [2], [3],
(51, [7].
Hon. nur.: [4], (8], [9],
[11], [15].

*KonTponbHoe

TECTUPOBAHUE
Ne2
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18

JlabopaTopnast pabora Ne8

Hacmpoaka cucmemst npedomepauienun emopycenuii (IPS)
(Hacmpoiixoit IPS ¢ nomowwio Cisco 10S CLI, nposepkoii na
pabomocnocobrnocms IPS. Beimonnenue cuenamyprozo u
sspucmuyeckozo ananuza. Obnapyicenue anomanui.)

MeTtoauueckue
yKazaHus

*3ammyTa oTyera
no sabopaTopHoi
pabote Ne 8

Pasnen 4 [IporpaMMHo-annapaTHble  CpeacrBa  3alMTLI  OT
BPEIOHOCHBIX 1IPOrpamMm

19

Jexmusn Nel

Tema 4.1. Bpedonocrnoe npozpammuoe obecneuenue.

[lonsarue BpeaoIiocIoro NPOrpaMMHOro obecneyeHus1.
Knaccudukauus  BpeJOHOCHOTO  MPOrpaMMHOrO  OOECHeYeHUs..
Komnsiotepubie Bupycel. TposHckue nporpammbl. CeTeBble YepBH.
HanMeHnoBaHne BpeJOHOCHOTO MPOrpaMMHOro 00ecreyeHusl.

OcH. mut.: [1], [2], [3].

Hom. nur.: [6], [10],
[11], [12], [19].

biu-onpoc

20

JIaGoparopuas pa6ora Ne9.

Pennuxayus 6aswt oannsix. Pezepeuposanue u pacnpedenenue 6az
OaHHBIX.

(3HaKoMCmME0 ¢ OCHOGHBIMU CROCOBAMU pentuKkayuu 6asbl OAHHBIX,
pesepsuposanus u pacnpedeienue 6az OaHHbIX.)

MeToauyeckue
yKa3aHHs

*3auTa oT4eTa
o J1abopaTopHOi
pabote Ne 9

21

Jlexknua Nell

Tema 4.2. Memoost u cpedcmea 3awiumsl OMmM  8PEOOHOCHBIX
npozpamm.

IlpysHakn  BO3MOXHOro  3apaxeHus. MeToabl  OOHapyKeHHs
BPEIAOHOCHLIX mporpaMMm. Buabl  aHTUBHUPYCHBIX  MPOTpaMM.
Knaccudukauus 3allUIIEHHOCTH CPEACTB AHTUBUPYCHOM 3alUMTHI
UHpOpMaLK. AHTUBHPYCHBIE NPOTPAMMBI U KOMIIIEKCHI.

OcH. nut.: [1], [2], [3].

Hon. aut.: [11], [12],
[18].

*KoHTponbsHOE
TECTUPOBAHUE
Ne3

22

JlabopaTtopnas padora Nel0

3awuma om amax muna eénedpenuna SQL-xooa.
(3naxomcmeo ¢ mexnonoz2uell U NPUHYUNAMU NPOBEOCHUS AMAKU
sneopenusn SQL-xooa.)

Meroauyeckue
yKa3aHus

*3ammra otyeTa
no nabopatopHoi
paborte Ne 10

Pasnen S IIporpamvuo-annaparsbie cpeacTsa 3alMThI 623 JaHHbIX

23

Jlekuns Nel2

Tema 5.1. Peanuzayus 3augumvi 6 nexomopwix CYB/].

IOpunnueckas 3ammura  aBTOpCKMX nNpaB Ha 06asbl JaHHBIX.
Pennukanus 6a3pl naHHbIX. PesepeupoBanue W pacrnipenenenne 6a3
JaHHbIX. PesepBHOe KomupoBaHHE W BOCCTaHOBJIECHHE 0a3 NaHHBIX.
3amuTa oT arak Tuna BHeapenne SQL-koxa.

OcH. mur.: [1], [2], [3].

Hon. mut.: [17].

baui-omnpoc
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LS

8

24

JlaGoparopuas paGora Nell
Pezepenoe konupoeanue u 6occmanosienue 6as OAHHbIX.
(3naxomcmeo ¢ eudamu pe3epeHoc0 KONUPOGAHUS U CXemMamu

pomayuy. Hanucanue cxpunmos O1s pezepauposanus 6a3vl OQHHbIX
Ha omoenvrom HDD.)

\S]

MeTtoauueckue
yKazaHus

*3amura oTyera
o nabopaTopHOH
pabore Ne 11

25

Jdexnusa Nel3

Tema 5.2. Kpunmoepaghuuecxue memoow! 3auyumut oannvix ¢ CYB/].
IIndposanne (SSL) coenunenus Mexay Opay3epoM H CEpBEPHBIM
npuioxeHueM. Ataku man-in-the-middle (MITM). Hludporanue
(SSL) coeauHeHus mexay cepBepHbiM npwioxeHuem u CYBJI.
OtkazoycToHuMBBIH M BbICOKOHArpy>keHHbiid knacrep u3z CYB]I
(MySQLCluster).

Ocn. awur.: [1], [2], [3]-

Hon. nut.: [17].

*KoutponsHoe
TECTUpPOBaHUE

Neq

26

Jlabopatophas paGora Nel2

Amaxu MITM. Hlugposanue (SSL) coeounenun medxncoy
cepeeprvim npunodicenuem u CYB/J

(Buaxomcmeo ¢ mexuonozueii amaxu man-in-the-middle (MITM).
3uakomcmeo ¢ wacmpoiikamu  coedunenuss  SSL medxncoy
npunosxcenuem u CVE/]. Bumoanenue ananuza sauwjuiyeHnocmu
KAHALA ¢ nOMowbio tepdump.)

MeTtoauueckue
yKazaHus

*3anra oTyera
no sabopaTtopHou
padote Ne 12

Paszaen 6 3amuTa nudopManny B TEXHHYECKHX KAHAJIAX YTEUKH

10

27

Jexkuns Nel4

Tema 6.1. Texuuueckue Kananst ymeuxku uHhopmayuu
Knaccudukauusa TeXHHUUYECKHMX KaHAIOB yTeUkM HHQoOpMaunu.
ITonsTre peueBoro curnana. Kanansl yTeuku peueBoi akyCTHYECKOM
vHbopmaiun. O61Me cBeeHUs O IpUpoae ¥ PU3UUECKHUX CBOMCTBAX
3ByKa. Mexanu3Mbl peuyeoOpa3oBaHMs M CIyXOBOH aHaJIA3aTop.
XapakTepHCTHKH peuu: NOHATHOCTb, pazbopUHBOCTH,
HaTypajbHOCTh, KauecTBO. CBEJIEHUs 0 HEKOTOPBIX METO/IaX OLIEHKH
pasbopYHBOCTH PEYH.

OcH. nut.: [1], [4]).

Jon. nur.: [3], [14],

[19].

biuu-onpoc

28

Jexnusa Ne 15

Tema 6.2. O630p mexHUUECKUX CPeOCME HeZIACHO20 CbemMa
aKycmuueckoit uHopmayuu

HeobxonumocTsb TEeXHUYECKOH 3aIINTHI uHpopMaHHU.
KnaccupMkalus TeXHHYECKHX CpEACTB CbemMa aKyCTHYECKOM
vHdopMaLMu. 3ailaouHble ycTpoiicTBa. TeXHHYecKHe cpeacTBa
JUCTaHIMOHHOIO cheMa HHpopMauuu. TexHu4eckue cpeAcTBa cheMa
MHOPMALIUH C JIMHUH CBSA3H.

OcH. nur.: [1], [4].

Jon. nur.: [3], [14],

[19].

*KoHTpoJibHOE
TECTUPOBaHUE
Ne5
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JlaGopaTopnas paGora Nel3
Meponpuamusn no s1A61€1UI0 KAHAN08 YMEYUKU UHPOpMAYUU.

(3HakoMCmEO ¢ peclameHmoM NPOGeOCHUA CREYUATbHBIX NPOBEPOK,
CREeYUATbHBIX 00CTIe008AHUN, CREYUATHHBIX UCCACO08AHUIL.)

Jla6opaTtopHnas paGora Nel3
Meponpusamusn no éviA61eHUI0 KAHAN06 yMeUKU UHpoOpmayu.

(3HAKOMCMEBO C pe2lamMeHmOoM NPOEeOeHUs CREYUATbHBIX NPOBEPOK,
cneyuanbHbix 06c1e008aHUN, CREYUATBHBIX UCCACO08aNUIL.)

Mertoauueckue
YKa3zaHus

*3awmra oTyera
1o abopaTopHOii
pabote Nel3

30

Jekuus Ne 16

Tema 6.3. Texnuueckue cpedcmea 3aujumsi peueol UHMHOPMaAUUL.
Turnel TexHu4eckux cpeacTB 3awuThbl HHGopMaumu. [lomaBuTenu
3aMMCHIBAIOILMX YCTPOlcTB. OGHapy)uTeNnH 3akamy(IMpOBaHHBIX
KaMep. YCcTpoicTBa sl aKTHBHOH 3aUIMTHI peueBoi HHGOPMAaLHH OT
YTEUKH [10 aKyCTHU4E€CKOMY Y BUOPAaLIIOHHOMY KaHaJaM.

OcH. qur.: [1], [4].

Hon. nmut.: [3], [8], [14],
[19].

*Konmponvhasn
padoma Ne2

31

Jleknua Ne 17 -

Tema 6.4. Memoourka u nopaook npoeeOeHUAs MEPORPUAMUIL NO
SHIAGACHUIO U UCCIICO08AHUIO KAHAT08 YMeUKU UH(OPMAUUL.
AtrecTanius o0bekTOB MHOOpMaTH3aLMH. MeTonMka W MOPSNOK
NpOBeAEHUsT MEPOTPUATHI MO BBIABICHUIO U HccaeaoBaHuio KYH.
CrieuuasibHble [POBEPKH. CrneunanbHele obcnenoBaHus.
CrieupanbHble  HccienoBaHus. MeToaWKa OLEHKU — CIIOBECHOM
pazbopurBocTy peunt W.

OcH. surt.: [1], [4].

Hon. nur.: [3], [4], [8],
[14], [19].

*KonTponsHoe
TECTUPOBaHUE
Ne6

32

JlaGopaTopnasi pabGora Nel4

Ouenka nepeuiHbsIX NPUSHAKOE INEMEHMOB PeUeo2o CUZHANA.
(Bnakomcmseo ¢ MemoOUKOU OYeHKU IMOHKOU  CMPYKmypol
UHDOPMAYUOHHBIX NPUSHAKOSG INEMEHMO8 PeYes020 CUSHAIA.)

JlaGopaTropHas paGora Nel4
OuyeHKa nepeudHbIX NPUSHAKOB IIEMEHN06 PeYesozo CUZHAA.

(3HaxomMcmeo ¢ MemoOUKOl OYeHKU MOHKOU CIPYKMYPbl
UHPOPMAYUOHHBIX NPUSHAKOG INEMEHMOB PEeHe8020 CUSHAA.)

MeTtonnueckue
YKa3aHus

L

*3ammra oTyera
1o jabopaTopHOH
pabote Ne 14

33

JlabopaTopHas paGora NelS
Boinoanenue konmponvHozo 3a0anun.

Meroauyeckue YKa3zaHud

*KoHTponsHOE
3a/laHHE

Bcero (68 1uacoB)

34

34

* MEPOIIPUSITHA TEKYIIEI'O KOHTPOJISA
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3aIIUTHI HHOOPMAILIHH ¥ IPOTOKOJIaM NepeIadn JaHHBIX B KOMIBIOTEPHBIX CETAX : yueGHoe mocobue
/ M. B. Borunos. — Mypmanck : MI'TV, 2018. — 110 ¢. — ISBN 978-5-86185-968-4. — Tekcr :
3JIEKTPOHHBIH // JIaHb : 31eK~pOHHO-OUOITHOTEUHAS CHCTEMA.

3.Tonmukos, A. M. 3amuTa vHbOPMALIMK OT YTEUKH TI0 TEXHHYECKHM KaHalaM : yueGHOe
nocobue : [16+] / A. M. I'onuxos ; Tomckuit ['ocyaapcTBEHHEBIM YHUBEPCHTET CHCTEM yIIPABICHHUS
U panuodaeKTpoHuku (TYCVYP). — Tomck : Tomckuil rocyrapCTBEHHBIH YHHBEPCHTET CHCTEM
yHIpaBJICHHs H PaTHOINIEKTPOHHUKH, 2015. —256 c. : cxeMm., Tabi1., ui1. — PexxuM gocTyna: no moammucke.

. /'/ ’ ,,'7 s . /// . g ’
4,(;//44(, Ce & /S
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— URL: https://biblioclub.ru/index.php?page=book&id=480636 (nara obpamenus: 04.09.2022). —
bubnuorp.: ¢. 213. — TekcT : 2iIeKTPOHHBIH.

4, [lonozos, H. JI. IlporpaMMHBble CpeACTBa 3alUThl MHGOPMAIMH: KOHCIEKT JEKIHuH /
H. JI. Jlono3os, T. A. 'yibrseBa ; HoBocubupcekuii rocy 1apCcTBEHHbIM TEXHHYECKUH YHUBEPCUTET. —
Hosocutupck : HoBocHOUpPCKHIT rocylapCTBeHHBIN TeXHH4YEeCKUH yHusepcuter, 2015. — 63 c. :
CXeM., WL - Pexxum JOCTyMa: no MOJIITHCKeE. -
URL: https://biblioclub.ru/index.php?page=book&id=438307 (nata obpamenus: 11.09.2022).
bubnuorp. B kH. — ISBN 978-5-7782-2753-8. — TeKCT : 271€KTPOHHBIMN.

5.Kazapun, O. B. IlporpamMHo-ammapaTHble CpeICTBa 3alIUTHl HHGpOpMaLuH. 3aluTa
nporpaMMHoro odecrieueHus : yueOHHK u npakTHkyM Uit By3os / O. B. Kasapun, A. C. 3a6a0ypuH.
— Mockga : M3narensctBo FOpaiit, 2022. — 312 ¢. — (Broicuiee oopa3oBanne). — ISBN 978-5-9916-
9043-0. — Tekct : anexTpoHHblt / OOpa3oBarenpHas mnatgopma KOpalT [cait].

6. Kouapamuua, M. B. Pynanosckuii ; Hayu. pen. B. Y. ABepueHkoB. — 5-¢ Hu3A., cTep. —
Mockpa : ®JIMHTA, 2021. — 224 c. : wi, cxeMm. — (OpraHu3anuss U TEXHOJOTHS 3allUTHI
nadopmarn). — Pexxum noctyna: mo mommucke.

7. Kpakosckuit, JO. M. Metoas! 3atuTel nHGopMauuu : ydyedHoe nmocobue qis By3os / 10. M.
KpaxoBckuii. — 3-e uzn., nepepad. — Cankr-Ilerepbypr : Jlanb, 2021. —236 c. — TekcT : 21neKTpOHHBIH
// JlaHb : 3IeKTpOHHO-OUOIOTECYHAs CHCTEMA.

8. Kpeonanos, B. B. TexHuueckue cpeicrsa u MeToapl 3amuThl HHpopManuu: y4yeOHO-
npaktndeckoe nocodoue / B. B. Kpeonanos. — Mocksa : EBpazuiickuii oTkpbITbI# HHCTUTYT, 2011, —
278 c. - Pexxum JIOCTyMa: no ITOJIITUCKE. -
URL: https://biblioclub.ru/irdex.php?page=book&id=90753 (natra ob6pamenus: 04.09.2022). -
ISBN 978-5-374-00507-3. — Tekct : 91eKTpOHHBIH.

9. Huxugopos, C. H. Metoap! 3amuTel HHPopMaunu. 3almra OT BHEIIHHX BTOPXKECHHUH :
yueOHoe nocobue nis By30B / C. H. Hukudopos. — 3-e usg., crep. — Caukr-IlerepOypr : Jlaus, 2020.
—96 c. — Tekcr : onekTponHs!i // JlaHsb : anekTpoHHO-OMOIIMOTEYHAs cUCTeMA.

10.  IIpoxoposa, O. B. Mudopmanmonsass 0e30macHOCTh M 3ammra HHGOpPMAIMH |
yueOnuk / O. B. [Ipoxoposa. — 2-e uzn., ucnp. — Cankr-IlerepOypr : Jlaus, 2020. — 124 ¢. — Teker :
3NIEKTPOHHBIH // JIaHb : 311eKTpOHHO-0HOIHOTeUHAsS CHCTEMA.

11. ITymxapés, B. B. 3amuTa nadopMaltnoHHBIX IPOLECCOB B KOMITBIOTEPHBIX CHCTEMaX
: yuebHoe nocobue / B. B. Ilviukapés, B. I1. Ilymkapés. —Mocksa : TYCVYP, 2012. - 131 ¢. — Teker :
JNIEKTPOHHBIH // Jlanp : 3JIEKTPOHHO-OUOTHOTEYHAS cucTeMa. - URL:

https://e.lanbook.com/book/4925 (nata obpamenus: 04.09.2022). — Pexxum xoctyna: 1jis aBTOpH3.
I10JIb30BaTEIICH.

12. Cepreesa, 10. C. 3amura HHpOpMaIK: KOHCIEKT JICKIHH : ydeOHOe mocobue : [16+]
/10. C. Cepreesa. — Mocksa : A-ITpuop, 2011. — 128 c. — (Koncrnekt nexuuii. B moMorus ¢ty 1enTy).
Pexum JlocTyna: o ITOIIIACKE. -

URL: https://biblioclub.ru/index.php?page=book&id=72670 (matra oOpamenus: 04.09.2022). -
ISBN 978-5-384-00397-7. — TekCT : 3JeKTPOHHBIA.

13, Cucremsl 3amMThl HHOPMALIMHU B BELYLLIHX 3apyOeKHBIX CTpaHax : ydeOHOe rocobue
:[16+] / B. 1. ABepuenkos, M. 1O. PeiTos, I'. B.

14, Twuros, A. A. Texnuueckue cpeicTBa 3auMThl HHPOpManuK : yuyebHoe mocobue /
A. A.TuroB. — ToMck : TOMCKHil TOCYNApPCTBEHHBIH YHHBEPCHTET CHCTEM YIPABICHHUSA H
pagdosniektponuky,  2010. - 194 c¢. - Pexum jocTtyma: o MOJIHCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=208661 (nata obpawenus: 04.09.2022). —
TexcT : aneKTpOHHBIH.

15.  Tymb6uuckas, M. B. 3amura nHdpopmaIuu Ha NpeANpUsITAY : yueGHOoe ocodue / M.
B. Tymb6unckas, M. B. IlerpoBckuii. — Cankr-IlerepGypr : Jlaus, 2020. — 184 c. — TekcT :
9NIEKTPOHHBIH // JlaHb : 31€KTPOHHO-OHOIHOTEYHAS CUCTEMA.

16.  3ammTa KomnsroTepHoit nHGopManun : ydedHoe nocobue / E. C. Bonnapes, B. M.
Bacrokos, I1. P. I'pymeBckuit, O. B. Ckynsibuna. — Canxr-ITerepOypr : BI'TY, 2019. — 146 c. — Tekct
: 3JIEKTPOHHBIH // JIaHb : 3JIeKTPOHHO-OUOIHOTEYHAs CHCTEMA.

17.  OcHOBBI NOCTPOEHMs 3AIMLICHHBIX 0a3 JaHHBIX: JJAOOPATOPHBIA IMPAKTHKYM :
y4eOHoe nocobue : [16+] / aBT.-coct. JI. JI. ['ycera ; MUHHCTEpCTBO HAYKH U BBICIIErO 00pa3oBaHus
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Poccuiickoit denepanun, Cerepo-Kapkasckuii penepanpHblit yHHBepcuTeT. — CTaBponons : CeBepo-
Kapkasckuit ®enepanshpiii yuusepcuteT (CKOY), 2018, — 120 ¢. © un. — Pexum gocryna: 1o

moamucke. — URL: https://biblioclub.ru/index.php?page=book&id=563264 (nata obpauieHus:
27.11.2022). — bubnuorp. B KH. — T€KCT : 3JI€KTPOHHBII.
18.  [IporpamMMHoO-anmaparHble CPEACTBA 3alIUTHl MHPOPMAIUHU : y4eOHO-METOIMIECKOE

noco6ue / C. W. Illtepenbepr, A. M. I'enbdann, 1. B. Peoxakos, P. A. ®@arxytaunos. — CaHKT-
ITetep6ypr : CIIGI'YT um. M.A. Bonu-Bpyesuua, 2017. — 98 c. — Tekcr : anexTpoHHsIii // Jlans :
3NEKTPOHHO-0HOIHoTeuHas cuctema. — URL: https://e.lanbook.com/book/180093 (nara ob6pamenus:
04.09.2022). — Pexxum goctvna: Ui aBTOPU3. [IOJIb30BaTENEH.

19.  Texumueckue CpeACTBAa pPaJHOdICKTPOHHOH 3alUTBl : y4eOHoe Imocobue /
B. B. Cmupnos, JI. b. Kouun, C. A. Ilesuwes, A. C. Crykanosa. — Cankr-IletepOypr : BI'TY
«Boenmex» um. J[.®. Yerunosa, 2020. — 62 c¢.— TekcT : 3eKTpoHHBIH // JIaHP : 37IEKTPOHHO-
oubmnoreynas cucrema. — URL: https://e.lanbook.com/book/172218 (zara oOpamenus: 04.09.2022).
— Pexxum noctymna: ajist aBTOpH3. MOJI30BaTeNeH.

20.  TameubGaym, D. Kommbtotepuble cet = Computer Networks / [mepeBoa c¢
aHrmmiickoro A. I'pe6enpko3]. — 5-¢ usnanue. — Cankr-IlerepGypr : Ilutep, 2021. — 955 c.
21. d®omun, JI. B. Hudopmanmonsas Oe3zomacHOCTh M 3amuTa HHGOpMALUU:

CHELUAIN3MPOBAHHBIE ATTECTOBAaHHBIE MNpPOTPaMMHBIE M IPOTPAMMHO-AIAPATHBIE CPEICTBA !
Mmeronuueckue ykaszanus / J. B. ®omun. — brnarosemenck : AmI'Y, 2017. — 240 c. - Tekcr:
3NIEKTPOHHBIH // Jlanp : 3NIEKTPOHHO-ONOINOTEUHAs cucrema. - URL:
https://e.lanbook.com/book/156494 (nata obpamenus: 04.09.2022). — PexxuMm foctyna: Ajst aBTOPH3.
MOJIb30BATEIEN.

I'OCTw1

1. ISO/IEC 27001:2013 Information technology — Security techniques — Information security
management systems — Requirements.

2. ISO/IEC 27002:2013 Information technology — Security techniques — Code of practice for
information security controls.

3. Knaccudukaius BpenonocHeix mporpamm / Caiit Jlabopatopun Kacmepckoro. URL:
https://www.kaspersky.ru/resource-center/threats/malware-classifications (mata  oOpailleHuUs:
05.06.2022).

4. CTB 34.101.1-2014 VUndopmMariioHHbIe TEXHOJOTHH U Ge30macHoCcTh. KpuTepuu OleHKH
Oe3onacHOCTH MH(POPMALMOIHBIX TexHooruil. Yacts 1. BRegeHue u obmas Mozens.

5. CTB 34.101.2-2014 NrdopManroHHble TEXHOJIOTHH U Ge30nacHOCTh. KpuTepuu olieHKH
GesomacHOCTH MH(pOpManKOHHBIX TexHonorud. Yacte 2. OyHKIHOHAIBHBIE TpeGOBaHUA
6e30macHOCTH.

6. CTb 34.101.3-2014 UndopmarinonHsie TexHONMOTHH U Ge3omacHocTh. Kpurepun oueHku
6e3omacHOCTH HHGOPMALMOHHBIX TexHotoruii. Yacts 3. [MapanTuiinbie TpeGoBaHUs GE30MACHOCTH.

7. CTb 34.101.8-2014 NHdopManmoHHBIE TEXHOJIOTHH. METOABI B CpeacTBa 6€30MacHOCTH.
IIporpaMMHBIE M IpPOrpaMMHO-aNIapaTHBIE CPEICTBAa 3aIIHUTHl OT BO3JEHCTBUS BpPEIOHOCHBIX
IIPOrpaMM H aHTHBHUPYCHbIE IPorpaMMHEIe cpeacta. ObIHe TpeGoBaHuU.

8. CTb 34.101.78-2019 «HudopmanuonHble TEXHONOTHH H 0(e30macHOCTs. [Ipoduis
HHPPACTPYKTYphl OTKPHITHIX KITHOYeii,

9. CTbh 34.101.79-2019 «HnpopmanoHHbIe TE€XHOJIOTUH %4 6€3011aCHOCTb.
Kpunrorpadudeckne TOKEHED»;

10. CTb 34.101.80-2019 «MHbOpMaHOHHbIE TEXHOJIOTHH U Oe30MmacHOCTh. PacimupeHHnble
3NEKTPOHHBIE UPPOBBIE TOMITHCHY;

11. CTb 34.101.81-2019 «MHpopManHoOHHbIE TEXHOJOTHH H 6e30macHOCTh. [IpOoTOKOJIBI
CITy>KOBI 3aBEPSHUS JAHHBIX)Y;

12. CTb 34.101.82-2019 «MHpopMannoHHBle TEXHOJNOTHH H Ge30macHOCTh. [IpoTokoin
IIOCTAHOBKH LITAMITa BPEMEHNY.
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3akonnl Pecny0iukn benapyce

1. 3axon Pecniy6nuxu benapycs ot 19 uronis 2005 1. Ne 45-3 «O06 anekTpocBs3uy.

2. 3akon PecryGnuku Benapycs ot 9 Hosops 2009 r. Ne 59-3 «O paruduxanmn
CorjaieHusi O COTPYIHHMYECTBE B CO3JAHHM TOCYAAapCTBEHHBIX HH(POPMALMOHHBIX CHCTEM
aCIIOPTHO-BH30BBIX JOKYMEHTOB HOBOT'O MOKOJIEHUS M NAJbHEHIIIEM UX Pa3BUTHHU U UCIIOJIL30BAHUH
B rocynapctBax — yyactaukax CHI».

3. 3akon Pecnydnukn benapych ot 28 nexabps 2009 r. Ne 113-3 «O06 3nexkTpoHHOM
JOKYMEHTE U 3JICKTPOHHOU JTUDPOBOH MOITHCHY.

4. 3akon Pecnydnuku benapyce ot 19 utong 2010 r. Ne 170-3 «O rocynapCTBeHHBIX
ceKpeTax».

5. 3akoH Pecnydmuku Benapyce or 10 HosiOps 2008 r. Ne 455-3 «O6 undopmaruy,
uHpOpMATU3AMH U 3allUTe HHPOPMALIUNY.

6. 3axon Pecnydnuku bBenapyck ot 7 mast 2021 r. Ne 99-3 «O 3amurte nepcoHaIbHbBIX
JIAHHBIXY.

DJIEeKTPOHHBIE Pecypchbl:

1. International Organization for Standardization (MexnynapogHas OpraHu3zanus
Cranpaptusanun). [OnektpoH, pecypce]. — Pexxum mocryna: http://www.iso.org (http://www.iso.ch).
— Jlata noctyma: 19.03.2022.

2. AnmnapaTHele aIrOpUTMBI  IJEKTPOHHBIX KIoYeH — CHCTeMBl [POrpaMMHO-
anmapaTtHoOd 3allUTHl KOMITAHHHM AKTHB. OJekTpoHHble kmoun Guardant Stealth. Internet-
pecype (Www.novex.ru).

3. FocynapctBennblii  kxomMuTer 1o cranjgaptusaimun  Pecnybnuku — Benapyce.
[Onextpon, pecypc]. — Pexxum nocryna: http://www.tnpa.by. — Jlata gnoctyna: 19.03.2022.

4. Munucreperso cBsi3m U uHpopMatuzanuu PecnyGunuku bBemapych. [Dnextpow,
pecypc]. — Pexxum noctyna: http://www.mpt.gov.by. — Jlata noctyna: 19.03.2022.

5. Hay4Ho-uccnenoBatenbCKuil  MHCTUTYT TEXHHUYECKOH 3alOuThl  WHGOPMAIHH.
[Onextpon, pecypc]. — Pexxum mocryna: http://www.niitzi.by. — Jlata nocryma: 19.03.2018.

6. HammonaneHelii npaBoBoif mopran Pecnybmuku benmapycs. [OnexTpon, pecype]. —
http://www.pravo.by. — Jlate nocryma: 19.03.2022.

7. HaunoHaubHEIM LNEHTP MHTENNEKTyalbHOH COOCTBEHHOCTH. [DNIEKTPOH, pecypc]. —
PexxuM moctyma: http://www.belgospatent.org.by. — Jlata noctyna: 19.03.2022.

8. OneparuBHo-ananuTHyeckuii ueHTp mnpu Ilpesunente PecmyGmuku Benapyce
[Onextpon, pecype]. — Pexxim mocryna: http://oac.gov.by. — Ilata gocryna: 19.03.2022.

9. Cucrema nmnensupoBanus NetHASP — C. TIpysmeB «JluneH3upoBanue

IporpaMMHOro obecriedeHus B ceTsx» Internet-pecype (www.aladdin.ru)

Ilepevenb KOMNBLIOTEPHBIX NPOrpamMm:

1. Hcnonesyrotes naketsl: MatLab, Mathcad, (110601 s3vix npozpammuposanus C++,
C#, Java), Microsoft Visio, Oracle, MySQL, Microsoft Server, VMWare/VirtualBox.
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NEPEYEHD JJABOPATOPHBIX 3AHATUN

Jlabopamopnasi  paboma  Nel llpynuynel, TOBBILAIOWKE  CTOWKOCTh  MAPOJIbHBIX  METOJ0B
OTIO3HAHUSL.

Henb paGoThl — MCTIONB3YSE METOJMKY BLIOOpA OTNTHMANBHLIX I1aPaMETPOB NAPOJILHOH CHCTEMBI
3alIUATBL ONPEACITUTL MUHUMATLHO HEOOXOMMYIO JUIMHY TapoJisl, YIOBJIETBOPSIOILYIO 3aaHHBIM
yenosusim. OnpeaesieHue BEpOSTHOCTH 11000pa NMaposis 3J0yMBIIIEHHUKOM ¢ NMEpBOH IONBITKY
(32 » OMBITOK); BEPOATHOCTH MOAOOPa 11apoJist 3a BpeMsl YKa3aHHOe BpeMsl; BEPOSITHOCTH TOsIBIIEHH
JBYX OJIMHAKOBBIX TIApOJIel nipu 00TIeM KOTMUECTBE CYObEKTOB.

Jabopamopnas paboma Ne2 Oripejiesienune TpeOyeMoit BEPOATHOCTH NPABUIILHOIO OIIO3HAHMSA I
OMOMETPUUECKHX CPEJICTB ay TEHTH(HKAIIHH.

Llenib paboThl — ONpeAesieHrue BepOSITHOCTH 11000pa ayTeHTH(UKATOpa ¢ TEPBOM NOMBITKM Ui
cpeacTBa ay TEHTH(GHUKALMK: 110 OTIEUATKY HaJbla ITPH 3a/JaHHbIX YCJIOBHAX; 0 00pasLy rojoca npu
3aJJaHHBIX YCIOBUSAX; 110 PALYKHOU 000J0UKE I11a3a MPY 38/IAHHBIX YCIIOBUAX.

Jlabopamopnas paboma Ne3 Kpurrrorpaduiueckue METO/IbI 3alLUThI JAHHBIX B 0a3aX JalHbIX.
[lesib paboThl — H3YUUTH OCHOBHBIC KPHITOFpaUUecKue METOIbl 3allUThl JaHHBIX U BBITOJHHUTH
XPpaHEHHE [1apoJist ¥ [IPOBEPKY Hapoist.

Jlabopamopnas paboma Nod Pabora ¢ llentpoM ynpamneHus Oe3omnacHocThio. [IpuMeHeHHe
nudpoBoii noanvcu kK 6azaM JaHHBIX.

[lenib paboTHI — H3yUEHHE HOBBIX BO3MOXKHOCTEH U CIIOCOOOB 3aIMUTHI HHPOpMaLUHU B 6a3e NaHHBIX,
peain3oBaHHBIX B HOBBIX Bepcusix B CYB]J] Microsoft Access. IlomyueHne HaBBIKOB paboOTHI €
LlenTpom ympasineHus GezonacHocThiO 0a3bl maHHBIX. Co3maHue camMo3aBepsIoNIero cepTudukara
nomopio cpenctBa SelfCert. I[Toanucanne 6a3pl JAHHBIX MTPOTPAMMHBIM CIIOCOOOM.

Jlabopamopnas padoma Nes Opranuzanus 3amutsl 6a3 qanHeix B CYBJ] Microsoft Access.

Llene paboTLl — M3yuHuTh CrOCOOB! 3amuThl HHGOpManuu B 0ase maHHbIX Ha mpumepe CYB]I
Microsoft Access. [lomy4yeHne HaBBIKOB NApONBHOI 3alIUTHI 6a3b] JaHHBIX.

Jabopamopuas paboma Ne6 [lludposanue (SSL) coennuenus Mexay Opay3epoM H CEepPBEPHBIM
MPHIOKSHUEM. _

Llenb paboTbl ~ M3YYHTH OCHOBHBIC cBoWcTBa nporokona SSL, Buasl SSL-coemmHeHus,
JABYCTOPOHHIOK SSL-ayTeHtu(uKaiuio U BUIbI IUPPOBAHHUS.

Jlabopamopuas padoma Ne7 Hactpoiika cucteMbl npenoTBpalieHus Bropxeduii (IPS).
Henp paGotel — Hactpoiika mMen xoctos, IP-anpecoB uHTepbeicoB M maponei mis IOCTyMA.
Hactpoiika craTiueckoit MapipyTH3aIMH.

Jlabopamopnas padoma Ne§ Hactpolika cucteMs! npenoTpamnieHus Bropxkenuit (IPS).
[lens pa6oter — Hactpotika IPS ¢ momonusio Cisco IOS CLI, nposepka Ha paGoTocnoco6HOCTh IPS.
CurnatypHblif aHanm3. OBpUcTHYECKH aHanu3. OGHapyKeHHE aHOMAJIHI.

Jlabopamopuas padoma Ne? Perumikauns 6a3bl ganHbIX. PesepBupoBanye u pacripejenenue 6a3
JTAaHHbIX.

Llese pabOTBI — HM3YUHTh OCHOBHBIC CIOCOOBI peruMKauMu 0asbl JAHHBIX, pe3epPBUPOBAHHS U
pacnpenesiende 0a3 JaHHbIX.

Jabopamopnas paboma Nel?) 3ammta ot arak Tuna seapenus SQL-koa.
e paGoThl — M3YUHMTH TEXHOJIOMMH M TPHHIMIBI TIPOBCICHUS arakd BHeapeHus SQL-koxa.
[IpoananuzupoBath CHOCOGBLI 3aALHTHIL.
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Jabopamopunasi paboma Ne! [ Pe3epBHOC KOIHPOBAHNUE U BOCCTAHOBJIEHHE 0a3 JaHHBIX.
Llenb [2&60Tbl ~ W3YUHUTb BU/Ibl PC3CPBHOTO KOIMUPOBAHNUA ¥ CXCMbl DOTALIMHA. Hamucars CKPHIITBI JJTA
pe3epBUpOBaHus Oa3bl JJaHHBIX Ha oT/ie/ibiom HDD.

Habopamopnas paboma Nel2 Araxn MITM. HIudposanue (SSL) coennnenus MexLy cepBepHbIM
npunoxennem 1 CYB/I.

Lenp pa®oThl — u3yuuTh TexHoyoruio araku man-in-the-middle (MITM), nactpouts coeaunenue
SSL mexay npwioxkenrem v CYbJ] ¥ BbUIONHMTE aHAIW3 3AUIMIICHHOCTH KaHala ¢ MOMOIILIO
tcpdump.

Jlubopamopuas padoma Nei3 MeponpusITHs IO BEIIBICHHIO KaHAJOB YTEUKH HHGOPMAIIHH.

Llenb paboTh! — M3yUHTh HA3HAYCHHE M PErVIAMEHT IIPOBEJICHUS CIICHHUALHBIX 1IPOBEPOK; U3YUHTh
HA3HAUYECHUE M PEeIVIaMEHT [POBEJCHHs CHENWAIBHLIX O0CICAOBAHMI;, M3YUNThL HA3HAYECHHE M
PErTaMENT IIPOBEJIEHUS CIIC IHANbHBIX UCC/ICIOBAHHH.

Jlabopamopuas padoma Nei 4 OueHka nepBUUHbIX TPU3HAKOB 2JIEMEHTOB PEYEBOI0 CHTHAA.
Llenr_paGoThl — poBECTU OLCHKY TOHKOH CIPYKTYPbI HHOOPMALMOHHBIX IPH3HAKOB JJIEMEHTOB

PEUEBOI0 CHrHasa.

Jlabopamopnas paboma Nei 3 Boinoanenue konmpoiso2o 3a0anusl.
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INEPEYEHD BOITPOCOB /UIS ITPOBEJAEHUS 3AYETA

Kakue crasut nepea coboil mean U 3axayn auciuHa «[Iporpammuo-anmnaparaeie n TC
3N?

JlaiiTe moHsTHE HHPOPMALIIOHHOH CHCTEMBI.

Yto Takoe 6e30MacHOCTh MH(POPMALOHHOM CHCTEMBI?

Kakne cymectBytoT Metosl 1 C3U?

JlaiiTe MOHATHEC OPraHM3allHOHHBIM METO/IAM M CHCTEMaM 3aIllUThl HHpopMauun?

JlaiiTe IOHATHE HHKEHEPHO-TEXHMYECKUM CHCTEMaM 3aIlUThl HHpopMauu?

Yto mnoapasyMeBacrcs IMOJ KPUNTOTpaQUIECKUMH METOAAMH M CHCTEMaMH 3allUThI
uHpopManuu?

YTo OTHOCAT K IPOrPaMMHO-AMIAPATHEIM CUCTEMaM 3aiuThl HH$opManuu?

Y1o moHHMAETCs TOJ MOHATHEM MOJENb MOJIMTHKU 0e30MacHOCTH (MOJEJb yNpaBJIeHHUs
JOCTYIoM)?

Kakast ocHOBHasI Lenb MOJICNH yTIpaBJIeHUs JOCTYTIOM?

Haiite onpeneneHne NOHATHS JOCTYH K MH(POpMALIH.

JlaiiTe onpeneneHue NOHATHS PaBUIa pa3rpaHUYeHus AOCTyNa.

Jaiite onpenenenne NOHATUAM 0OBEKT U CyOBEKT AOCTYMA.

Yro Takoe HeCaHKIIMOHUPOBAHHBIA T0CTYI K HHpOopManuu?

Kakne BaM U3BECTHH MOJEH YIPABIIEHUS JOCTYIIOM?

Pacckaxxute 006 0COGEHHOCTAX MaHAATHOW MOJIENU YIIPABJIEHHUS JOCTYIIOM.

Pacckaxxute 006 0COOGCHHOCTSX JUCKPEMOHHON MOJEINH YIIPABIEHHUS JOCTYTIOM.
Pacckaxute 06 0COOEHHOCTSIX HEAUCKPELIMOHHON MOJIEIIH YIIPABJICHUS JOCTYIOM.
Pacckaxxute 0 nepBoil MoJeIN NOJUTHKH 6€30acHOCTH, IPUMEHHUMOM 111 KOMIIbIOTEPHBIX
CUCTEM. )

Yro noHMMaeTcs Mo CUCTEMOI pa3rpaHUUYeHUs J0CTyoM?

OcobeHHOCTH cHCTEM pa3rpaHU4eHust JOCTYMA, OCHOBAHHBIX Ha KOHUEMIUM AucIieTYepa
JocTyTa.

VYkaXuTe OCHOBHBIC TPEOOBAHHUS K PeIH3AllMK AUCTIeTYepa IOCTya.

B geM cyIHOCTh KOHUENIMK AUCTIETYEpa A0CcTya?

Yro noapazymeBaroT noja 6a3oit TaHHBIX 3aIUTHI?

Yro Takoe cucteMHeI xkypHan? Ero ocHoBHOe HazHaueHue?

C kakoii nenblo HCIICIIb3yeTCs OJIOK OUUCTKH TaMSATH?

Kaxue onpenendioT nokasaTenu 3alMIIEHHOCTH OT HECAHKIIMOHUPOBAHHOTO A0CTYIa?
Jaiite onpeneneHue NOHATUAM CHCTEMA U DJIEMEHT.

Kakue Bpigensior knaccrl 3amuineHHoctd CBT?

Yo OTHOCHUTCS K CPENCTBaM JIOBEPCHHOM 3arpy3Ku?

VYKajKuTe THIIbI CPEACTB TOBEPCHHOH 3arpy3KH.

IIpusenute npumeps! cpencTs noBepeHHON 3arpysku. [IpuHIMOBI X paGoTHI?

Ipuseaure kaaccupUKALUIO CHCTEM 3aAIUTHI.

ITpuBenuTe npumeps: nonyaspHeix poccuiickux C3U or HCJI.

[IpuBeaure npumeps: nomyJsipHeIx 3apyoexusix C3U or HCJI.

Jaiite onpeaenenne 41eHTHGUKAINY.

Jaiite onpenesienue ayTeHTUDUKAIMH.

JlaiiTe onpeaeneHus JIOHATUSIM aBTOPU3ALIUSL U aJIMHHUCTPUPOBAHUE,

Yro Takoe naposbHas 3ampTa HHGOPMALMH OT HECAHKIIMOHUPOBAHHOTO A0CTyNa?
YKaXnuTe OCHOBHBIE HPUHLIUIBI [TAPOJIbHOM 3aIMUTHI HHOPMAIIMH.

YKaKuTe BO3MOXKHOCTH 00X0/1a MapoJIbHOMN 3aLIUTEL.

Kak noBeIcHTB 3()(eETUBHOCTL HAPOJBHON 3aIIUTHI?

YKaKuTe JOCTOMHCTBA U HEIOCTATKH MApPONBHOU 3alIUTI.

Bunp! naponeii.

Ilpusenute Mepy KoJMYECTBEHHOH OIEHKM CTOMKOCTH IApOJIBHBIX cUcTeM ((opmyna
AHJepcoHa).

Kaxk onpenensiercss BEposiTHOCTH 10100pa napois?
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89. UTo OTHOCAT K CPEACTBaM JICKTPOHHOH momucu?
90. KakoB0O 0CHOBHOE Ha3HAYEHUE HJICKTPOHHON NOANHUCH?
91. Yto BXOAHUT B COCTAB DJICKTPOHHOMN IMOANUCH?
92. Kakue cyuiecTByIOT Cl10c0o0bI TOTy4YeHHs CepTU(HUKATOB?
93. IlpuBeute 0cOOEHHOCTH MexaHu3Ma GOPMUPOBAHUS ITEKTPOHHOM MOIITUCH.
94. Yo npeacrapaseT coO0i anropuT™Mbl XEIUPOBaHHS?
95. Kak ocymecTriserca npouecc GOpMUPOBAHUS 3JIEKTPOHHOHN OANUCH?
96. IIpuBeauTe NpuUMEpPH! BUIOB YIEKTPOHHOH TOAMUCH.
97. laiiTe TOHATHE KpUNITONpoBaiep?
98. KakuM ycjoBHAM HE YJOBIETBOPAET BCTPOEHHBIH KpuntonpoBaiaep Microsoft Base
Cryptographic Provider?
99. IlpuBenyTe NpUMEPHI H3BECTHBIX BaM KPUIITOIIPOBAHAECpPOB.
100. Yro Bam u3BecTHO 0 kpunrtonporaiinepe AVEST CSP?
101. VYkaxure H3BECTHLIC BaAM METOJIbI CETCBOM 3aIUTH HHPOPMAIUH,
102. OcoGennocru cranpapra ISO/IEC 7498 orkpsitoit ceteBoit moaenu OSI (Open Systems
Interconnection model).
103. Yro Takoe MexcereBod sKkpaH? Kakue OCHOBHBIE 3a1a4yM BBINOJHSIOT MEKCETEBBIE
3KpaHbl?
104. Kakue ucnosib3ymwT CXEMbI MOIKIIOUECHHS MEXKCETEBBIX IKpaHOB?
105. TlpuBeauTte xiaccHPUKAIMIO MEKCETEBBIX IKPAHOB:
— 10 cioco0y peanu3allui;
— [0 OXBATy KOHTPOJMPYEMbIX IOTOKOB JAHHEIX;
— I10 HCIOJIB3YEMOH TEXHOJIOIHY;
— 110 (yHKIMOHHMPOBAHUIO Ha YPOBHSAX ceTeBoi moaenn OSL
106. IlpusBenute cTpykTypy MeskceTeBoro 3kpana. Kakue OCHOBHBIC ()YHKIIUH BBITOJTHSIOT
MEXKCETEBbIE 3KPaHbl?
107. B 4eM 0CHOBHOH HENOCTATOK CXEMBI €IMHON 3aIMTHI JIOKATBHOU ceTr?
108. B yem OCHOBHOE IPEUMYIIECTBO CXEMBI C Pa3/eIbHON 3aIUTON 3aKPBITOH M OTKPHITOM
nojaceren?
109. TyHHenupoBaHue.
110.  VYkaxure Kakne BO3ZHHMKAIOT IpoOieMbl 0€30IIaCHOCTH KOPIIOPAaTUBHOM CETH [pH
HCI0JIb30BaHUM TPAIUIIHOHHBIX MEXCETEBbIX S9KPAHOB.
111. TlokasaTeny 3alAIIEHHOCTH MEKCETEBBIX SKPAHOB.
112.  Knaccel 3aUIIEHHOCTH MEXKCETEBBIX IKPAHOB.
113. IlpuBeauTe NpUMepsl IPOrPaMMHBIX M HPOrPaMMHO-AMNAPATHBIX MEXKCETEBBIX DKPAHOB
M UX [IPUMEHEHHE.
114.  Kaxkue cBenenns npejcraieHsl B CTh 34.101.75-2017 UudopMauMoHHbBIE TEXHOIOTUH.
CucreMbl 06Hapy KEHUS U IPeOTBpaLlleHUs BTopskenuii. O0une TpeGoBanus?
115.  Jla#iTe nonsATHe cHCTEMbI OOHAPYIKEHUS BTOPKEHHA.
116. OcHoBHOE Ha3HauyeHHE U (HYHKIMH CHCTEM OOHAPYIKEHHS BTOPIKEHHIA.
117. IlpuBenure CTPYKTYpPY CHCTEMBI OOHAPYKEHUS BTOPIKEHHIA.
118. IlpuBenuTe KnaccupUKaLUIO CHCTEM OOHAPYKEHUS BTOPIKEHUM,
119.  PacckaxuTe, YTO TaKoe CHTHATypa M KakHe MeTOAbl OOHApyXXEHHs CUTHATYp BaM
U3BECTHBI?
120.  JlaiiTe nonaTre oOHapyKeHUs aHOManuu. Kakue MeTOIbl OGHApYKEeHHs aHOMAIUI BaM
U3BECTHBI?
121.  IIpobrembl 6€30MaCHOCTH CHCTEM OOHAPYIKEHUS BTOPKECHUIA.
122.  PassepreiBaHHE CHCTEM 0OHApYIKEHHS BTOPIKECHHIA.
123.  Kakue npeapssisior TpeOoBaHUs K CHCTeMaM 00Hapy KeHHs BTOPXKEHHN?
124. IlepeuncnuTe M3BECTHBIE BaM MNPOTPaMMHBIE M TMPOTPAMMHO-aNNApaTHbIE CHCTEMEI
oOHapy»eHa BTOPXKECHUH.
125. JIna xakux nened npumeHstotrcs nporpammbl: Microsoft Network Monitor, IP Sniffer,
Ethereal?
126. Jlalite moHsATHE HAESHTU(DUKAIIHY.
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[IpuBennTe KiacCHGHUKALIMIO CUCTEM HACHTH(QUKALMY U ay TEHTHOHKALHKH.
DJIEKTPOHHBIC CHCTEMbI HACHTH(UKAIMH H ay TCHTU()HKALHMH:
— iButton (Touch Memory);
— KOHTaKTH>Ie CMapT-KapThl;
— PpaaAMOYacTOTHBIC HACHTHU(PHUKATOPEI,
— OecKOHTaKTHBIE CMapT-KapThl;
— USB-ximounu.
OCHOBHBIE JTOCTOMHCTBA OMOMETPHUECKHX METO/IOB HACHTH()UKALNN U ayTeHTHUKALNH B
CPaBHEHHUH C DIIEKTPOHHBIMHU.
Pacckakute OCHOBHBIE 3Tallbl Pa3BUTHS OMOMETPUMU.
YTo JIeXHT B OCHOBE OHOMETPHUECKON HACHTH(UKAIIH U ay TCHTHQUKAIN?
YTO OTHOCHUTCS K CTATUYECKUM OMOMETPUUECKUM IIPH3HAKAM.
Oco0eHHOCTH CUCTEM ay TeHTHU(UKALUY 110 OTIIeYaTKaM MaJIbLEB.
Bub1 NaKTHIIOCKOITHYECKUX CKaHEePOB.
JIaKTHIIOCKONIMYECKHE CKAHEPDI (OIITHYECKHUE).
JIaKTHIOCKOIIMYECKHE CKaHEPH! (EMKOCTHEIE).
JIaKTHIIOCKOTIMYECKHE CKaHephI (paii04acTOTHEIE).
JlakTuiockonnyeckue ckaHeps! (JaBIeHH).
JlakTumockonuyeckue ckanepsl (yJIbTPa3ByKOBEIE).
JlakTHII0CKONUYeCKHE CKaHephl (TEMIIEpaTypHBIE).
CucreMbl ay TeHTUQHKAIIUN TIO y30py paayKHOH 000JI0UKH Ii1a3a.
Cucremsl ayTeHTH(HKAIUY 10 CeTYATKE Tiasa.
CucreMs! ayTeHTH(GHKAIMH IO TEOMETPHYECKOH (popMe PYKH.
CucteMbl ay TEHTUQHKAIUY 10 TCOMETPHH JIUIIA.
Cucremspl ayTeHTUQUKAIIUY 1O TEPMOTPAMME JIUIIA.
Jnnamuueckue OMoMeTpHUUeCcKHe IPU3HAKH.
CucrteMbl ay TEeHTU(DHKAIIH 110 TOJIOCY.
CucteMbl ayTeHTU(HKALMH 110 JUHAMUKE PYKOIIHCHON MO/IICH
JlaxTrinockonuyeckne CKaHeph! (aBJiICHAs).
CucteMsb! ayTEHTH(GHKAIMH 110 «KJIABHATYPHOMY TIOYEPKY».
Ouenka > dextuBHecTH Onomerpudeckux CUA (mapamerpsl FAR (False Acceptance Rate),
FRR (False Rejection Rate)).
MyneridakropHas ayreHTH(HUKANKSA, €€ IPUMEHEHHE.
KoMOunupoBaHHbIe {(MYIbTUMOIAILHBIC) OHOMETPHUYECKHUE CHCTEMBI.
Cucrems! Ha Oase paanoyacToTHBIX HaeHTHHKaTopoB U USB-kimoyeit.
Cuctemsb! Ha 0aze rMOpH/IHBIX CMapT-KapT.
ITpusenuTe knaccudrKaLuio cpe/ICTB KPUITOrpadhUIeCKOi 3alMThl HHQOpMAaIuL.
YT0 BaM U3BECTHO O CUMMETPHYHBIX KPUIITOTpaPUUECKHX CHCTEMaX?
KakoBpl 0COOEHHOCTH NPAKTHUYECKOTO NMPUMEHEHUs] CUMMETPUYHBIX KPUIITOrpadUUYecKux
cucrem?
IIpuBeauTe NpUMEph: ACUMMETPHYHBIX KPUMITOTPA)UUECKUX CHCTEM.
B d4em 3akmo4alorcsi OCOGEHHOCTH MPAKTHYECKOTO TIPHMEHEHHS aCHMMETPHYHBIX
KpunTorpaguueckux cucrem?
[IpuBenuTe NpUMEpB! IIPUMEHEHMS KPUNITOTPadhUUECKUX CUCTEM 3alllUThl HH)OPMALIUH.
Ilepeuncnure 0OCHOBEBIE HOPMATHBHBIE IOKYMEHTHI OHCHIBAIOLIHE OCHOBHBIE TPEOOBAHUS K
CpeACTBaM KpUIITOrpadpuueckoit 3amuTel HHGopMannu B Pecrrybmuke benapycs.

. IlpuBeauTe mpUMeEpH! MPOrPaMMHO-ANIIAPATHBIX CPEICTB KPUITOTPAQUUECKON 3alUThI

uH(bOpMaIIHH.

VKaxuTe 0COOEHHOCTH NPOTPAMMHBIX CPEIICTB KPUNITOTpadHUeCcKO 3aIUTH HHPOPMAIHH.
YKakuTe 0COOEHHOCTH IIPOrpaMMHO-aNIapaTHBIX CPEACTB KPUNTOrpaGHuecKol 3aliuThl
uHpopManuu.

YKaxuTe 0COOEHHOCTH aNNapaTHBIX CPEACTB KPUIITOrpahUIecKOU 3aIuThl HHQOPMAIIUH.
ITpuBequTe NpUHIMITHAIBLHOE OTIHYHE aNapaTHBIX OT porpaMMHo-anmnapaTHeix CK3U.
Hpusennrte npumeps nonyaspasix CK3U.
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127. JlaiiTe MOHATHE ay TEHTU(DHUKALUN

128. Uro Takoe MOXHO OTHECTH K CpelcTBaM ay TeHTU(QUKaLHUU?

129. Kakue cymecTByIOT TP Kjacca ONO3HAHUA?

130. VYkaxute 0COOEHHOCTH METOAOB OMO3HAHUS HAa OCHOBE Pa3IMYHBIX IPUHIIUIIOB.

131. TlpeumyrecTBa # HEIOCTATKH CXEMBbI apoJiel OAHOKPATHOI'O MCITOJIE30BAHHS.

132. TlpeumymiecTBa ¥ HEAOCTATKH JUHAMHUYECKH H3MEHSAIONIET0Cs IapoJIs.

133. Urto OTHOCST K METOAAM MOAUGMUKALIUY CXEMbI IPOCTHIX MapoJieii?

134, VYkaxuTe OCOOEHHOCTH METOJA «3arpoc-0TBeT». BapHaHTHl peanu3aluM AaHHOTO
MeTos1a? JIOCTOMHCTBA U HEZOCTATKU?

135. YTo OTHOCAT K METOAY «PyKOMOkaTHa»? YKaXuTe €ro 0coOCHHOCTH. [IOCTOMHCTBA H
HeJOoCTaTKu?

136. Ilepeuncnure U3BECTHBIE BaM METOABI 3aILUTHI OT KONIMPOBAHUA MarHUTHBIX KapT.

137. C xaxkolf LENbIO BBINIONHACTCS HAHECEHHWE MArHWUTHOrO €0 OOBIMHOTO THIAa IOBEPX
BTOPOTI'O CJIOsI ¢ 60JIe€ BHICOKOM KOAPIUTHBHOM CHIIOH NP U3TOTOBJICHUU MarHUTHBIX KapT?

138. B kakux cuTyauHsx ynoOHO HCHOJIL30BaTh MOCTOSTHHYKO MarHUTHYIO Pa3METKYy JIEHTHI
(MeTon «BIAXXHOH pa3MEeTKI»)?

139. Urto npeacraiser coOol anekTpoHHBIH Kitou? Ero ocHOBHBIE fOocTOMHCTBA?

140. Yto OoTHOCAT K OHOMETpUYECKHM cuUcTeMaM ayTeHTH(ukauuu. Kakue BBIENsoT ABE
KaTerOpUH YKa3aHHBIX METOI0B?

141. Yro nexxuT B OCHOBE METO/1a OMO3HAHUS 110 OTIIEYATKY Majibua?

142. Yto nexuT B OCHOBE METOJIa ONO3HAHUS CYOBEKTa 110 ULy ?

143. Uro neXUT B OCHOBE MeTOJIa ONIO3HAHUS CYyOBEKTa M0 pady>KHOH 0o0oJouke riaza?

144. Y10 nexuT B OCHOBE METO/IA OIIO3HAHUS 110 00pa3ily rojoca?

145. Y10 oTHOCAT K noka3zaTessiM 3G HEeKTUBHOCTH CPENICTB ayTeHTH(HHUKAIIUN?

146. Kax oneHuBaIOT nokaszarenb d3QGEKTHBHOCTH CPEACTBA ay TEHTADUKAINN?

147. Kak onpemenuTs BepOSTHOCTh IIPaBHJIBHOTO OIIO3HAHHS CYOBEKTa CpEICTBOM
ayTeHTUdUKaIK?

148. Kax onpenenute BEpOSTHOCTh  INPOMYyCKa  «UyXXOro» CyOBeKTa  CpeACTBOM
ayTeHTHQuKauu?

149. VkaxuTe NPUHIMIIBL, MOBBIIAIOMIHE CTOHKOCTD MApOJbHBIX METOMOB OIO3HAHUA?

150. B 4em 3akirouaeTcst OCHOBHAS HIes IPHHIIMIIA MAKCUMATIBHOTO IPaBaonono6us?

151. B 4em 3akmroyaeTcs OCHOBHAs WS NPHHIMIIA OTPaHHYEHUS MOMBITOK MPH ONO3HAHUK
cyObekTa?

152.  OcobeHHOCTh MPYHIMINA HUKIHYHOCTH MPH OMO3HAHHH CyOheKTa?

153.  Kak onmpeaenuTs BEPOITHOCTH MOA00pa MAPOJIS C EPBOM MOMEBITKH?

154. Kak onpeneiauts BeposTHOCTE noadopa PIN-koza ¢ nepBoii onsITku?

155.  Kak onpenenuts BeposITHOCTE oadopa OUTOBOTO KJIkOUa ¢ MEPBOM ITONEBITKA?

156. B uem 3axmrodaeTcs NPUHLIKI OTPaHUYCHHUS MOMBITOK IIPH OMO3HAHUHA CyObexTa?

157. Kax onpenenuTs BeposTHOCTH nmoaGopa napoJis 3a k monerok?

158. Kak onpenenuts GezonacHoe BpeMst AeHCTBUS HapoJIs?

159. Kakx ompeneuTh BEpOATHOCTD 10A00pa MapoJist 3a 6e30macHoe BpeMs €ro AeHCTBUA?

160. Kak omnpemenutp TpeOyeMyl0  BEPOSTHOCTH  INPABHIBHOIO  ONO3HAHMA IS
OGuoMeTpUYecKHX cpeAcTB ayTeHTH(GHUKanun? OCHOBHBIE OAXOMBL.

161. Kaxne uMeroTcs U3BECTHBIE CPEICTBa Ay TEHTU(GUKAIINH 110 OTIEYATKY Maapua?

162. Yro rtakoe munHyiusa? Korza BO3HHKaeT MHHYLHS THIIA «OKOHYAHHE» MalUUISPHOU
nuHuu? Korna Bo3HHKaeT MUHYLHS «pa3(BOCHUE) MAIHIUIAPHON JTHHHH?

163. Kakne HMEIOTCS H3BECTHBIE CPEICTBA Ay TEHTH(UKAIMK 10 00pasily ronoca?

164. Yto MOHUMAOT MOA MATpPHIIEH OJIH30CTH?

165. Kakue HMEIOTCS H3BECTHBIE CPEJICTBA Ay TeHTH(hUKAIIHH TI0 PadyKHOH 060J104Ke ri1asa’?

166. Pacckaxute o MeTogax obecrneueHns KOHPUACHIMATLHOCTH JaHHEIX.

167. 1ludpoBaHne NaHHBIX ¢ HEIBHBIM 3aJaHUEM KITFOUA.

168. T'me MOXeT XpaHMTbCS KitoueBas HHGOpMAUMs, HCIONB3yeMas Ui IHQPOBAHHA
JTaHHBIX?

169. HasBaTb cTamiu BoccTaHOBIICHHS 0a3bl JAHHBIX.
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170. TlepeuncmuTh MPUYHHBI YTEPU HHPOPMAIIHH.

171. IlepeunciauTh BUBI pE3€PBHOTO KOMMPOBAHUS.

172. IlepeyncauTh CXEMBI POTALMH.

173. Kaxoii koMTianueli 1 B KakoM roay 0wl paspaboTta kpunrtorpadudeckuit mpotokon SSL
(Secure Socket Layer)?

174. Kakxumu 3nemMeHTamMu nporokoia SSL obecneuynBaeTcs 3allUIICHHbBI 0OMEH JaHHBIMHU?

175.  Yro Takoe meHTp ceprudukanuu CA (certificate authority)?

176. HasoBute Hanbosnee momy IsipHbIe HEHTPHI CePTHOUKALIAH.

177. Hazosute Buabl SSL-coeauneHus.

178.  Yrumura tcpdump, ee 0cOOEHHOCTH HCHONIB30BAHMU [UIA IEPEXBaTa M aHAJIH3a CETEBOTO
Tpaduka.

179. Uro taxoe HTTPS?

180. Yro Takoe MITM-araka (Man-in-the-Middle)?

181. Kaxosa uenp araku Man-in-the-Middle?

182. B uem 3akmrouaercs araka Man-in-the-Middle?

183. UYro takoe MitD-ataka (Man-in-the-Disk)?

184. Kaxosa nenp ataxu Man-in-the-Disk?

185. B uem 3aimouaercs ataka Man-in-the-Disk?

186. MosxHo nu, ucnoaszys HTTPS-coenunenye, 3aiiuTHTCSA OT aTaku?

187. Jlnsa xakux meieH MpUMEHSIOTCA mporpamMmel: Microsoft Network Monitor, IP Sniffer,
Ethereal?

188. OOBACHHUTH NPHHUUIBI TPOBEICHUS aTaku BHeApeHus SQL.

189. OOBACHUTH BHEJJPEHUE KOJIA B CTPOKOBBIE [TAPAMETPBHI.

190. OO6wsacHuTh ucnonp3osanne UNION.

191. OmnucaTh METOAUKY NPOBEICHUS aTaky Tulla BHeapenue SQL-kona.

192. Kakue MeTOMBI 3aIUTHI OT aTak THNA BHeapeHne SQL-koaa Bel 3HaeTe?
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OPI'AHU3ALIUS CAMOCTOSTEJBHON PABOTBI CTYJIEHTOB

OG6yuenne pucnumuigHe «[IporpamMmuo-annapaTHple M TEXHHYECKHE CPEICTBA 3aALLHUTHI
MH(QOPMALKEY IPEANOJIaraeT Pealu3alHio CISAYOIHX GOPM CaMOCTOATENBHON PabOThI CTYICHTOB:

— npopaboTKa KOHCIIEKTA IeKLUil U yIeOHOH THTepaTyphl;

— W3Y4YCHHUE NEYATHBIX NCTOUYHUKOB 110 TeME JAUCLHIUIMHEL,

— U3Yy4eHHE MPOdeCCHOHATBHBIX MEKTPOHHBIX PECYPCOB 10 TEME JUCUMILIUHBL,

— M3y4eHHE BOIPOCOB ISl CAMOKOHTPOJIS;

— MOATOTOBKA K AayJUTOPHOMY BBIIOJHEHUIO Ja0OpaTOpPHBIX paboT (IpedBapUTEIbHOE
3HAKOMCTBO C METOAMYECKMMH YKa3aHWSIMH, IPOrpaMMHBIM OOCCIEYCHHEM, BapHaHTOM
HHIUBUIY ATHOTO 33JaHHs M0 pabote);

— pelIeHue WHAMBHAYAIBHBIX 33/1a4 IPH MOJATOTOBKE K 1a00paTOPHBIM 3aHSTHIM;

—MOATOTOBKA K 3ammuTe JIabopaTopHbIX paboT (odopmiieHHe OTYETA MO WHAMBHIYATHBHOMY
BapUaHTy 3aJIaHus, 3allUTa PE3yJIbTaTOB paboThl U JEMOHCTpAIMK CTEIICHH OCBOCHHS HABBIKOB M
YMEHHH [0 KOHKPETHOH TeMme);

—yriIyOnéHHOE M3YYEeHUE OTACTIBbHBIX TeM YYeOHOH NHCLUIIMHBI Ul MOAIOTOBKU K YCTHBIM
oIpocaM;

— W3y4E€HHE OCHOBHOH M JIOTIOJIHUTENILHON JTMTEPaTyphl B Mponiecce MOATOTOBKH K aHAIU3Y U
pelIeHHUI0 TPOOJIEMHBIX 337124, pealTU3alliH TEMEHTOB UCCIICI0BATEILCKOH eI TeIbHOCTH,

— MOJATrOTOBKA K MUCHMEHHBIM KOHTPOJILHBIM paboTam;

—CHCTEeMAaTU3aLUs 10Ty YeHHbIX 3HAaHUH TIPH MOATOTOBKE K 3a4ETy.

VYcinoBua Ui caMOCTOSTENLHONH paboThl CTYACHTOB, B YacTHOCTH, JJISl Pa3BHTUS HABBIKOB
CaMOKOHTPOJI, CIIOCOOCTBYIOIINX UHTEeHCUPUKAINU 00pazoBaTeNbLHOrO npoiiecca,
o0ecne4rBaloTCs:

—~HCIIOJIb30BAHUEM «00JIaUHBbIX» TEXHOJIOIHH, B YaCTHOCTH 001a4HOr0 XpaHuuina ¢GpaiioBoro
XocTHHra koMnanuu Dropbox aist pa3MenieHus MaTeprualioB 10 JUCIHUILIHHE;

—HaJIMYMEM W KCIOJb30BaHMeM B obpasoBatenbHoM mpolnecce CIHO Moodle, noctynHoit
10J1630BaTelAM depe3 HTepHeT B moboe yao0Hoe [Uist HUX BpeMs,;

—HaJIMYHEM M HCHOJB30BaHHMEM B 00pa30BaTENIbHOM IPOUECCE OTKPHITHIX CHCTEM
AaBTOMATH3MPOBAHHOIO TECTHPOBAHMS TIPU HCIOJNB30BaHUM OECIUIATHOrO CepBHCa s Y4YeOHBIX
3aBeJICHUH, HEKOMMEPUYECKHX OpraHM3allMii ¥ ob30BaTeNel JINYHBIX akkayHToB Google — Google
Knacc, KoTopble 10CTyTHBI HONB30BaTEIsM Yepe3 MHTepHeT B 11060e yI00HOE I HHX BpeMS;

— HAJIMYHEM U MOJHOZA JOCTYHNHOCTBIO 3JEKTPOHHBIX BAapHAHTOB Kypca JeKIui H yueGHo-
METOANYECKHX YKa3aHUH 110 OCHOBHBIM pa3jieiaM AUCUMILINHEL

JonoaHuTeILHOE YHeOHO-MeTOAMYecKoe 0DecieueH e
CaMOCTOATENLHON padoThI CTYyAIeHTOB 04HOI (pOpMBI 00yUeHHS

1. Marepuansl, pa3memiéHHple Ha GecninaTHOM cepBuce IS yueOHBIX 3aBE/ICHU,
HEKOMMEPYECKHX OpraHM3allM¥ M IoJib30BaTeled JHYHBIX akkayHToB Google Kitacc Room
yHuBepcuterta: mudp kypca IFWF26K.

2. Meroauyeckne yKazaHHS K BBIOJHEHHIO JAGOpaTOpHLIX paboT MO AUCHUILIMHE
«[IporpaMmHoO-anmnapaTHble M TEXHHYECKHE CPEACTBA 3alUMThl WUH(POPMAMU» IS CTYIEHTOB
cnequanbHocTH 1-98 01 01 «KommbiotepHas GesomacHOCTb (IO HampaBJICHHSIM)», HANPaBJICHUS
crermanbHocTH 1-98 01 01-01 «KomnerotepHass 6e3omacHOCTh (MaTeMaTHYECKME METOIBl W
IIPOrPaMMHBIE CCTEMBI)».
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Coaep:kaHne caMoCTOSITETLHOH PadOTHI CTY/ICHTOB

Bun KoauyectBo
camocTosnTe/ibHO | TemaTnueckoe cogep’kaHHe M HCIOJIb3YeMble€ HCTOUHHKH qacoB
# paboThI
1 2 3
Tema 1.2 IIpocpammmno-annapammule cpeocmea UOeHmupuka-
Yuu u aymenmupurayuu.
[TaponsHas 3amuTa HHGOPMALIUU OT HECAHKIIHOHUPOBAHHOTO 2
nocryna. [ToBeinenne 3pPpeKTUBHOCTH NapOJIbHON 3alHUTHI.
OcH. aut.: [2], [3]. Don. nut.: [4], [5], [18].
Tema 2.2. Cpedcmea 31eKkmpoHHOU NOONUCHU.
AnroputMmsl xenmpoanus. DopMupoBaHue 31eKTPOHHOU
MIOJITUCH. 2
OcH. nut.: [2], [5], [6]. Hon. nur.: [1], [4], [5], [6]-
CaMoCTOATeNbHOE | Tor1g 3.3 [Ipocpavmmbie 4 npozpavvino-annapamivie
H3yHCHHC cucmemvl OOHAPYHCEHUS. 6MOPIHCEHUIL
OTIETbHBIX 5
BOIIPOCOB 110 CucteMb! oOHapyXeHUs BTOp>KeHHH. Metoapl 0OHapY )KeHUS
TeMaM curHaryp. Metoasl oOHapyxeHus anomanui. [IpoGremsl 2
THCIIHITTHHBL 0€3011aCHOCTH CHCTEM OOHAPY KEHHS BTOPXKEHHM.
TP MOATOTOBKE K | Ock. nw.: [1], [2], [3], [5]. Hon. nwr.: [4], [8], [9], [11], [15].
KOHTPOJBHBIM
paGoTam Tema 4.2. Memoowvi u cpedcmsa 3auiumvl 0m 6peO0OHOCHBIX
NPOCLaMM.
Mertoas! 06HapyKeHHs BPEIOHOCHBIX IPOTPaMM. ’
AHTH3HPYCHBIE IPOTPAMMBbI B KOMITJICKCHI.
OcH. aut.: [1], [2], [3]. Hon. amt.: [11], [12], [18].
Tema 6.2. O630p mexnuyeckux cpeOCm8 He2laCHO20 CbeMd
axkycmuueckoli uHgopmayuu.
Texnuyeckue cpeacTBa TUCTaHIMOHHOTO CheMa HHPOPMALIHH. )
Texnuveckue cpeacTra creMa HHGOPMALIUK C THHHI CBA3M.
OcH. nut.: [1], [4]. Hon. nur.: [3],[14], [19].
JlabopaTopnas paGora Nel
IprHusmiisl, [MOBBULAIOIKEC CTOUKOCTL MAPOJLHBIX METOI0B 2
OIO3HAHMSI.
JlabopaTopHasi paGoTa Ne2
IToroToBKa K Omnpeaciienne  TpebyeMoil  BEpOATHOCTH — MPABHIBHOIO 2
3aIUTe oTyeToB | OMO3MANMS JUIL OHOMETPHUCCKHX CPEICTB Ay TeHTHRUKALIMH.
1o naboparopHeiM | JlaGopaTophas paGora Ne3
pabotam Kpunrorpadguueckne Merojanl  3aldThl  JIAHHBIX B 0aszax 2
JAHHb X,
JlabopaTopnas pa6ora Ned PaGota ¢ LlenTpoMm ympaBinenus
6e3onacHocThio. [Ipumenenne umdpoBoit moamucu K Gazam 2

JaHHBIX.
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1 2 3
Jlabopatopnas padora NeS Opranuzanus 3amuTel 0a3 9
naHHbIX B CYBJI Microsoft Access.

JlabopaTopHas padora Ne6 llludporanne (SSL) coenunenns 7
ITonroroska x MeX1y Opay3epoM M CCPBEPHbLIM [IPHIIOKCHUEM.
3amuTe oTdyeToB | JlaGopaTtopHas  paGora  Ne7  Hactpoiika  cHCTEMBI 2
10 1abopaTOpHBIM | penoTBpanieHus BTopxkeruii (IPS).
pabotam JlaGopatopnas  pabGora Ne8  Hactpoiika  cucTemsl )
npeaoTBpainenus BropxeHui (IPS).
JlabopaTopnasn padorta Ne9 Pennuxanus 6a3nbl 5
Janusix. Pesepsruponanue u pacnpejenenue 6a3 JaHHbIX.
JlabopaTopHas pa6ora Nel0 3aiura ot aTak TUa BHEAPCHUS ’
SQL-koja.
JlaGopatopnas padora Nell PesepBHoe KOmHpoBaHWE WU ’
BoccTaionjenue 6a3 JAHHDIX.
JIaboparopunasi padora Nel2 Artaxu MITM. lludposanue 2
(SSL) coemnenust MeAy cepBepHbIM nipuntoskeHnem 1 CYBJL
JlaGopaTtopHasi padora Nel3 MeponpusTusi 10 BBIABICHUIO
KaHaJIOB YTeYKH HHGOPMALUH. 2
JlaGopaTtopHas pabora Nel4 O1uieHKa NCpBUUHBIX IPU3HAKOR ’
HIEMEHTOB PEUEBOI0 CHIHAJIA.
JlabopatopHasi paGora NelS Buinounenue ronmpoivioeo 2

3000115

BCEI'O

40
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KOHTPO.Ib KAYECTBA YCBOEHU A 3HAHUMI

KoHTpons kauecTBa YCBOeHMs 3HAHWH IPOBOJAUTCS B COOTBETCTBHM ¢ IlonoxeHumeM o
PENTHHTOBOM CHCTEME OIEHKH 3HAHU M KOMIIETeHIIM# cTyIeHToB (npukas pekropa YO III'Y Ne 294
ot 06.06.2014 (B penaknun, yTBepkaéaHo# npukasoM Ne 605 ot 17.11.2014) B popme TeKyIuero
KOHTPOJIsS U IPOMEXKYTOYHOH aTTeCTalluy.

MepomnpusTus TeKylero KOHTPOJIA MPOBOAATCA B TEUEHHUE CeMeCTpa M BKJIIOYAIOT B ceds
cnenyromue GopMbl KOHTPCIIS:

—ycTHas GopMa (0IHL-0IpocC Ha JEKLHUAX);

—nucbMeHHasA hopMa (TecTbl, KOHTPOJIbHBIE PAaOOThI, MUCbMEHHBIE OTYETHI 110 J1a00OpaTOPHBIM
paboTam);

—yCTHO-TUCbMeHHast popMa (0TUETHI O TabOPaTOPHBIM C UX YCTHOH 3aIUTON);

—TeXHH4YecKast popMa (ANMEKTPOHHBIE TECThI, BU3YAIbHBIE Ta00OpaTOpHbIE paboThI).

JlaGopaTopHble paboTH! IpeanosararoT BBINOJHEHHE U 3amuTy. llociennee maboparopHoe
3aHATHE B CEMecCTpe IIpeJyCMaTpUBaeT BBINOJHEHHWE U 3alUTy 3a4€THOM padoTel, a TaKxke
KOHTPOJIbHOE TecTHpoBaHHUe. [Ipu BBIMOIHEHUH Tab0opaTOpHBIX paboT BBHIAAETCS MHIWBUAYAIBHOE
3aganue. OT4€T no naGopaTopHO#l paboTe mpeAcTaBiseTcss B 3JIeKTPOHHOM BHue. ConepxaHue
oTuéTa: Ha3BaHHe pabOTHI, BAPUAHT 3aaHUs, aHAJIN3 3aJaHHs1, X0/l BBINIOHEHHsI pabOThl, OCHOBHEIE
U IIPOMEXKYTOYHBIE PE3yJIbTATHI, BBIBOABI IO padoTe. 3alunTta paboT NPOBOAUTCS UHAWBUAYAIBHO U
OLICHUBAETCs B COOTBETCTBHHU YCTAHOBJICHHBIMH MTPAaBUIIAMH.

PesynbraTr mexyweco xowmpons 3a _cemecmp OUCHHMBAaeTCS OTMETKOM B Oammax 1Imo
necaTHOa/UIBHOM IIKane U BBIBOJUTCS, MCXOIS M3 OTMETOK, BBICTABJICHHBIX B XOJ€ MPOBEACHHS
MEPONPUATHH TEKYLIEr0 KOHTPOJI B TEUEHUE CEMECTpa o cliefyromei hopmye:

_ (KTy + ...+ KT,) + (JIP; + JIP;5 ) + (KP; + KP,)

B (17 + n) ’

rae KT; + ...+ KT,, — oTmeTku, BbICTaBI€HHbIE MO pe3yJibTaTaM KOHTPOJBHOIO TECTUPOBAHHS,
N — KOJHYECTBO TECTOB;
JIP; + JIP;5 — OTMETKH, BBICTABJICHHBIE 110 PE3YJIbTaTaM 3allUT J1abOpaTOPHBIX paboT.
KP; , KP; — oTMeTKH, EBICTaBICHHBIE IO Pe3y/IbTaTaM KOHTPOJIBHBIX paboT.

T

Pe3ynbTaT TeKyWEro KOHTPOJS PACCUUTHIBACTCS KaK OKPYIIEHHOE CpefiHee 3HAYEHME.
Pesynprar MoxeT ObITH YBEJMUEH B COOTBETCTBHH C ILII. 6.8 U 6.9 [Tonoxenus.

ITpomexyTouHas aTTecTanus NpoBoauTcs B popMe 3auéra.
3auéT npoBoUTCA cornacHo [omoxkenuro.
3akiodeHue o 3auéme Gopmupyertcs o gopmyie:

3=k-T,

rae  k— BecoBOH KO3((PULUHEHT TEKYIEro KOHTPOJIS;
T — pesynbTar TeKy1IeTO KOHTPOIS 338 CEMECTP.
Becosoit xosddunrent k npuHuMaercs paBHbIM 1.

Ecnmu nomydennad otmetrka 3 < 4 6amioB, TO NPOBOAWTCA YCTHBIA 3a4éT OTAEIBHO IO
IpeCTaBIeHHBIM B IPOTPaMMe BOIIPOCAM.




30

XAPAKTEPUCTUKA UHHOBAIITMOHHBIX IOAXO10B
K IPENNOJABAHUIO YYEBHOU JUCHOUIIJIMHBI

OCHOBHBIE METOMBI (TEXHOJOrHH) OOydYeHHs, OTBEHAIOMIME LEeNsAM M 3ajadaM y4eOHOH
JUCLUTLIUHBL

- npobiemMaoe oOyueHue (MPoONEMHOE W3JI0KEHHE, BapHUAaTUBHOE WU3JI0XKEHUE),
pea3yeMoe Ha JEKLIMOHHBIX 3aHATHSX;

- yueOHO-UCCI2IoBaTeNIbckasd  JesITeNbHOCTh, peanu3alds TBOPUYECKOro MOAXOIa,
peanusyemble Ha 1ab0opaTOLHBIX 3aHSATHSX.

Hcenonp3yeMble TEXHOJOTHM OOYYEHHS M JMAarHOCTHKM KOMIIETCHIMH B MpEnojJaBaHUU
gucnuIuiiHel  «IIporpaMmHoO-anmnapatHble W TeXHHYECKHE CpeAcTBa 3allUThl HHPOpMaLUU»
peau3yroT MOJAXO0J, OCHOBAaHHBIH Ha MaKCHMaJlbHO BO3MOXXHOM HCIIONB30BAHUU BHYTpPEHHEH U
yueOHOM MOTHBAILIMH CTYACHTA, IPOSBIIAIOUICHCS B YETKOM IIOHUMAHWY UM 3HAYUMOCTH BCEX BUIOB
BBIMOJTHAEMBIX paboT, KaK C TOYKH 3pEHUS BaXKHOCTH IUI MPOGECCUOHAIBHOM MOATOTOBKH, TaK U €
TOYKH 3peHUs oleHMBaHUA. [lomxox mpeamnonaraeT HCMONb30BAHUE JJIEMEHTOB MPOOIEMHOTO
O0Y4EHHUsI U SJIEMEHTOB HCCJIENOBATEIbCKOH JEeSTETPHOCTH CTYAEHTOB B IMPOLIECCE ayAMTOPHOU
paboThl, a TaK)ke NPH BBIMNOJIHEHUH CAMOCTOSTENBHBIX paboT MpU IMOCTOSHHOM PEUTHHTOBOM
KOHTpOJE.

Ha nexunoHHBIX 3aHATHAX no aucuuruinHe «lIlporpaMMHO-anmapaTHble W TEXHHYECKHE
CpelcTBa 3aIUThl HH(OpMAUK» BO3MOXHO HCIIOJNB30BAaHHE 3JIEMEHTOB MPOOIEMHOr0 OOyUCHHS:
IpoOIEMHOE U3JI0KEHHE HEKOTOPHIX acTIeKTOB, UCITOJIb30BaHHE YACTHYHO-TIONCKOBOIO METO/IA.

H3yuenre y4eOHOW MAMCHMIIIMHBI OCYIICCTBIISETCS Ha JIEKIMOHHBIX H J1ab0paTOPHBIX
3aHATHSAX.

Ha nexknmoHHBIX 3aHATHAX CTYJICHTBI OBJAJAEBAIOT CHUCTEMOM TEOPETHUUECKUX 3HAHUI B
00J1aCTH  NIPOTPaMMHO-ANNAPATHRIX CPEACTB 3alllUThl HHpOpManuu. B Xome JeKLHOHHOrO
U3J10KEHNUS TEOPETUYECKUX CBEICHHUH HCTIONB3YIOTCS TPAJIUIIMOHHBIE CJIOBECHBIE MTPHEMBI U METOIBI,
KOTOpbI€ AKTHBU3UPYIOTCS IIOCTAHOBKOH MNpOOJEMHBIX BONPOCOB H 3aJaHWi, OpraHu3aluei
y4eOHBIX JHCKYCCHH C ONOpOH Ha MMEIOLIYIOCS HAYaIbHYIO MOATOTOBKY CTYAEHTOB M HX
MOJHTEXHUYECKHH KPYro30p, ACIIONb30BaHUEM WHTEPAKTUBHBIX METOJOB OOYUYCHHS.

Ha nabopaTopHbIX 3aHATHAX pa3BUBAIOTCA U (QOPMHUPYIOTCS HEOOXOMUMBIE NPAKTHYECKHE
YMEHHS M HaBBIKU IOCTPOEHUs IPOrPaMMHO-aNMapaTHBIX CHCTEM 3allUThl HHGOpMAaIH.

IlpumensieTcs WMHOMBUAYAIbHBIN, TBOpYeckuit moaxox. Takke BO BpeMs NpOBENECHHS
nabopaTopHBIX paboT 0co0oe BHUMAHHE YHAeNsIeTcs (GOPMUPOBAHHIO Y CTYAEHTOB YMEHHUS
ITARHHPOBATE CBOKO paboTy H ONpeAesTh 3G DEKTUBHYIO MOCIEA0BATENBHOCTE €€ BBITOJHEHNS.




