





MNOACHUTEJIBHAS 3AITHCKA

Vuebnag mucuummna « Texnonoruy pa3pabOTKU U 3aIIATHI CEPBEPHBIX BeO-NIPUIOKEHUH H
BeO-CITy>kK0» 3HAKOMHT CTYJCHTOB C (YHIAMEHTAJIbHBIMH TIOHATHAMH, ¢ KOHIEIIUEH, MPHHIHIAMK
IPOEKTHPOBAHUS  BEO-IPHIOKEHHH,  YJOBJIETBOPSIOMNX  TpeOOBaHUSM  0€30MacCHOCTH M
HAJIS)KHOCTH, TEXHOJIOTHAM pa3pabOTKH H NpPHMEHEHHUs BeO-cepBHCOB. M3ydeHHE TEXHOJIOTHH
pa3paboTKH ¥ 3aIIUTHI CEPBEPHBIX BEO-MPUIIOKEHUHN 1 BEO-CITYKO 1103BOJIMT I10-HOBOMY B3IIIHYTh
Ha apXUTEKTYPY NPHIOKEHHUH U MPHUMEHSThH MEPEAOBOi ONBIT 0OecnedeHUs 6€30acCHOCTH MPH UX
pa3paboTke. 3HaHU, [TOJYYCHHBIC CTYJICHTaMH MPHU U3YyYCHHH JAAHHOHW NMCLHUIUIMHBL, TIO3BOJIAT HE
TOJIbKO 3aLUUTUTh BEO-IPUJIOKEHHE OT XaKepoB, HO M BHIOpaTbh TAKTHKY IIOUCKA YSA3BHMOCTEH H
B3JIOMA, & TAK)X€ HMCKaTh ySA3BUMOCTH HOBBIX THIIOB, pa3padarbiBaTh CIOCOOBI B3JIOMa CHUCTEM,
KOTOpbI€ HUKOI/Ia HE HCIIOJIb30BAIUCH paHee, U 3allullaTh CaMbl€ CJIOXHBIE CHCTEMBI OT CaMBIX
HACTONYUBBIX 3JI0YMBIIIEHHUKOB,

W3yuyeHne AaHHOH AZACUMIUIMHBI SIBJISIETCS HEOOXOAMMBIM 3TallioM B MpodeccHOHATLHOM
Pa3sBUTHH «CIELIMAIUCTA 10 zaluTe HHGOpMaHu, MaTeMaTUKaY.

Heabto m3ydenus AucUUNIHHBI «TexHONOruM pa3pabOTKM M 3aIMTHl CEPBEPHBIX BeO-
NpUWIOKEHUH U Beb-cinyx0» sBisiercs (OpPMUPOBAHUE Y CTYJEHTOB Oa30BBIX 3HAHUA U
MPAKTUYECKUX HABBIKOB B 001acTH pa3paboTKu B€O-NPUIIOKEHUH, YIOBIETBOPSIONINX TpeOOBaHUSIM
0€30MacHOCTH U Ha/I)KHOCTH.

3apaun m3ydyenuss gucHUIUIMHBbL «TexHomorun pa3paGoTKU M 3alIMTHI CEPBEPHBIX BeO-
IIPUIIOKEHHUH U BeO-cityx0». [1py n3ydeHun naHnHOW TUCHUIIHHEI TpeOyeTcsl pa3pelnTh OCHOBHBIE
3aJlauu:

— M3YYCHHUE IOHATUHHCTO annapara JUCHUILTHHBL, OCHOBHBIX TEOPETHUYECKHX [10JIOKEHUH;

— M3Y4YEHHE BOIIPOCOB DE30MACHOCTH BEO-NPUIIOKEHUH, METO/IOB U CPEICTB UX 3alUTHI IIpU
paspaboTKe OT HauOoJIee pacpOCTPaHEHHBIX U OMACHBIX TUIIOB aTaK, UCHOJIL3YEMBIX B HACTOSIIEE
BpEMSi;

— OBJIQJICHUE UHCTPYMEHTAIBHBIMH CPe/ICTBAMU pa3paboTKy Oe30MacHbBIX BEO-TIPUIIOKEHHIH;

— M3YYEHHE A3BIKOB 3aITUCH AJITOPUTMOB, TO3BOJISIFOIIUX CTPOUTD 3aLIUTY BeO-MPHIIOKEHUH Ha
Pa3HBIX YPOBHSX pa3paboTKu;

— (opMupoBaHHE YMEHUII M NPUBHTHE HABBIKOB MPUMEHEHHs TECOPETHUYECKHX 3HAHMH I
pELIEHHs IPaKTUYECKUX U M UKIIaJHBIX 33134,

—3HaKOMCTBO KaK MHMHHMYM C OJHOH momyssipHOH ©aszol gaHHbX (MySQL, PostgreSQL,
Microsoft SQL Server, Oracle, MongoDB u T. 11.).

B pesynbrare H3yyeHHs TUCHMIIHHBI « TeXHOIOTHN pa3pabOTKH U 3allUThI CCPBEPHBIX BeO-
IIPUIIOKEHUH U BEO-CI1yk0» 00yUaeMblil JOJDKEH:

3HaAme:

— OTEYECTBEHHBIE U 3apyOeKHbIe CTaHAAPTHI HHPOPMAITMOHHON O€30MacHOCTH;

— MUCTOYHHUKH YSA3BUMOCTU BeO-PUIIOKECHHI;

— MHCTPYMEHTAJIbHBIC CPEJCTBA pa3paboTKH 6e30MacHbIX BeG-IPHITOKEHHH;

— HOJXOJBI K IIPOBEAECHHIO TECTHPOBAaHHS HHHOPMALMOHHOH 6€3011aCHOCTH BEO-TIPHIIOKEHHUS;

~ €noco0 ONnMcaHHs CEPBUCOB € IIOMOIIBIO S3bIKa OnMcaHus BeO-cepBucoB WSDL;

— OCHOBBI KOMMYHUKAUHUOHHBIX [TPpOTOKONIOB SOAP n JSON;

ymemp:

— ¢opMupoBaTh (HYHKIHOHANBHBIE TpeOOBaHHS K CPEJICTBAM 3alMTHI BEO-NPHUIIONKEHUS OT
BHYTPEHHHX M BHELIHUX YIPO3;

— pa3pabaTbiBaTh BEO-NIPUIIOKEHHUsS, YJOBIETBOpSIOIIEEe TpeOOBaHUSM OGe30MaCHOCTH M
Ha/IeXKHOCTH;

—Hcath nporpaMMmel ¢ 0asoBeiMH ¢(yHkuusMd CRUD (co3manue, yreHwe, OOHOBJICHHE,
yJlaleHue) XoTd Obl Ha OJIHON. SI3BIKE;

—nucarb cepBepHbI ko (BackEnd paspaGorka BeO-npuioxenuit Node.js, Java, Django,
Python, Ruby u ap.);

—McaTh KOJA, KOTOpbIH 3amyckaercss B Opaysepe (FrontEnd, oOpruno JavaScript wim
¢peiimBopku Ha ocnose JS: Angular]S, React]S, VuelS);
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—nouuMath HTTP u yMeTh BLITOJIHHTE HA HEM WIH XOTs Obl 1poyects 3anpocsl GET/POST
yepe3 HTTP Ha kakoM-1160 s13bIKe Wi 1atdopme;

— YUTaTh U NOHUMATH NIPUJIOXKCHUS, KOTOPBIE HCIIOJIB3YIOT KaK CCpBepHLIﬁ, TaK U KJIMEHTCKUM
K0Jl, 1 0OOMEHUBATHCA JaHHBIMH Mexay HUMH yepe3 HTTP;

— BBIOMpATL CpeACTBa JJiS MPOBEAECHUS PYUYHOTO M aBTOMAaTH3UPOBAHHOIO TECTHPOBaHUSA
ySI3BUMOCTEHN BEO-TIPUIIOKECHHS;

— pa3pabarbIBaTh M IIPUMEHATH CPEICTBA 3aIIUTHl BEO-NIPUIT0XKEHHH 1 HCIOJIb3yEMBIX UMH 0a3
JIQaHHBIX;

— OTIpeJIeIISAITh HAMPABICHHUE YIPO3bl H HAXOAUTH AbIPH] B 0€30IaCHOCTH, a TAKIKE BO3/IEHCTBU,
NpeAHa3HauYeHHbIe U1 CO3AaHUs YTPO3bl JaHHBIM, IPEPHIBAHH BHINIOJIHEHHS HIIM BMEIIATEIbCTBA B
X0JZ1 pabOThI IPUJIOKEHHUH;

enademp:

— HHCTPYMEHTAJIBHBIMY. CPeZICTBAMU pa3paboTK Oe30MacHbIX BEO-MPHIIOKEHHI;

— HaBbIKAMH pa3pabOTKK CTPYKTYPbhI CUCTEMbBI MH(OPMAILIMOHHON 3alUThHI BEO-NPHJIOKECHUH;

— OCHOBHBIMH Cpe/ICTBaMH pa3pabOTKH BEO-TIPUIIOKEHHUH, yIOBIETBOPAIONIMX TPEOOBaHUAM
0€30MacHOCTH M HAJIC)KHOCTH;

— HaBbIKAMH  NPAKTHIECKOTO  HWCHOJIB30BAHUSl  Pa3jIM4HBIX  CIHEHHMAIBHBIX  CPEJCTB
TECTUPOBAHHSI YA3BUMOCTEH BEO-NIPUIIOKEHNUS,

— HaBbIKAMHU aJMUHUCTPUPOBAHUS OMEPALMOHHBIX CHCTEM C DJJIEMEHTaMU O00OeCHEYeHHUs
6e3onacHocTH MHGOpMaluu Ha mpumepe Windows;

— T€XHOJIOTHEH pa3paloTKH .asmx BeO-CEpBUCOB, UX ONUCAHUEM H HCIIOJIb30BAaHHEM;

— YHU(PHUIUPOBAHHOH MOJENBI0 MPOrPaMMHPOBAHUS PACHPE/ICICHHBIX MNPHJIOKCHUHA Ha
mwiatgopme Microsoft Windows — Communication Foundation (WCF); |

—texnosiorueit ASP.NET Web API cbopku REST-npunoxxenuti Ha 6aze .NET Framework;

— TEXHOJIOTHEH pa3padOTKH MPHJIOKEHUH CEPBUC-OPUEHTHPOBAHHOW AapXHMTEKTYphl C
HCIIOJIb30BAaHUEM BO3MOXHOCTEH, IPEAOCTABIIEMBIX TPOrpaMMHOI II1aTGOpMOi.

TpeGoBanusi K YPOBHIO OCBOCHHS cOAep:KaHUs y4eOHOH MucnumiInnbl. [Ipu u3yuenun
JucuMIInHEb! «TexHonoruu pazpaGoTKU U 3alllUTHl CEPBEPHBIX BEO-MPHIIOKEHHH M BeO-CitykO» y
cTyeHToB crienquanbioct 1-98 01 01 «KoMmproTepHas 6e30nmacHOCTD (110 HAMPABIICHUSM )» 10JDKEH
copMHUpPOBaTEC Ha0OP KCMIIETEHIMH, COOTBETCTBYIOMIMX IIPHCBAHBAEMOH I10 3aBEpIICHHIO
BhiCIIEro 00pa3oBaHUA KBaIudukanuu «CrenualMcT no 3amure WHpopmanud. Marematuk»
obecneunBarOIMX BBIIYCKHUKAM [0 YKa3aHHOW CHEUHATbHOCTH YCIEMIHOCTh IPUMEHEHUS
II0Jly4E€HHBIX 3HaHUH U yMEHHH B JanbHelel npohecCUHOHAIBHON A TeTbHOCTH:

cnenHaIM3HPOBAHHbIEC KOMIIETEeHIIHM:

CK-4 BnameTs COBpSMEHHBIMH METOJAMH HCCIENOBAHUS M  HAyYHO-TEXHHYECKUMHU
pEIIEHUAMH [0 OOECNEUEHHUIO 3allUuThl HMHGOpPMAMM B KOPIOPATHBHBIX KOMIIBIOTEPHO-
KOMMYHHKAIlUOHHBIX CETHX.

CK-9 IlpumensaTs METOIbl aHAIN3A U XpaHEeHHs O0NbIINX 00BEMOB TAHHBIX, OCYIIECTBIIATE
BI)IGOp NoAXOoAAIIEeTO UHCTPYMEHTA aHAIIn3a OonBIIX JAHHBIX.

CK-10 Bnagets KjacCHYECKMMH M COBPEMEHHBIMH METOJAMH YHCJICHHOTO PpeIIeHHSA
ONTUMHU3ALMOHHBIX 3aa4, HABBIKAMHM MX IIPAaKTUYECKOH pealu3allui, OMpEeNeNsTh BO3MOXKHOCTH
IIPUMEHEHHS U3YYEHHBIX METIOB K 3a/ladyaM, BO3HUKAIOIIMM B MaIlTHHHOM 00y4YeHHH

CK-14 Bnagets OCHO3HBIMH METOJAMH TOCTPOCHUS HAJECIKHBIX KPUMTOCHUCTEM, (yHKIMM
XCIIMPOBAHHS U CHCTEM 3JICKTPOHHOH b poBOH moanucu

CK-16 IlpumeHATe Ha IpakTUKE OOIIYyI0 METONOJOTHIO TIPOEKTHPOBAHHUS APXHTEKTYPbI
UHTEJUIEKTYalIbHBIX CUCTEM JI5Isl PA3JIMYHBIX NIPEAMETHBIX 00JIacTel

CK-21 Bnagets 6a30BbIMH NpPUHLIMIAMH HOCTPOCHHS KOMIBIOTCPHBIX CHCTEM M CeTeH,
AITOPUTMAaMU MaplupyTH3auuu B IP-ceTsx, co3maBaTh CETEBBIC NPHIIOKEHHS, HCIMOJIB3YIOLINE
6a30BBIC IPOTOKOJIBI.

CdopmupoBaHHbIE KOMIIETCHIIMH SBJSIIOTCS 0A30BBIMH [IPH M3YYEHHUH BCEX ITOCIEILYFOIHX
JUCIUIUIMH, CBS3aHHBIX C MPOrpaMMHpOBaHHEM, a Taioke (yHIaMEHTAJIbHOH OCHOBOU IUIs
JanpHelen npogeccHoHaIbHON AATEIBHOCTH ClIeUAICTa B 00IaCTH 3aIIKUThl HHPOPMALIHH.




IlepeyeHsb JMCHHIINH, B TPOAOJIKEHHE H HA 0a3€ KOTOPBIX H3Y4aeTCH NUCHHILINHA,
JIng usydeHus ydeOHOH mucHMIUIMHE «TexHonMOruM pa3zpabOTKH M 3alUTHl CEPBEPHBIX BeO-
NPUJIOKEHHH U BeO-Cityx0» mo cnenuansHocTd 1-98 01 01 «KoMmeroTepHas 6e30macHOCTB (110
HallpaBJICeHUsIM)» HEOOXOJMMBI 3HAHHUs, UOJYYCHHbIE NPH H3YYEeHHHM Oa30BBIX JAUMCLMIIIMH!
«OnepanoHHbIE CHCTEMBI», «AJITOPUTMBI M CTPYKTYPBI AaHHBIX», «OCHOBBI U METOJOJOI'HH
nporpaMMHpoBaHus», «Mojiend JaHHBIX W CHUCT€Mbl  YIpaBieHHs 0a3aMH  JTAaHHBIX»
rocyJapCTBEHHOT0 KOMIOHeHTa U «HamexHocts nporpaMMHOro odecnedeHus», «CraniapTu3anus
IPOrpaMMHOI0 00ECHEeUEHU D) KOMITIOHEHTA YUpEeXKACHUS BbICIIero o0pa3oBaHusl.

Ilepeuenn JMCHHMIIMH, KOTOPBbIE H3Y4al0TCH HA 0a3e AHCHHMILIHHBIL.
3HaHUA NOJyYSHHBIE IIPU U3VYCHUU JUCIUILUTMHBI « TeXHOoI0rHM pa3paboTKK U 3allUTHl CCPBEPHBIX
BeO-npunokeHUi U BeG-city:x6» mo cnennansHocTH 1-98 01 01 «KommbrotepHas Ge3omacHOCTh
(o HampaBNEHUAM)» SIBIISIIOTCS OCHOBOH AJsl TUIJIOMHOTO IpoeKTupoBanus. M3ydeHue yueGHOMN
JMCIMIUIMHBI NTO3BOJISIET JaTh CTYJSHTaM 3HaHHS, HEOOXOMMMBIE B JaJbHEHINEM JUIS YCIICLIHON
paboThl IO CIIEIHATBLHOCTH.

B cootBercTBUM ¢ yuyeOHbIM IIaHoM no crnenuanbHocTH 1-98 01 01 «KommnbroTepHas
6€30MacHOCTB (110 HAIPABJICHUSAM )» Ha H3yUeHHE yUeOHOH IUCIMIIIIMHBI OTBOIUTCS:

Dopma nosyyeHus Bpiciero 00pa3oBaHus NEPBOH CTYNEHU JHEBHAas
Kypc (xypcsr) , 4
Cemectp 7
Bcero yacos no aucuuminte 108
Bcero ay IMTOpHBIX 4acoB MO JIMCHHILIHHE 56

B ToM uncrne:
Jlexnuu, yacos 28
JlaGopaTopHbIC 3aHSATHSI, YacOB 28
CamocrosTenbHast paboTa, ©acoB 52
@opma MPOMEKYTOUHOM aTTeCTAlHH 3a4eT
Tpy1o€MKOCTh QUCIUILIHHEL, 3a4. €] 3
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COJEPKAHHUE YYEBHOI'O MATEPHUAJIA

BBEJIEHUE B TUCIIUTUIMHY

Ilenn W 3anauu W3ydeHus IUCUMIUIMHBL, ConepikaHHe W CTPYKTypa AUCLUMIUIMHBL. OCHOBHBIE
TEePMHHBI U OMpe/ieNieHus, HCronb3yloluecs B Marepuane. OCHOBHBIE 3aJa4H, pellacMbie WHXEHEpaMH-
NPOrpaMMHCTaMH M pa3paboTuvkaMH BeO-npuiioskeHnid. OCHOBHBIE 3a[a4M, pelllaeMble WH)KEHEPaMH 110
6e30MacHOCTH, NMEHTECTEPAMH ¥ OXOTHUKAMH 3a 6araMi.

Pasnen 1 BBEJIEHUE B PA3SBEJIKY BEB-ITPUJIOKEHUI

Tema 1.1 Hemopus 6ezonachocmu npozpammmno2o obecneyenus.

Hcroku xakepeTBa. «JHHIMa» U aBTOMATH3MPOBaHHBINA B3JoM ee mmudpa (1940-e ronsr).
®pukuHr 1 nepeble MeToAb! HOpBOE! ¢ GpukuHroM (1960-e rogsr). Hauamo koMne0TEpHOro B3jioMa
(1980-¢ roasr). Paciisetr Beemuproit naytuasl (2000-¢ roasr). CoBpeMeHHbIE Xakeps! (2020-e rogsi).

Tema 1.2 Cmpykmypa cospemennbix 6e6-npunodiceHul.

Brenenne B World Wide Web. URI u URL. Jlomennbie uMeHa. XocTHHT. HAekcarus caiita
NOUCKOBUKaMHU. MeTo/Ipl criama caifiToB U 3aIUTHI.

Kapra Be6-npunoxkenus. REST API. ®opmat JSON. JavaScript (IlepemenHbie U uX 061acTh
BuauMocTH. Oyukinu. Konteker. [IpoToTHiHOE Hacae0BaHHE. ACUHXPOHHOE BBIIIOJHEHUE KOZa.
[porpammustit uatepdeiic COM 6paysepa). @peitmBopku st SPA.

Tema 1.3 HTTP. OcHogHbie noOHAmMUA U cXemd pabombl.

Bepcun mpoTokofia B UX OCHOBHBIE OTJIMYHS. 3alpoChl U OTBETHL. MeTOHBbl 3aIpOCOB.
3arosioBky 3ampoca. 3aronoBku oreerta. Koasl craryca orBera. Kamuposanue u ycnoBsslit GET-
3arpoc. "

Tema 1.4 Cucmemvl aymenmuuxayuu u asmopusayuu.
AytenTudukanus. Apropusaimsa. BeG-cepepbl. basbl NaHHBIX Ha CTOpOHE cCepBepa.
XpaHeHHe NaHHBIX Ha CTOPOHE KJIHeHTa. MeXaHH3Mbl ay TEHTH()HKAIIUH.

Tema 1.5 Bosmoowcnocmu bpaysepa.
Beenenne B HTML. Dopmsl B O6payzepax. CriocoObl 3aqaHus CTHJIEH, KacKajl, CEIeKTOPEI
CSS . O6bext XMLHttpRequest. Cookies u ceccuu.

Tema 1.6 Iouck cy60omenos.

Ilpunoxenus B pamkax oAHOro AoMmeHa. BcTpoeHHBIe B Opay3ep MHCTPYMEHTBI aHAIM3a.
Kemmn nowmckoseix cuctem. [louck B apxupe. ConuansHble NpoGHIH. ATak Ha Nepenady 30HBL
Bpyrdopc cybnomenos. Ilepebop mo cioBapro.

Tema 1.7 Ananuz APL
OO6HapyxeHHe KOHEYHOM TOYKH. Pa3sHOBHIAHOCTH KOHEUHBIX TodeK. OCHOBHBIE H
CHeNUATU3HPOBAHHBIE PAa3HOBHIHOCTH

Tema 1.8 Obnapydicenue cmopoHHUX 308UCUMOCTELL.

Knuentckue dpeiiMBopku. OpeliMBOPKH Ul OJHOCTPAHMYHBIX TIPHIOKEHHH. Bubimorexu
JavaScript. bubmmorexn CSS. ®peiiMBOpkH Ha CTOpPOHe cepBepa. 3aroyioBkd. CTaHIapTHEIE
coobruenns 06 ommbke u crpanuip! 404. ba3sl naHHEIX.

Tema 1.9 Beb-cepsucuwi.

Yro takoe Beb-ceppuc. Texuomorun BeG-cepsucos. XML/JSON over HTTP. XML-RPC.
SOAP u WSDL. Apxurextypusle ctuin BeG-cepucoB. RPC. SOA. RESTful. Besonacnocts Be6-
CEpPBHCOB.




Pazgen 2 COBPEME

Tema 2.1 Meoccaiimg
O6napyxenue XSS-y
DOM. XSS ¢ myTanusmu.

Tema 2.2 IToooeaxka M
[lonnenka napamerpd
koHeunbie Toukd POST.

Tema 2.3 Amaxa na 6
Ataka Hanpsmyto. He

Tema 2.4 Bueopenue
Buenpenne SQL-kon

Tema 2.5 Omxasz 6 06
ReDoS-araxka. Jlorug

Tema 2.6 Dxcnnyama
Meto b1 HHTETpalIin
Ha ypOBHe Koja. [lucneryepr

PA3JIEJI 3. 3AIIIAT

Tema 3.1 Ipuknaonul
ApPXUTEKTypa 3allull]
YS3BUMOCTH. YTIpaBJIEHHUC Y
pucKa.

Tema 3.2 bezonacnas

AHamuz TpeboBaHUH
XelnpoBaHue YYeTHBIX [

¢bunancosas nHGopMmarys.

Tema 3.3 lIposepka 6
OCHOBHBIE THIIBI Y3}
0€e30MacHOro NporpaMMHpPOB
Pa3nenenue xiaueHTa U cepBe
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HHBIE YI'PO3bI BEB-ITPMJIOJKEHHM M

ewuil ckpunmune (XSS, Cross Site Scripting).
s3puMocTH. Xpanumblil XSS. Otpaxennsiit XSS. XSS-araka Ha Gaze

eaccaiimoswix 3anpocos (CSRF, Cross Site Request Forgery).
)B 3anpoca. Viamenenne cogepxxkumoro 3anpoca GET. CSRF-araka na

newnue cywrnocmu XML (XXE, XML eXternal Entity).
npsivast XXE-ataxka.

00d
1. Buenpenue kona. BHenpenue komanz.

cryorcusanuu (DoS).
eckre DoS-ysa3sumoctu. Pacnipenenennas DoS-araka.

1Sl CIOPOHHUX 3A8UCUMOCMELL.
Betsu u Buiku. [Ipunoxenus ¢ cobcTBeHHbIM cepBepoM. MHTerpamus
1 1aKeTOB. ba3a JaHHBIX OOIIEN3BECTHBIX YSI3BUMOCTEH.

A COBPEMEHHbBIX BEB-IIPUJIOXXEHUM U BEB-CJIVXXB

e MeXHUKU PA36eOKU U HANAOeHUs 8 6e0-MeXHONO0USX.
eqHoro [10O. I'myGokuit anamuz koga. Ilouck yszBumocru. AHaiu3
SA3BUMOCTSIMU. PerpeccuBHOe TecTHpoBaHuEe. Mepbl [0 CHHXXEHHUIO

apxumexmypa nPUIOHCeHUU.
k [I1O. Ilporoxomer SSL nTLS. 3ammra y4YeTHBIX JaHHBIX.
aHHbIX. JIByxdaxrtopHas ayreHTudukanus. JIduHble NaHHBEIE W

P30NACHOCNU KOOQ.

BUMOCTEH M I10JIb30BATEIbCKUE JIOTHUECKUE OMIHOKH. AHTHUIIATTEPHBI
agus. UepHele cnucku. [llabnonasit kox. JloBepue Mo yMOJIYaHHIO.
pa.

Tema 3.4 Obnapysicerue yazeumocmer.

ABTOMaTI/IBI’IpOBaHHaﬂ

Perpeccuonnoe Tectupopanu
Bug Bounty. Ctoponnue nen

Tema 3.5 Ynpasnenue

nposepka. Cratudyeckndi  aHanu3. JlMHaMu4eckuidt — aHaIH3.
e. IIporpaMMEI 0OTBETCTBEHHOT O PacKphITHs HHPopMaruu. [Tporpammel
TECTEPBHI.

VA3CUMOCHAMU.

Knaccudukanuu ysspumocteit. OOmias cuctema oueHku ysizBuMocteii. CVSS: Basosas

metpuka. CVSS: BpeMennas

MeTpuka. CVSS: KonrekctHas MeTpuka.

Tema 3.6 3awyuma cospemennuix 6e6-npunodiceHuil u 6eb-ciyxco.

ITpotusoneticteue XS

BHeApenuto SQL-kona. ITpot

S-arakam. 3ammra ot CSRF. 3ammura ot XXE-atak. [Ipotusoaeiictaue
uBojieficTBUe DoS-arakaM. 3aiuTa CTOpPOHHUX 3aBUCHMOCTEH.
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Y4eOno-meroamueckas KapTa y4eOHol Ancuuninabl « TeXHoMOrH| pa3paGoTKH U 3alUTHI CEPBEPHBIX BeO-NPHJIOKEHH H BeO-CITYK0»

/{HeBHan ¢opMa nmoJjIyd4eHHs BbICHIEr0 00pa3oBaHHS

Homep pasnena, Temsl,

3

Ha3zBanue pa3nena, TeMbl, 3aHATHA;
nepeveHb N3y4aeMbIX BOIPOCOB

KonmyecTBo ay IMTOPHBIX

qaC0B

JICKLHHH

Ynpasasiemasi

CTydeHTa

JIuteparypa

2

o [IpakTHYEeCKHE 3aAHATHS

SN caMOoCTOATEIbHANA paGOTa

| @opMbl KOHTPOASA 3HAHUK

Paznen 1 Beegenne B pasBeaky BeO-npHIIOKeHHId

16

> |+ | JIaGopaTopHble 3aHATHS

Jlekna Ne 1

Lenu u 3aga4u u3yuenus AMcUMIUIMHBL. CoaepikaHue W CTPYKTypa
JUCLIATUTUHBL. OcHoBHBIE TepMUHBI u omnpeneneHusl,
ucronb3yomuecs B marepuane. OCHOBHbIE 3aJlauH, pellaeMbie
HH)KEHepaMH-IIPOrpaMMHCTAMU 17| pazpaboTunkamMu BeO-
npunoxeHud. OCHOBHbIE 3aJayH, peulacMble WHXEHepaMH TII0
6e30MacHOCTH, MEHTECTEPaMH U OXOTHUKaMH 3a Garamu.

Tema 1.1 Hemopus 6e3onacHocmu npozpamMmuozo obecneverus.
Hcroku xakepcTBa. «OHMIMa» U aBTOMATH3HPOBAHHBINA B3JIOM €€
mudppa (1940-e romer). OpUKHHr U nepBbie MeTOABI GOPLOBI
¢pukunrom (1960-e roxsr). Hawano xommetoreproro Banoma (1980-
¢ roasl). Pacuser Bceemupnoit maytunel  (2000-¢  roapl).
Cospemennsie xakepbl (2020-e roast).

OcH. mur.: [1], [3].

Hom. nur.: [12], [13],
[14], [18].

On. pec. [11, [13].

bnui-onpoc

JlaGopaTopuan pabora Nel

Ananuz  eHympenHUX U  BHEWLHUX  Y2pO3
besonacrocmu 6eO-nPUNLONCEHUS.
(3nakomcmeo ¢ npumepamu BHYMPEHHUX Y2po3 6e30nacHOCmuU 6e6-
HPpUROJNCEHUS.  3HAKOMCIMBO ¢ NpUMepaMu  GHEWHUX  Yepo3
be3onacnocmu  8e6-npUNONCEHUS.  3HAKOMCIMEO ¢  OCHOBHBIMU
MEMOoOaMu AHANU3A YA3EUMOCHEN 8€0-NPUNONCEHUSA.)

UHDOPMAYUOHHOT

Meronuueckue
yKa3aHus

3ammTa oT4eTa Mo
nabopaTopHoi
paborte Ne 1
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Jlexnnst Ne 2

Tema 1.2 Cmpykmypa co8pemeHHbIX 8e0-NPULOHCEHU.

Bgeznenne 8 World Wide Web. URI u URL. JJomeHHble uMeHa. XOCTHHT.
HHnexcaums caifta noMckoBUKaMH. MeTojipl criaMa CalTOB W 3allUTHI.
Kapra BeO-npwiokenus. REST APL ®opmar JSON. JavaScript
(Ilepemennbie u uMx obnacts BuauMocTH. @DyHkumu. KoHTekcr.
Ilporotvnuoe HacienoBaHME. ACHHXPOHHOS BBLITIOJIHEHME KOJA.
ITporpammuslii uaTepderic DOM 6paysepa). peiimeopkn s SPA.

Ocu. mur.: [1], [3].

Jorm. nur.: [8], [13],
[14], [18].

On. pec. [1], [12].

baui-onpoc

Jlaboparopnas pa6ora Ne2

Paspabomka npoexma no nocmpoenulo cucmemsl 3auumvl 6e6-
NPUNOIHCEHU.

(3naxkomcmeo ¢ npumepamMu OMeYeCIBEeHHbIX U UHOCHPAHHbBIX
CMAHOapmos UH@GopMayuonHoli 6e3onaciocmu.)

MeTtoauueckue
yKa3zaHus

Jamura oT4eTa No
nabopaTopHOH
pabote Ne 2

Jlexnusg Ne 3

Tema 1.3 HITP. Ocnosnere nonsamus u cxema paGomsi.

Bepcuu npoTokosia 4 MX OCHOBHBIE OTJIMHMSA. 3ampoChl U OTBETHL.
Mertobl 3anmpocoB. 3arosoBk 3anpoca. 3arojoBkM oTBeTa. Kombl
craryca orseta. Kommmposanue v yenosnsiii GET-3anpoc.

Ocu. nut.: [11, [2], [3]

Hon. nur.: [1], [3], [12],
[19].

1. pec. [3], [11].

bnui-onpoc

JlabopaTopHan paGora Ne3

Paspabomka npoexma no nocmpoenuro cucmemvl 3aujumol 6e6-
NPUNOHACEHUA.
(3HaxkoMcmeo ¢ A3LIKOM HPOPAMMUPOSAHUsL 01 pazpabomKu 6ed-
NPUNOIICEHUA. )

MeTtoauyeckue
YKa3aHHs

3aiMra oT4era 1o
nabopaTopHOH
pabore Ne 3

Jexnus Ne 4

Tema 1.4 Cucmemvr aymenmugpuxayuu u agmopuzayuul.
Aytentudukauus. Aptopusauus. Beb-cepseprl. ba3bl maHHBIX Ha
CTOpoHe cepsepa. XpaHEHWE [aHHBIX HAa CTOPOHE KJIMEHTA.
MexaHu3Mbl ay TeHTH)UKALUHY.

OcH. mut.: [1], [2], [3].

Hort. nut.: [2], [12],
[18], [20].

On. pec. [4], [71, [9].

brnui-onpoc

JlaGopaTopHas padora Ned

Paspabomxa  xnuenmckoi  uacmu Mooyias He30nacHocmu  6eo-
NPUNOINCEHUS.

(Ilpumenenue  Content  Security  Policy.  3maxomcmeo ¢
MedccemesbiMU 3anpocamu.)

MeTtoguueckue
yKa3zaHus

3amura oT4yera no
nabopaTopHOH
pabore Ne 4
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1 2 3 7 8
Jexuns Ne 5 2
Tema 1.5 Bosmosicnocmu 6paysepa. Ocn. mwr.: [1], [2], [3]- *Konrponbroe
9 | Beenenue 8 HTML. ®opMsl B Gpay3sepax. CriocoGbl 3a1aHus CTHIICH, Hon. wr.: [5], [9]- TECTUPOBaHUE
kackan, cemektopel CSS. O6pektr XMLHttpRequest. Cookies u 3. pec. [5], [6], [12]. Nel
CEeCCHH.
JlaGopaTopnasi pabota NeS
Paspabomxa xknuenmckoid yacmu mooyas 0OezonacHocmu  eeb- MeToamueckue aiuta OT'ieTa IO
10 | npunoorcenus. yKazaHus nabopaTopHOi
(Bnarxomcmeo ¢ mexarnusmom amaxu CRLF-unvexyuu, nanpagrenHou paboTe Ne 5
114 NOABLIOGAMCIA GCO-NPUNOIICCIIUA.)
Jlekuua Ne 6 2
Tema 1.6 Houck cyboomenos.
IpunoxkeHHss B paMkax ogHoro nomeHa. BcetpoeHHble B Opaysep Ocn. . 1], 2], [3]-
MHCTpYMeHTHI aHasu3a. Keiun mouckoBbix cucteM. [Touck B apxuse. ' *
11 | CounaneHele npodunu. ATaku Ha nepelady 30HbL bpytdope HAon. mar.: {11, [2], [3], Konmponshnasn
cy6aomenos. [Tepebop mo crnoeapio. [4]. paboma Nel
Tema 1.7 Ananuz APL Ou. pec. [6], [10], [11].
OGHapyxeHHe KOHEUHOW TOYKM. Pa3HOBMAHOCTH KOHEUHBIX TOYEK.
OcHOBHBIE H CTIeLMaIM3HPOBaHHbIE Pa3HOBUAHOCTH.
JlaGopaTopnas paGora Ne6
Paspabomka  cepeepnoti  uacmu  mooyns bezonacHocmu  6e6- MeToIHUecKUe 3amura OT'ieTaVHO
12 | npunoxcenus. yKazams nabopaTopHoO#H
(H3yuenue cepgepHbix ONEPAYUOHHBIX CUCINEM, KOOPbLE YALYe 6CE20 pabote Ne 6
ucnoav3zyiom e cemu Humeprnem.)
Jexnua Ne 7 2 Ocw. nurt.: [1], [2], [3].
Tema 1.8 ObHapyorcenue cmopoHHUX 306UCUMOCTEN.
13 | Knnenrtckue dpeiimopkn. DpeiMBOPKH I OAHOCTPAHUUHBIX Aon. mar.: [1], 2], [3], Binw-ompoc
npunoxeuuii. bubnuorekn JavaScript.  bubmuorexu  CSS. [19]-
OpeliMBOpKH Ha CcTOpoHe cepBepa. 3aroioBku. CraHpapTHble
coobiierns 06 omubke U ctpanuilbl 404. basbl aHHBIX. Omn. pec. . [8], [12].
JIaGopaTopuas paGora Ne7
Pazpabomra  cepeeproii  wacmu mooyia be3onacHocmu  6e6- MeToxueckue 3ammra OT4eTa Mo
14 | npunoowcenus. yKazanus nabopaTopHoii
(H3yuenue supmyansuuix xocmos 6 ée6-cepsepax Apache u Nginx.) pabote Ne 7
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Tema 2.4 Buedpenue xoda
Buenpenue SQL-kona. BHenpenne kona. BHenpenne komana.

[18], [19].

O pec. [2], [4], [10].

1 2 3 7 8
Jlexuust Ne 8 2 OcH. nut.: [1], [2], [3].
Tema 1.9 Beb-cepsucti. Tlon. nwr.: [4], [5], [6], 5
15 | Yro takoe BeG-cepruc. TexHonorun Be6-ceparcos. XML/JSON over [11], [13], [14], [16]. I -OnpoOcC
HTTP. XML-RPC. SOAP u WSDL. ApxurekrypHble CTWIH Beb-
cepBucos. RPC. SOA. RESTful. FezonacHocTh BeO-cepBHCOB. 9. pec. [5], [8], [12].
JlabopaTopras pabora Ne§
Paspabomxra cepseproii wacmu mooyns 6OesonacHocmu  6eb- MeToaudeckHe 3awuTa OTYeTa MO
16 | npunoowcenus. yKazaHus nabopaTopHoit
(BHakomcmeo ¢ HpuMmepamu AapXUMEKMYPHLIX AHMU-NAMMEPHOS, pabore Ne 8
CEA3AHHBIX ¢ He30naAcHOCHbI0.) 7
Paznen 2 CoBpemeHHbIe YTPo3bl BeO-NPHIOKEHHAM 8
Jleknua Ne9 2 Ocu. nut.: [1], [2], [3]-
Tema 2.1 Meoswccatimosuiii ckpunmunz (XSS, Cross Site Scripting). Ton. . [1], [12]
17 | O6napyxenne XSS-ys3sumoctd. Xpauumbiii XSS. OTpaskeHHbIH '[l 81 [1 9]" ’ bnun-omnpoc
' XSS. XSS-ataka Ha 6aze DOM. XSS ¢ MyTanusamu. ’
3n. pec. [2], [4], [10].
JlaGopaTopuast pa6ora Ne9 M 3atmTa OTHETA [0
1g | Heeneoosarnue seb-npunodicenus na yaseumocmu. eTOAMMCCKHuE naGopaTopHOii
(BHakomcmgeo ¢ nApueMamMu  MedCCAUMOo8020  CKPUNMUHZA. ykasaHud paGoTe Ne9
3uaxomemso ¢ « XML-unvexyuamuy.)
Jexuus Nel0 2
Tema 2.2 Iloooenxa medxccaiimosvix 3anpocos (CSRF, Cross Site .
Request Forgery). OcH. nut.: [1], [2], [3]-
: [Monnenka napameTpoB 3anpoca. I3sMeHeHHe COAepAKUMOTo 3ampoca Jon. nur.: [1],[12], _
19| GET. CSRF-araxa a koeunste Touku POST. [18], [19]. bun-onpoc
Tema 2.3 Amaxa na enewnue cywynocmu XML (XXE, XML i pec. [2], [4], [10].
eXternal Entity).
Araka Hanpsmylo. Henpsmas XXE-ataka.
JlabopaTtopnas paGora Nel0 MeToauyecKHe 3alura oT4YeTa 1o
20 | Hceenedosanue 6eb-npunodcenus Ha YA36UMOCHIU. yKa3aHHUs nabopaTopHoi
(Bnaxomemso ¢ unvexyuamu ¢ HTTP-3azon06xu.) pabote Nel0
2 .
Texuus Nell OcH. aut.: [1], [2J£2[3].
21 Jon. aur.: [1], [12], BIHI-0mpoc
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1 2 3 7 8
JlabopaTtopHasn pabora Nell
Paspabomrka cpeocme 3augumul 6a3bl OAHHBIX 6eO-NPUTONHCEHUL. MeTtonuueckue 3aimTa 0T4eTa 10
22 | (Buakomcmeéo ¢ yuxiom  6Ge3onacHoil 06pabomku  OAHHbIX, yKa3zaHHs J1abopaTopHOK
| Bnaxomcmeo ¢ «SQL-unvexyusmuy. 3uakomcmeo co cnocobamu pabore Ne 11
bopvbur ¢ SQL-unvexyusmu.)
Jlexuns Nel2 2
Tema 2.5 Omxasz 6 obeayscusanuu (DosS). Ocu. mar.: 1], [2], [3].
ReDoS-artaka. Jlornueckue DoS-ys3sumoctu. Pacnipenenennas DoS- K.
aTaka. Jom. nwr.: [1], [12], OHTPOJIEHOC
23 (18], [19]. TECTUPOBAHUE
Tema 2.6 Ixcnnyamayus CrOpOHHUX 3A6UCUMOCIMEN. No2
Merost unrerpauuu. Beteu u Buiiku. [punoxenns ¢ coOCTBEHHBIM 9. pec. [2], [4], [10].
ceppepoM. MHTerpaums Ha ypoBHe kona. Jfucneruepsi nakeToB. basa
JAaHHBIX OOLICH3BECTHBIX YA3BUMOCTEH.
JlaGopaTopnas pabdora Nel2
Cosoanue cyenapueg amaxu u 3auumsi 8e6-nPUnOHCeHUSL. 3aluMTa oTyera 1o
24 (3Hakomcmeo ¢ npumepamu amax «2pybast cuia» u «nepenoaHeHue MeTtonnteckue 1abopaTopHoi
Oygepar. 3HakomMcmeo ¢ amakamu « UHbEKYUSL KOMAHO 8 HPOMOKOIbL ykasaHus pabote Ne 13
AEKMPOHHOU ROUMbL. SHAKOMCMBO C AMAKAMU «310ynompebeHue
PYHKYUOHATLHOCHBIO Y. )
Paznen 3 3amuTa COBpEMEHHBIX BeO-TIPUIIOKEHHI H BeO-CIyX0 4
Jlexknus Nel3 2
Tema 3.1 Ilpuxnaduvie mexuHuxu pazeedku U HanadeHus & 6e6-
MEXHONOSUSAX. ~
Apxurextypa 3amuuendoro [10. I'mybokuii aHanuz kona. ITouck
YA3BUMOCTH. AH&JIW3 YA3BUMOCTH. YNpaBieHHE YI3BUMOCTAMH.
PerpeccuBHOe TeCTHpOBaHHE. Mepbl 10 CHWKEHHIO PUCKA. Ocn. mr.: [1], [2], [3].
Tema 3.2 Bbezonacuasn apxumexmypa npunoxicerul.
25 | Ananus tpebosanuii k I10. ITporokonst SSL nTLS. 3auiuTa yueTHbIX Hom. swr.: [1], [2], [3], Brui-omnpoc

JAaHHpIX. XewMpoBaHME YYeTHbIX JaHHBIX. JIByxdakropHas
ayTeHTH(uKanus. JInuHble faHHbIe W (pUHAHCOBAs MHPOPMALIKA.

Tema 3.3 llpoeepka b6ezonacHocmu kooa.

OCHOBHBIE THIIBI YSI3BUMOCTEH M TOJb30BATENbCKHUE JIOTHUECKHE
OHOKH. AHTHIIATTEPHBI 6€30MacCHOro MpOorpaMMHUpoBaHus. YepHsbie
cnucku. Hlabnonnsiit koa. Josepue no ymosuanuio. Paznenenue
KJIMEHTA U cepBepa.

[12],[18], [19].

1. pec. [6], [8], [10].
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1 2 3 4 7 8

Jladoparopnas paGora Nel3 2

Hazpyzounoe mecmupoearue 6e6-npuiodfceHus. 3alUTa OTYeTa MO
26 | (BHaxomcmeo ¢ npoyeccom mecmuposanus Ha nponukHoseHue. Hzyuenue Meronuteckue naGopaTtopHoii

npunyunoe  pabonwl  banancuposwuxa  nazpysku.  Hzyuenue u yKasanus pa6oTe Nel3

UCRONL306AHUE  CKPUNIMOBLIX A3BIKOG Mpocpammuposarnus. Hzyuerue

NPOU3BOOUMETLHOCIU 6eb-cepsepa.)

Jlexkuust Nel4 2

Tema 3.4 Obnapyocenue yazgumocmetl.

ABTOMaTH3UpOBaHHas NpOBEpKa. Cratuueckuit aHaNu3.

Huniamunieckufi ananus. Perpeccuoiioe rectaponane. [IporpaMmal

OTBETCTBEHHOTO pacKphITUs uHdopmaiuu. [Tporpammer Bug Bounty. Ocu. nut.: [1], [2], [3]

CTOpOHHHE IEHTECTEPHI.

Jon. mut.: [1], [2], [3], | *Konmponvnas

27 | Tema 3.5 Vnpaenenue yassumocmsamu. [12], [18], [19]. paéoma Ne2

Knaccudukauuu  ysasumocred.  OOwias  cucTeMa  OLGHKH

ysaseuMoctei. CVSS: bazosas metpuka. CVSS: BpemeHnHas MeTpHKa. 1. pec. [61, [8], [10]

CVSS: KoHTekcTHas METPHKA. TR ’

Tema 3.6 3awguma cogpemennblx e6-NPURONCEHUI U 826-CYHCO.

IIpotuBoaeiicTere XSS-atakam. 3awmra ot CSRF. 3ammra ot XXE-

arak. IIpotuBoneiicteue BHeapeHuto SQL-koma. IlpotuBoaeiicTrue

DoS-arakam. 3aiuta CTOPOHHHX 3aBUCUMOCTER.

JlaGopaTopnas paGora Nel4 2

Hacmpouxa cneyuanenozo npozpammnozo  obecneuenus 0is

MoHumopunza 6e30nacHoll pabomel 8e6-NPULOICEHUT. 3alMTa OTUYETA IO
08 | (Bwaxomcmeo u npumenenue Ha npaxmuxe 3QUUMEHHBIX U Meronuueckue naGopaTopHoi

He3AUUUEHHBIX NPOMOKONOE Nepeoauu OaHHBIX. 3HAKOMCMIEO C yKasaHus pa6ote Ne 14

npumepamMu  QHMUEUPYCOB,  UCHONL3YeMblX O Op2aAHUAYUU

6ezonacnocmu eet-cepeepos. Hmumayus u 603MONCHA MUMUSAYUA

(cmAazueHue) 8cex y2po3, HAUOECHHBIX RPULONCCHUEM.)

Bcero (56 gacos) 28 | 28

* MEPOIIPUATHSA TEKYIILEI'O KOHTPOJIA
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IpefoTBpaleHe HHQOPMEIMOHHBIX aTaK B aBTOMATH3MPOBAHHBIX CHUCTEMAax MPeIpPUsTHH
[DnexkTponHslii pecype] : yueOHnoe mocodbue. — Mocksa : M3garenbckuil jom Beiciied IIKOJIBI
9KOHOMHKH, 2015. - 574 c. - Pexum JOCTyMa
:http://biblioclub.ru/index.php?page=book &id=440285.

20.  Ayrentuduxauus. Teopus u mnpakTuka odOecreyeHHs O€30MacHOTO JOCTyHa K
MH(GOPMAIIMOHHBIM pecypcam [DNeKTpoHHbIi pecype] : yueOHoe mocobue / A.A. AdaHackes [u 1p.]
; o pea. A.A. llenynanosa, C.JI. I'py3aesa, 10.C. Haxaea. — Mocksa : ['opsuas nunus-Tenexom,
2012. — 550 c. — Pexxum nocryna: https://e.lanbook.com/book/5114.

21. baitep, JI. Microsoft ASP.NET: o6ecneucnue 6e3omnacHoctd. — M. ; CII6. : Pycckas
Penmaknus : [Tutep, 2008. — XYIII, 428 ¢. : ui.

JIEeKTPOHHbIE PECYPChI:

1. CnpaBouHas npasoBasi cucTtemMa KOHCYNbTaHT IIIOC [3NMEKTPOHHBIA pecypc] — Pexum
Joctyna: http://www.consultant.ru/online/.

2. busnec  0e3  omacHocTH  [DnekTpoHHBIH  pecypc —  Pexum  gocrtyna
https://lukatsky.blogspot.com/2019/01/2018.html.

3. Yro Takoe cranaapThHl HHPOPMAIIMOHHOM Oe30omacHoCTH? // OPUIMATIBHEIN CAKT KOMITAHUT
«kcrreptr  CPO»  [OnekTpoHHblii  pecypc] — Pexum  gmoctyma @ https://sro-iso-
expert.ru/stati/chto_takoe_standarty _informacionnoj bezopasnosti/. '

4. Mexnaynapoansie cranaaptel HH(popMaunoHHOH Oe3omacHocTr // caiit Jlaboparopus
CeteBoii BezomacHoctn Your Private Network [DnektponHsii pecypc ] — Pexum jgocryna :
http://ypn.ru/177/international-standards-ot-information-technologies-security/.

5. 20 uHTEpHET-pecYpCcOB AN CHEIHAINCTOB 10 HHGOPMAIMOHHOH Oe3omacHOCTH //
opunmansubii caift kommannu «EOJIAMH Texnonorum» [DNeKTpOHHBI pecype] — Pexum
Jgoctyna : http://geoline-tech.com/top-20-sites-about-information-security/.

6. Ilonesnwie caiitel u uHCTpyMeHTH// HMudopmaumonnas O6e3zomacHocts. IlpaxThka

uHpopMalmoHHOH  Ge3omacHOCTH  [OnekTpoHHbId  pecypc] —  Pexmm  jocryna
http://dorlov.blogspot.eom/p/blog-page_3151.html.
7. Wndopmanyonnas 06e30macHOCTh [DNIEKTPOHHBIH pecypc] — Pexum nocryma

http://www.securrity.ru/.

8. 30 pecypcoB 1o 6e3011aCHOCTH, KOTOpPbIe TOYHO HPHTOIATCS [DNEKTpoHHBIN pecypc] —
Pexum nocrtyma: https://proglib.io/p/information-security-guide/.

9. MndopManmonnas Oe3onacHocTh. 3amura AaHHbIX // habr — BeG-caliT B ¢dopmare
KOJUIEKTHBHOrO 0JI0Ta ¢ 37IeMEHTaMH HOBOCTHOTO caiiTa [DNeKTpoHHbIH pecype] — Pexxum aoctyma :
https://habr.com/ru/hub/infosecurity/.
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10. Basza 3manuit Knyba MubopmaimoHHOM 0€30IacHOCTH [DJEKTPOHHEIH pecype] —
Pexxum moctyma: http://wiki.informationsecurity.club/doku.php/main.

11. Hudopmanvonnas 6e30MacHOCTb. 3amuTa JaHHBIX [DnekTpoHHbIH pecype] — Pexum
Jocryna: http://all-ib.ru/.

12.  Onexrponnsie cnpasounukit no HTML u CSS [3nextponHsii pecypc]. — Pexum
nocryma: www.htmlbook.ru.

13.  3akon PecnyCiuku bBenapyce Ne 455-3 or 10.11.2008 r. «O0 nHbOpManuy,
uHdopmaTH3anuy U 3amuTe uHPopMaimu (HaroHanbHEIH peecTp NpaBOBBIX aKTOB PeciryGiuku
benapycp, 2008 T, Ne 279, 2/155. http://pravo.by/document/?guid=12551&p0=H11400102&p1=1.
https://normativka.by/lib/document/500066195/sid/5b693f5cc6a874b3ba977f2thaf8bbeS7.

14.  https://habr.com/ru/post/254165/.

15. HUcropus  HHTepHer. [OnexTpoHubli  pecypc]. —  Pexum  pgoctyna:
http://en.wikipedia.org/wiki/History_of the_Internet, http://ru.wikipedia.org/wiki/UHTepHET. -
MHara nocryna: 29.01.2021.

16. HUcropus World Wide Web. [OnektpoHHbli pecypc]. — Pexum gocryna:
http://en.wikipedia.org/wiki/History_of the World Wide Web; http://ru.wikipedia.org/
wiki/WWW. — Jlata noctyna: 29.01.2021.

17.  Hctopus W3C. [2nexTpoHHbIH pecypel]. - Pexum JocTyna:
http://www.w3.org/Consortivim/history; http://ru.wikipedia.org/wiki/W3C. — Jlata goctyna:
29.01.2019.

18.  Web Standards Project. [OnexTpoHmbiif pecypc]. — Pexum pocryna:
http://webstandards.org/ — Jlata pocryma: 29.01.2018 wu ero wucropus Pexum gocryma:

http://www.webstandards.org/about/history/.— Jlara moctyna: 29.01.2021.

19. [ynaes, B.B. JI83 (X)HTML, ckpuntst 1 ctym. CamMmoe HeoGX04uMOE. [DIeKTPOHHbII
pecypc]. / B.B. HymaeB. — CII6.: BXB-IlerepOypr, 2009. — 488 c. — Pexum pocryma:
http://znanium.com/bookread.php/book=489162. — Jlata moctyma: 29.01.2021.

20. IIpoxopenox, H.A. PaspaGorka Web-caiitroB c¢ mnomomsio Perl u MySQL.
[Onextponnslil pecypc]. / H.A. IIpoxopenok . — CI16.: BXB-Iletep6ypr, 2009. —560 ¢. — Pexum
goctyna: http://znanium.com/bookread.php/book=489301. — Jlara noctyma: 29.01.2018.

21.  TIpoxopenok, H.A. HTML, JavaScript, PHP 1 MySQL. J[>eHT/ibMeHCKHH HaGop
Web-macrepa. — 3-e u3n., nepepalb. u non. [Dnektpornsii pecype]. / H.A. TTpoxopenok. — CII6.:
bXB-Ilerepbypr, 2010. — 912 c. — PexxuM goctyna:

22.  https:/studfiles.net/preview/6197065/. — lata noctymna: 29.01.2021.

23. " Vuebnuk no HTML. [Onextponnslii pecypc]. — PexxuM mocryma: http://html.find-
info.ru/htm1/005/index.htm/. — Jlata gocryma: 29.01.2021.

24.  CospemenHpli yueOHHK JavaScript. [OnekTpoHHBIH pecypc]. — Pexxum moctyma:
https://learn.javascript.ru/. — Jlata goctyna: 29.01.2021.

IlepeuyeHb KOMNBIOTEPHBIX MPOrPaMM:

1. OmnepaumonHsle cucteMbl: Windows u Linux.
2. Web-Opay3zepsl: Opera, Internet Explorer, Microsoft Edge, Firefox, Google Chrome.

3. FrontEnd pa3paGorka BeO-npunoxenuii: ¢ppeitmBopku Ha ocHoBe JS: Angular]S, React]S,
VuelS. ,

4. BackEnd pazpabotka Be6-npunoxennit: Node.js, Java, Django, Python, Ruby u ap.

5. Cucremsl ynpapnenus 6a3zamu nauueix: MySQL, PostgreSQL, Microsoft SQL Server, Oracle,
MongoDB u np.

6. bnoknot, Notepad++.
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NEPEYEHD JJABOPATOPHBIX 3AHATUN

Jabopamopras pabomc Nel AHaiu3 BHYTPEHHMX H BHEIIHHX Yrpo3 HHGOPMAalHOHHOM
©€30TacHOCTH BEO-MIPUIICKEHHUS.

(3HaKOMCTBO ¢ MPUMEPAMH BHYTPEHHUX Yrpo3 O€30IIaCHOCTH BEO-TIPUIIOKEHHS. 3HAKOMCTBO €
IpYMepaMi BHEMIHUX VIrpo3 0e30NHacHOCTH BeO-NIPUIOKEHUs. 3HAKOMCTBO C OCHOBHEIMH
METOJaMH aHajIu3a YA3BHMOCTeH BeO-TIPUIIOKEHUS.)

Jlabopamopnas paboma Ne2 PaspaboTka MpOEKTa MO MOCTPOEHHIO CHUCTEMBI 3aIUUTHl BeO-
IPHIIOKEHUSL

(3HaKOMCTBO C TIpHUMepaMH OTEUSCTBEHHBIX U WHOCTPAHHBIX CTaHAApPTOB HH(OpMALMOHHOH
6e30macHOCTH. 3HAKOMCTBO C SI3BIKOM IPOTPAMMUPOBAHUS IS pa3spabOTKH BEO-TIPHIIOKEHHSL. )

Jlabopamopras paboma Ne3 PazpaboTka NpoeKTa MO IOCTPOCHMIO CHCTEMBI 3alIMThI BeO-
IPUTOKEHUS.
(3HaKOMCTBO C S3bIKOM NPOrPaMMUPOBAHHUS Ul Pa3pabOTKU BeO-IIPUIIOKEHHS. )

Jlabopamopnas pabomc Ne4 Pa3paboTka KIHMEHTCKOH uacTH Monyis Oe3omacHOCTH Beb-
IPUITOKEHUS.
(TTpumenenue Content Security Policy. 3HakOMCTBO ¢ MEKCETEBBIMH 3aIIPOCAMHU. )

Jlabopamopuas paboma Ne5 PazpaboTka KIHEHTCKOH dYacTH MOAyNs Oe30macHOCTH Bed-
NIPHAJIOKEHUS.
(3nakomcTBO ¢ MexaHu3moM atakn CRLF-uHbekuuu, HanmpaBlIeHHOH Ha MOJb30BaTens Bed-
IPHJIOKEHHUS.)

Jlabopamopuas pabomc Ne6 Pa3paboTka cepBepHOH dYacTH MOXYJsS O€30MacHOCTH BeEO-
IIPHJIOKEHHUSL.

(U3yueHne cepBepHBIX OIIEpAllHOHHBIX CHCTEM, KOTOpPBIE dYallle BCEr0 HCMOJB3YKT B CETH
WnTepHer.)

Jlabopamopnasa pabomc Ne7 Pa3paboTka cepBepHOH 4YacTH MOAYJS O€30MacHOCTH BeO-
TIPUITOKEHUS.

(U3yueHne BUPTyabHBIX XOCTOB B BeO-cepBepax Apache u Nginx.)

Jlabopamopuas paboma Ne§ Pa3paboTka cepBepHOM YacTH MOAYJS O€30MIaCHOCTH Bel-
IPUTIOKEHHUS.
(3HaKOMCTBO C TPUMEpPaNH apXUTEKTYPHBIX aHTH-TATTEPHOB, CBA3AHHBIX ¢ 0€30MaCHOCTRIO.)

Jabopamopnas paboma Ne9 Vccnenopanue BeG-IIPUIIOKEHUS HA YA3BUMOCTH.
(3HaKOMCTBO € IpHEMaMH MEXCaHTOBOIO CKPUIITHHTA. 3HAKOMCTBO ¢ « XML-HHBEKIUIMUY. )

Jlabopamopuas paboma Nel() ViccrnenoBanue BeO-MPUITOKEHHUS HA YA3BUMOCTH.
(3nakoMcTBO ¢ HHBekIUAMU B HTTP-3aronoBku.)

Jlabopamopnas paboma Nel ] PazpaboTka cpeacTB 3alIUThI 6a3bl JAHHBIX BEO-IPUIIOKEHHS.
(3HaKoMcTBO ¢ HHKJIOM Oe3omacHoi 06pabOTKH NaHHBIX. 3HAKOMCTBO ¢ «SQL-HHBEKIUSIMUY.
3HAKOMCTBO ¢0 crioco6amu 60psObI ¢ SQL-HHBEKIHUAMH.)

Jlabopamopnas paboma Nel2 CoznaHre ClieHapUeB aTaky U 3allUTHl BEO-MPHIIOKEHHS.
(3HaKOMCTBO C IpUMEpaMH aTak «rpydas cuia» W «IepenojHeHue Oydepa». 3HAKOMCTBO ¢
aTaKaMH «UHBEKLHS KOMAHJ B NPOTOKOJIBI 3JICKTPOHHOHN ITOYTEL. 3HAKOMCTBO C aTakaMH
«3noynorpebieHue GyHKIHOHAISHOCTBION. )




18

Jlabopamopnas paboma Nel3 Harpy3o4Hoe TeCTUPOBaHHE BEO-TIIPHIIOKECHHUS.

(3HAKOMCTBO C MPOIIECCOM TECTHPOBAHHS HA MPOHHKHOBEHHME. VI3ydeHMe NPHHIMIIOB paboThI
OaNaHCHPOBIIMKA  HATpy3Kd. M3yueHue M HCNONB30BAaHHE  CKPHITOBBIX  S3BIKOB
TporpaMMHpoBanHs. M3ydyenne Npon3BOAMTEIBLHOCTH Be6-cepBepa. )

Jlabopamopras paboma Nel4 Hactpoiika crnendagbHOTO HPOrpaMMHOTO OOecleueHHs s
MOHHTOpPHHTa Oe30macHo# paboThl BEO-TIPHII0KEHUH.

(3HaKOMCTBO W TIPUMEEEHHE Ha INpakTHKe 3aIUUIIEHHBIX M HE3AIIUIICHHBIX IPOTOKOJIOB
nepefayy JaHHBIX. 3HAKOMCTBO C MPpUMepaMy aHTUBUPYCOB, HCHOJIB3yEMBIX AJIsl OpraHU3alul
Oe3omacHocTh BeO-cepBepoB. MMuTanus m Bo3MOXHas MUTHranus (CMAT4YeHHe) BCEX yTpos,
HalIeHHBIX IIPUTIOKEHUEM. )
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NEPEYEHDb BOITPOCOB JJI51 TIPOBEJEHUSA 3AYETA

[esnn u 3aa4u U3y4eHUs TUCIUITIHHEL.

OCHOBHBIE IOHATHS 4 OIIpeJleJICHUS.

[Tpo6embl 6e30n1aCHOCTH BEO-TIPUIIOKCHHH.

Bunp! ysa3BUMOCTEH BEO-NPHIOKEHHUS.

OCOOCHHOCTH HCCIIeJ0BaHMS BEO-TTPUIIOKEHUS Ha ySI3BUMOCTH.

[TpuHnune! 6€30MacHOro UCNOAb30BAHUS HHTEPHET-CAHTOB.

Knaccnukauus yrpo3 nadopmMannoHHoi 6€300acHOCTH.

BHyTpeHHMe B BHEIIHHE YIpO3bl HHOOPMAIIMOHHOH 0€3011aCHOCTH BEO-NIPUIIOKEHHUS.
CrniocoOb1 ay TeHTH(HKALMY TT0JIB30BaTeIeH.

. Texnonoruu 6e3oriacHoi nepenadn nHpopmanuu B cetu MaTepHET.

. ZKu3HeHHBIH HUKII 3alUTh] BeO-TPUIOKEHHS.

. OTansl pa3pabOTKH KIMEHTCKONW YacTH MOy Jis O€30I1aCHOCTH BEO-IIPHIIOKEHHS.

. Oransl pa3zpaboTKU CepBEPHOM YacTH MOAYJISI 0€30NaCHOCTH BEO-IPUIIOKEHUS.

. OcHOBBI TecTrpoBaHUs 6€3011aCHOCTH BEO-TIPHIIOKECHUS.

. CpenctBa 3amuThl 636l JJAHHBIX BEO-ITPHIOKEHUS.

. TexHonorun ¥ HMHCTPYMEHTHI oOecrmeueHUs HHPOpPMAIMOHHON O€30macHOCTU Ha J3Talle

pa3pabOTKH BEO-NIPUIOKECHUS.

. Texnonorun u HMHCTPYMEHTHI oOecredeHuss HH(POPMANHOHHOH O€30MacHOCTH Ha JTale

TECTHPOBaHUS BEO-NPUIIOKECHU.

TexHOMOTHH M HHCTPYMEHTHl oOecrnieueHMs: MHPOPMALMOHHON O€30nacHOCTH Ha 3Tale
BHEAPEHUS BEO-TIPUTIOKEHUSI.

TexHonorun u HMHCTPYMEHTHI oOecredeHuss MHGOPMAHMOHHOW Oe30MacHOCTH Ha JTale
UCIIONB30BaHUs BEO-TIPUITOKEHHUS.

Ioncucremel 3auThl BEO-II0PTAIOB OT MHOOPMAIIMOHHBIX aTak.

3arnuineHHble i He3aIHMIIEHHBIC TPOTOKOJIBI IEPEIaul JaHHBIX U UX HCIIOJIb30BaHHUE.
Buast DDoS-arak. O6uapyxenune DDoS-araxk.

[Tprunnbl BO3HUKHOBEHHS ysI3BUMOCTeH THma Injection.

IHoacucremsl 3a1IMTEL BEO-TOPTAIOB OT MHGOPMAIIMOHHBIX aTaK

[IpuBenuTe MpUMEPBI BHYTPEHHHUX YI'PO3 0€3011aCHOCTH BEO-TIPHUIIOKEHHUSI.

IIpuBenuTe IPUMEPE! BHEIIHUX YIPo3 0€3011aCHOCTH BEO-IIPHIIOKEHUS.

Onuimre OCHOBHBIE METO/Ibl aHATH3a YS3BUMOCTEH BEO-ITPHIIOKEHHUS.

IlpuBenuTe HmpHMEps! OTCYECTBEHHBIX M WHOCTPAHHBIX CTaHIAPTOB HHGPOPMANUOHHOM
0€30I1aCHOCTH.

Onumnte 6e30nacHbIH MUK pa3zpaboTKu BeO-IPHIIOKECHHUS.

Kaxue 3bIKM IPOrpaMMUpPOBaHUsL HCITOJIB3YIOTCS IS Pa3pabOTKH BEO-TIPHI0KEHHH?

Jns gero ucnonwssyercst Content Security Policy?

Yro Takoe MeKceTeBble 3aIPOCh?

Onumure Mexanusm araki CRLF-unbekuud, HamnpaBiieHHOM Ha IIONb30Barelis BeO-

~ IIPAJIOKEHHUS.

34.
35.
36.
37.
38.
39.
40.

41

43,
44,

Kakue cepepuble onepaliMoOHHbIEe CHCTEMBI Yallle BCEr0 UCIONB3YIOT B ceT MHTepHET?
Yro Takoe BUPTYalIbHBIE XOCTHI B BeO-cepBepax Apache u Nginx?

[TpuBeauTe NpUMeEpH! APXUTEKTYPHBIX aHTH-IATTEPHOB, CBA3aHHBIX ¢ 0€30MAaCHOCTHIO.
Omnumure nukn 6e3onacHoi 06pabOTKU TaHHBIX.

Yro Takoe «SQL-uHEeKIMSI»?

[Tepeunciute croco6st 60pbOEI ¢ SQL-UHBEKIUAMM.

Yro Takoe TECTUPOBAHUE HA IPOHUKHOBEHUE?

. Jnd yero HysxeH GaTaHCHPOBILUK HArpy3Ku?
42,

Biyser 1u ucnons30BaHKMEe CKPHIITOBBIX A3BIKOB MPOrpaMMHUpoBanus (Harnpumep, PHP) Ha
IPOM3BOAUTENBHOCTE Beb-cepBepa?

Yro Takoe MeXcalTOBBIH CKPHIITUHT?

Yro Ttakoe « XML-unbexnus»?
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45. Uto Takoe uabeknuu B HTTP-3aronoBku?

46. TosicHuTe CyTh aTaK «rpydasi CHIa» H «repenoyiHeHue 0y pepar.

47. TosicHUTe CYTh aTaKH «HHBEKIUS KOMaH B IPOTOKOJBI SNEKTPOHHON HOYTHI».

48. TloscHuTe CYTh aTaKH «3710yNnoTpedaeHne GyHKLUHOHAIBHOCTHION.

49. Kak ucnonp3yroTces 3alIUIIEeHHBIC U He3alUIIeHHbIE IPOTOKOJIBI NEpeladt AaHHbIX?

50. TlpuBeauTe puUMepEl aHTUBUPYCOB, HCIIONB3YEMbIX JJISI OpraHu3aluy 0e30IIacHOCTH Bed-
CEpPBEPOB.

51. CnenuansHoe mporramMMHoe oOecrieueHHe aisi MOHMTOpHHra Oe3omacHOH paboThl BeO-
[IPIIIOXKEHHU .

52. OnuummTe BO3MOXKHYEO MUTHTALIUIO JUIs BCEX yIPO3, HallIECHHBIX IPHIOKCHUEM.
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OPTAHU3ALIHSI CAMOCTOSITEJILHON PABOTHI CTYAEHTOB

O6yuenne nucuuIIHHe «TeXHONOrHH pa3paboTKH U 3allUThl CEPBEPHBIX BEO-IPUIOKEHUH U
Be6-CITy KO» IIPEAIIoNaraeT peaTn3alyio Cieayomux GopM caMoCTOATENBHOM pabOThI CTy IEHTOB!

— mpopaboTKa KOHCIEKTa JIEKIUH U y4eOHOU JINTEPaTyphI,

— M3YYEHHUE MEYATHBIX HCTOYHHKOB 110 TEME JUCLIUIUIMHEI,

— W3yUYeHHUE NPOHECCHDOHATBHBIX IEKTPOHHBIX PECYPCOB IO TEME AUCIUTLIMHEI,

— M3y4eHHE BOIMPOCOB JJIsi CAMOKOHTPOJIS;

— MOJrOTOBKA K ayJWTOPHOMY BBHIMOJHEHHIO Ja0OpaTOPHBIX paboT (MpeaBapHTENIbHOE
3HAKOMCTBO C METOMUYESCKHMM YKa3aHWSIMH, MPOTpaMMHBIM 0O€CII€YeHUEM, BapHaHTOM
WHIMBUAYAJIBHOTO 3a/1aHus o paboTe);

— pelIeHHe HHIUBUAYATBHBIX 3aJa4 IPY TIOJITOTOBKE K J1a00paTOPHBIM 3aHSTUSIM;

— BBHINOJIHEHHE MPAKTHYECKUX YIpaxHeHWil (padoTa ¢ TpeHaxepamH) Ul 3aKpeIUIeHHs
3HaHUHN U HAaBLIKOB;

— IOJTOTOBKA K 3aIIMTE J1aG0paTOpHLIX (0GOpMIIEHHE OTYETA 110 HHANBHAYA/IbHOMY BAPHAHTY
3aJlaHusl, 3alIUTa Pe3yIhTaToB paboThl U AEMOHCTpAIlUU CTENIEHH OCBOECHHUS HABBIKOB H YMEHHUH IO
KOHKpETHOI1 Teme);

— pelICHHEe BO BHEYPOUHOE BpeMs KOHTPOJIbHBIX 33J1a4, MOJy4aeMbIX Ha JIEKIHX;

— YIIyGiEHHOE U3yUeHHe OTAETBHBIX TeM y4eGHOM JMCIUILIHEE] IS MOATOTOBKH K YCTHBIM
oIpocaM;

— M3YYCHHE OCHOBHOH M JOIOJHHTENBHOH U HAY4HOM JIMTEPATYPhl B IPOLECCE MIOArOTOBKH K
AHAMM3Y ¥ peIICHMIO IID0GJNEMHBIX 3adad, pealH3aldd dIeMEHTOB HCC/eN0BaTeNbeKol
NeATeTbHOCTH; g

— MOATOTOBKA K MPOMEXYTOYHOH M TeKyllel AMarHOCTHKE KOMIIETEHUHH (MUCBMEHHBIM
KOHTPOJIBHBIM paboTam); ’ -

—CHCTEMATU3ALUS TTOTYUYSHHBIX 3HAHHH IPU MOATOTOBKE K 3aUeTy.

VYenoBus Ui caMOCTOATENbHOM paboThl CTYIEHTOB, B YACTHOCTH, U PAa3BUTHS HABBIKOB
CaMOKOHTPOJI4, CHOCOOCTBYIOIINUX MHTEeHCU(UKAIIUH o0pa3oBarerpHOrO ~ IIpoilecca,
ofecre4nBaroTCs:

— HaJlMYAEM M MHCIOJIB30BaHHEM B 00pa3oBaTeIbHOM IMIPOIECCE OTKPBITBIX CHCTEM
AaBTOMATU3UPOBAHHOIO TECTUPOBAHUS IIPHU MCIIOIB30BaHUK OECIUIaTHOIO cepBUCA Ui Y4YeOHBIX
3aBelICHUH, HEKOMMEPYECKHUX OpraHu3aliil U Mmojp3oBaTesnel MTMYHbIX akkayHToB Google — Google
Kiacc, koTopble 10CTYIHBI [071b30BaTENIM Uepe3 VIHTepHeT B r060e yI00HOE IS HUX BpeMS;

—MCIOJIb30BaHUEM «OOJIaUHBIX» TEXHOJIOTHH, B YaCTHOCTH 00JIaYHOTO XpaHuIHuila $haitioBoro
XOCTUHIa KoMIanuu Dropbox A1 pazMeneHus: MaTeprUaioB 110 YHTAEMOH TUCIHUILIHHE,

— HaJIMYMEM H NOJHOH JOCTYNHOCTBIO AJIEKTPOHHBIX BAPUAHTOB Kypca JIEKUHH M yueGHO-
METOMYECKUX YKa3aHUH 110 OCHOBHBIM pas/iesiaM JHCLMILIHHEL

JlonoHATE/IbHOE YUeOHO-MeTOAHYeCKoe ofecIeueHne
€aMOCTOSITeIbHOH PadoThI CTYIEHTOB 04HOM POpPMBI 00yUeH s

1. Marepuansl, pasMeliéHHBIE Ha OECIUIATHOM CEPBHCE JUIS Y4YeOHBIX 3aBEIEHH,
HEKOMMEPYECKUX OpraHu3aliil u rnose3oBaTesned TuYHbIX akkayHToB Google Kmace Room
yHuBepcuteTa: mudp kypca KTHLDLF.

2. Meroau4eckue yKa3aHHS K BBIIOJHEHHIO JTabOpaTOPHBIX paGoT [0 JAMCLMIUIHHE
«Texnonornn paspaboTKM M 3alUTHl CEPBEPHBIX BeO-IPHIOKEHHH U BeG-CIy)O» s
CTyIeHTOB cnenuanbHocTH 1-98 01 01 KommnblotepHas 6e30macHOCTE (110 HaNpaBIEHHSIM)
1-98 01 01-01 «KommeroTepnas 6e30macHOCTb (MaTeMaTHYECKUE METOBI H IIPOrPAMMHEIE
CHCTEMBI )».
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Coaepixanne caMocTOSATEIbHONH PabOThI CTYIEHTOB

Bun
CaMOCTOATEIbLHO
i paboThl

TemaTnueckoe coAcpKaHue H UCII0JIB3YyEMBIC HCTOMHHKH

Koanuecrso
4acoB

1

2

3

CaMocToaTeIsHOe
HU3YYCHHE
OTACNBbHBIX
BOIIPOCOB 10
TEMaM
JIACLIMIIMHbI
IPY TIOATOTOBKE K
KOHTPOJIbHBIM
paboTtam

Tema 1.2 Cmpykmypa cospemenHblX 6€0-NPUNLOICEHUU.

Kapre Be6-npunoxenus. REST APIL. @opmat JSON. JavaScript
(TTepemennsbie u ux obnacth BunuMocTH. Oynknuu. KoHTeKCT.
[TporoTuniHoe HacnefoBaHHe. ACHHXPOHHOE BBLINOJIHEHUE
koxa. Ilporpammustii uarepdeiic DOM Opaysepa).

OpeitviBopku st SPA.
Oc. ywr.: [1], [3]. Hon. swar.: [8], [13], [14], [18]. D11 pec. [1], [12].

Tema 1.5 Bozmoocnocmu dpaysepa. _
Beeaenne B HTML. ®opmbl B Gpaysepax. CriocoOsl 3agaHus CTUIIEH,
kackaa, cenektopbl CSS. O6bekt XMLHttpRequest. Cookies u
CECCHH.

OcH. nur.: 1], [2], [3]. Hon. nut.: [5], [9]. Oa. pec. [5], [6], [12].

Tema 1.6 Ilouck cy60omenos.

IlpunoxeHuss B paMmKax OJHOTO JoMeHa. BcTpoeHHble B
Opay3sp MHCTPYMEHTHI aHaimy3a. KelM MOMCKOBBIX CHCTEM.
Ilouck B apxuse. ConnanbHble TpoduI. ATaky Ha Hepesady
30HBL. bpyTdopc cybaomenos. [lepebop o cioBapro.

OcH. nut.: [1], [2], [3]. Hon. nur.: [1], [2], [3], [4].
1. pec. [6], [10], [11].

Tema 1.9 Beb-cepsucur.

XML/JSON over HTTP. XML-RPC. SOAP u WSDL.
ApxutekrypHble cTiiin BeO-cepBrcoB. RPC. SOA. RESTful.
be3onacHocTh BeO-CepBHCOB.

Ocw. mmar.: [1], [2], [3]. Hon. awr.: [4], [5], [6], [11], [13], [14], [16].
On. pec. [5], [8], [12].

Tema 3.2 besonachas apxumexmypa npunio’ceHui.

Anannsz tpedosanuid k I10. IIporoxoner SSL nTLS. 3amura
YYETHBIX  JaHHBIX. XEIIMPOBaHWE  YYETHBIX JaHHBIX.
JlByx(aktopHas ayTeHTuukamus. JIMuHBle HaHHBIE W
(dbunaHcoBas HHGoOpMaIys. :

Och. .. [1}, [2], [3]. Hon. aur.: [1], [2], [3], [12], [18], [19].
o1 pec. [6], [8], [10].

Tema 3.6 3awuma coepemeHHbIX 6€0-NPUNONCEHUU U 6eD-
cnyorch.

lIpotuBoaeiicteue XSS-arakam. 3ammra or CSRF. 3amura oT
XXE-arak. [lporuBoneiictsue  BHeapenuro  SQL-koza.
IIporrBogeiictBue  DoS-arakam. 3amura  CTOPOHHHX
3aBUCHMOCTEMN.

OcH. nwr.: [1], [2], [3]. Hon. aur.: {1], [2], [3], [12], [18], [19].
3n. pec. [6], [8], [10].

JlabopaTopnast pabora Nel
Ananus GHYmMpeHHux U 6GHEWHUX Y2PO3 UHPOPMAYUOHHOU
bezonacnocmu 8e6-1puUnONCeHUs.
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2

Iloaroroska k
3aIlUATE OTYETOB
110 J1abOpaTOPHBIM
paboTtam

JaGopartopnas padora Ne2
Paspabomia npoexma no NOCMPOEHUIO CUCMEMbL 3QUUNbL
8e6-NDUNLONCEHUS.

JlabopaTopnasi pabora Ne3
Paszpabomxa npoexma no NOCMPOCHUIO CUCHEMbL 3AUUNTbL
8e6-NYUNOJACEHUSL.

JlaGopatopnas patora Ned

Paspabomka kauenmcekou dacmu mooyas 6e3onacHocmu 6eo-
NPUNOHCEHUSL.

JlabopaTopnas padora Ne5

Paspabomua xknuenmcexotl yacmu mo0yas b6e3onacHocmu ed-
NPULCIICEHUA.

JlabopaTopHas pa6ora Ne6
Paspabomxa cepeepnoii wacmu mooyas 6e3onachocmu 6eo-
NPUNCHCEHUSL.

JlabopaTopHas padora Ne7

Paspabomra cepeepHoli wacmu mooyns 6esonacHocmu 6e6-
NPUNGCIHCEHUSL.

Jla6opaTopnas pa6ora Ne§

Paspabomra cepgepnoii yacmu mooyna 6Gezonachocmu 6eb-
NPULGCIICEHUSL.

JlabopaTopnas padora Ne9
Hccnedosarue eeb-npunoxceHus Ha Ya36UMoCmu.

JlabopaTopHasi pabora Nel(
Hcenedosarnue 6eb-npunodcenus Ha Ya36UMOCHU.

JlabopaTopuas pa6ora Nell

Paspcbomra cpeocme  zawumer  6a3bl  OaHHbIX  6e0-
NPULOACEHUSL.

JlabopaTopnas paGora Nel2
Co3zocnue cyenapues amaxu u 3auumovl 8e0-NPUNLONCEHUSL.

JlabopaTopHnas padora Nel3
Hazpysounoe mecmuposanue 6e6-npunoxcenus.

JlabopaTtopHas padora Nel4

Hacmpoiixa cneyuanvhoeo npozpammmnozo obecneyenus O
MOHUMOPUH2a 6e30nacHol pabombl 6e6-NPULONCEHUI.

BCETO

52
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KOHTPOJIb KAUECTBA YCBOEHUS 3HAHU

KoHTponb KadecTBa YCBOEHHs 3HAHWM TpoBoauTcs B cooTBeTcTBHMHM ¢ IlonoxenreM o
PEHTHHIOBOM CHCTEME ONEHKH 3HaHUH U KOMIIETEHIME cTy JeHTOB (1puKa3s pekropa YO III'Y Ne 294
or 06.06.2014 (B penakuuu, yrBepxaénnoi npukasom Ne 605 ot 17.11.2014) B dopme TeKyiero
KOHTPOJISA ¥ IPOME)XKYTOYHOZA aTTeCTALIUH.

Jlns oLleHMBAHHS CAMCCTOSTEIBHOW U ayIUTOPHOM padOTHI CTYJICHTOB B paMKaxX AUCIMIUIAHBI
UCIIONB3YETCs  HAKOMMUTENbHAs CHCTEMa KOHTpPOJIsl  YCHEBAacMOCTH, KOTOpas IIpearnojaraer
CYMMUpPOBaHHE OaTbHBIX OLIEHOK, BEICTABISIEMBIX B SIIEKTPOHHBII 5Ky PHAI 33 BCE BU/IBI paboT B TEUECHKE
IIPOXOXKICHUS Kypca [UIsl Onpe/iesIeHus cpeiHeapr(hMeTHIECKUX ToKa3aTeNel yCIeBaeMOCTH.

MeponpusTys TEKyIero KOHTPOJI MPOBOJSTCS B TEUEHHE CEMECTPA M BKIIIOYAIOT B ceOs
crnenyromue GopMbl KOHTPOJIS:

—ycTHas dopMma (6IUI-0TIpoC Ha JIEKIUX);

—nHuChMeHHAs GopMa (TeCThl, KOHTPOJIBbHBIC PabOThI, IHCHMEHHBIE OTUETHI IO Ja00paTOpHBIM
paGoram);

—YCTHO-IIMCbMEHHas (hopma (OTYETHI IO TaOOPATOPHBIM € UX YCTHOH 3aIUTOMN );

—TexHuueckas Gopma (MEKTPOHHbIE TECThI, BU3yalbHEIE 1aG0paTOpHEIE PaboThI).

JlaGoparopHeie pabOTHI MpeanoaraloT BBITOJNHEHWE W 3amuTy. [locnenanee maboparopHoe
3aHATHE B CEMECTpe INpeAyCMaTpUBAcT BBINOJIHEHHWE M 3aIIMTy 3a4€THOM paboThl, a TakKxKe
KOHTPONBHOE TecTHpoBaHue. [IpH BHITOIHEHHH TabOpaTOPHBIX paboOT BBIIAETCS WHAMBHIYATbHOE
3amanye. OTYET mo 1abopaTopHON paGoTe mpeicTaBiAeTcs B SIEKTpoHHOM BHze. Cojepkanue
oT4éTa: Ha3BaHue paboThl, BAPHAHT 3aJ[aHUsl, aHATHU3 3aaHHsI, X0 BEIIIOJHEHUS pabOThl, OCHOBHEIC
M IPOMEXYTOYHbIE PE3yNbTaThl, BLIBOJABI 10 padoTe. 3armura paboT NPOBOIUTCS HHIUBHIYATHHO H
OLICHMBAETCS B COOTBETCTBHUA YCTAHOBJICHHBIMU IIPAaBHIAMH.

Pesynbrat mexyuezo konmpons 3a cemecmp OUEHHBAETCS OTMETKOM B Oaiax MO
AecATHOA/UIPHON IIKane M BBIBOIAWTCS, MCXOAS M3 OTMETOK, BBICTABICHHBIX B XOJE MPOBEICHUS
MEPOINIPHATUH TEKYLIET0o KOETPOJIs B TEYEHHE ceMecTpa 110 cieayomei Gopmye:

(KTy + ...+ KT,) + (JIP, + JIP,, ) + (KP; + KP;)
R (16 +n) ’
rae KT; + ...+ KT, — oT™Mé&TKH, BBICTaBIIEHHBIE IO pe3yJbTaTaM KOHTPOJIBHOTO TECTHPOBAHUS,
N — KOJINYECTBO TECTOE;
- JIP; + JIP;, — OTMETKH, BBHICTABIEHHBIE IO PE3Y/IHTATAM 3AIIUT Ja6OPATOPHBIX PaGoT.
KP,, KP;, — oTMETKH, BbICTaBJIEHHEIE 110 pe3yIbTaTaM KOHTPOJIBHEIX paboT.

T

PesyiibTaT ' TeKyIIEro KOHTPOJIA pacCUMTHIBACTCS KaK OKPYIVIEHHOE CpejHee 3HAYEHHE.
PesynbTaT MOXET OBITH YBETHUEH B COOTBETCTBHHU C I1.11. 6.8 1 6.9 [TostoxkeHus..

ITpomexcyTouHas aTTecTanus NpoBOAUTCS B hopMe 3auéTa.
3auéT npoBogutes coriacHo Ionoxenuto.
3akmoueHue o 3auéme GpopMHUpyeTCs Ha OCHOBE HAKOITUTEIBHOTO IPUHIKIIA 110 GOopMyIe:

3=k-T,

Tae  k— BecoBoi K0IGGULHEHT TEKYIEro KOHTPOIS;

T — pe3ynbTar TEKYLIero KOHTPOJIS 3a CEMECTP.

Becosoii koaddunueHT k npuHuMaeTcs paBHbIM 1.

Eciu nmonyvennas otmerka 3 < 4 0OanioB, TO NPOBOAUTCS YCTHBIM 3a4€T OTHEIBHO IIO
IPE/CTABICHHBIM B IIDOIPaMMeE BOIIpOCaM. ;

IlepeBon OTMETKM MO 3a4eTy OCYILIECTBIAETCS [0 CICAYIOIMM NpPaBHJIaM: OTMETKa

«3a4YTEHO» BBICTABISICTCH CTyJAEHTaM, IOJYYMBIINM OT 4 10 10 GaioB, OTMETKA «HE 3a4TEHO»
BBLICTABJIACTCS CTYJCHTAM, IIOTY4YHBIINM OT 1 10 3 Oajuios.
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XAPAKTEPHCTHKA MHHOBAHUOHHBIX ITIOAXO10B
K IIPEIIOJJABAHUIO YYEBHOU JUCIUIL/INHbBI

OCHOBHBIE METOJbI (TEXHOJOrMH) O0ydeHHs, OTBevalolive LEsIM M 3ajadyaM y4deOHOH
JUCLUIUIMHBL

- npobiiemHoe oOydenue (IpoOJIeMHOE U3JOXKEHUEe, BapUaTHBHOE H3JIOKEHHUE),
pean3yeMOoe Ha JIEKLIMOHHBIX 3aHATHUSX;

- y4eOHO-HCCIe1oBaTeNIbeKas  JAeSITeNLHOCTb, pealn3alds TBOPYECKOro MOAXO0Aa,
peanusyemMble Ha JIaDOpaTOPHBIX 3aHIATUSX.

Hcnonp3yeMele TEXHOJIOTHM OOY4YEHHs H JUArHOCTHKM KOMIICTEHUMH B IpENnojaBaHHH
MMCIUIITHHB! « TexHomoruu pa3paboTKH W 3allUTHl CEPBEPHBIX BEO-MPHIIOKEHUH U BeO-CIyxKO»
PEeNN3YIOT MOJXO0J, OCHOBAHHBIH Ha MAKCHMAJIbHO BO3MOXKHOM MCIIOJIb30BAHUM BHYTPEHHEH M
yueOHOU MOTHBAIIMH CTYACETA, NPOSABJSIONIEHCS B YETKOM NOHUMAHIH UM 3HAaYUMOCTH BCEX BHJIOB
BBITOJIHSIEMBIX paboT, KaK ¢ TOYKM 3pEHHs BAXHOCTH Ui NpodeCCHOHATIBHOM NOATOTOBKH, TaK H C
TOYKH 3peHHs olleHWBaHuA. lloaxox mpenmosaraeT HCMOJIB30BaHUE DJIEMEHTOB IMPOOJIEMHOIO
o0yueHHus] U 3JIEMEHTOB HCCIIC/IOBATEILCKOM JIESITENIFHOCTH CTYJEHTOB B IIpotiecce ayAMTOPHOH
paboThl, a TakXke MpH BHITOJHEHHH CAMOCTOATENbHBIX pabOT MpPH IOCTOSHHOM PEHTHHIOBOM
KOHTpOJIE.

Ha neximoHHBIX 3aHATHAX 1O JuclHIUMHE « TeXHomoruu pa3paboTKH U 3aIUTEI CEPBEPHBIX
BEO-TIPIIIOXKEHUH U BeO-CMY)K0» BO3MOXKHO HCIIOJNIB30BAaHHE JIEMEHTOB NPOGJIEMHOr0 OOYYECHHS:
Ipo6IEMHOE U3JI0KEHHE HEKOTOPBIX aCIeKTOB, HCIOB30BaHHE YACTUYHO-TIOMCKOBOI'O METO/IA.

N3yuenne y4eOHONH MUCHMIIIMHBI OCYIECTBISETCS HA JICKIMOHHBIX M JIabOpaTOpPHBIX
3aHATHSX. '

Ha nexUMOHHBIX 3aHATHSIX CTYAEHTHl OBJIQJIEBAIOT CHCTEMOW TEOPETHYECKHX 3HAHHHA B
00J1aCTH MOCTPOEHUsT BEO-MPUIOKCHUH, YAOBICTBOPSIOMINX TpeOOBaHUAM O€30MaCHOCTH H
HAJIC)KHOCTH. B Xome JIeKUHOHHOTO U3MO0XKEHUS TEOPETHYECKUX CBEIEHHH WCIIONB3YIOTCS
TPAJUIIHOHHBIE CJIOBECHBIC MPUEMBI M METOJbI, KOTOPHIC AaKTHBH3HUPYIOTCA ITOCTAHOBKOMN
poOJIEMHBIX BONPOCOB U 3alaHHii, OpraHu3anueil y4eOHbIX JUCKYCCHI ¢ OIOpON Ha MMEIOULYHOCS
HAaYaJIbHYK) IOATOTOBKY CTYJEHTOB M HX IIOJIMTEXHHYECKUH Kpyro3op, HCIOIb30BaHHEM
MHTEPaKTUBHBIX METOJIOB OO0YUYCHHUS.

Ha nabGopaTopHbIX 3aHATHSAX pa3BUBAIOTCA U (OPMHPYIOTCS HEOOXOAMMBIEC IPAKTHUECKUE
YMEHHUS M HaBBIKM [TOCTPOECHUSI BEO-TNPUIIOKECHUM, YOBJIETBOPAIOMNX TpeOoBaHUAM Ge300aCHOCTH
Y HAJIE)KHOCTH, A TAK)KE HABEIKKM PyYHOTO M aBTOMAaTU3HPOBAHHOTO TECTHPOBAHKS YI3BUMOCTEH BEO-
IIPUJIOXKEHHI C HCIOB30BAHUEM PA3IMUHBIX CHIENHATBHBIX CPECTB.

IlpumenseTcs  MHTHBHAYaIbHBIHA, TBOpYecKHd noaxon. CTYNEHTHI IIOAYYalOT OT
TpenoiaBaTeNs HHAMBUAYAIBHBIC 3aJlaHus, B PAMKax CaMOCTOATENLHOM paboThl pa3pabaThIBAIOT
CBOM BeO-NPUIIOKEHUH, yIOBACTBOPSIOIUX TpeOOBaHUAM 0€301aCHOCTH U HagexHocTH. Takxke BO
BpeMsi IPOBEJICHHsI J1aDOpaTCpHEIX paboT 0cob0e BHUMAHUE yIeIIeTCs GOPMUPOBAHHUIO Y CTYAEHTOB
YMEHHS [UIAHHPOBAThb CBOIO paboTy W onpeaeisath 3((HEeKTHBHYIO MOCHeN0BATENILHOCTh €&
BBINIOJTHEHHUS. S
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MMPOTOKOJI COIVIACOBAHHUS YYEBHOM ITPOT'PAMMBI
C IPYT'UMHU YYEBHBIMH JUCHHUITJIMHAMUA CIIEHUAJIBHOCTH

Ha3Banve quCUMIUIAHBL,
10 KOTOpOi TpebyeTcst

Hasganue kadeaps

Ipennoxenus oo
M3MEHEHUSX B
COJIepKaHUU
y4eOHOH MporpaMMEbl

Pemmenue, npunsroe

Kageapowu,
pa3paboTaBiueit

coTJIacOBaHUE 0 U3y4aeMou
N y4eOHYIO IPOrpaMmy
yueOHOH
JTUCUHILINHE
Kagenpa 7. ‘,6;4()/%/3(415; )
JumiomMHoe MaTeMaTHuKH B 0 Bocoveseee
IIPOCKTUPOBAHUE KOMIIb 7| 5
p p OMITBIOTEPHOM Jeose!
0€e30IIacCHOCTHU

3apeayromuit kKadeapoii MaTeMaTUKH K
KOMIIBIOTEpHOH 0€30MacHOCTH, K.T.H., JOLCHT

H. b. bypadeHnok




