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IOSICHUTEJIbHASA 3AIIMCKA

WuTeHcHBHOE BHeApeHHEe MH(POPMAIMOHHBIX TEXHOJIOTHH BO BCce 001acTH IEATENLHOCTH
YesIoBeKa I103BOJISET 00ECIICUNTh ONEPATHBHEI OOMEH CBENECHUSIMHM MEXIY CIIyk0aMH, OTAeNaMH
NPENNPHATHS ¥ OPTaHU3aLMsIMH B II€JIOM 3a CYET ONTHMH3AlMH HH()OPMAIMOHHBIX IOTOKOB, YTO
MO3BOJIAET YCKOPHTH M CHOeNaTh GoJiee KadyeCTBEHHBIM IpoLecCe MX B3ammogneiicTsua. CaeneHHs,
KOTOPHIMH OOMEHHBAIOTCA TaKHe MapTHEPHI, KaK MPaBIJIO, HOCAT KOH(DUICHIMAIBHBIN XapaKTep U
OTHOCATCS K KaTeropusM CIy>KeOHOW WM TOCYHapCTBEHHOH TaiHbI, YTO TpeOyeT IOATOTOBKH
COBPEMEHHBIX CHELHAHCTOB, 00JaNAlOUIMX HE TOJNBKO CHELUATLHBIMHI 3HAHHAMH 10 UX NPOGHIIIO
00y4eHus1, HO U BIIAJICHHEM OCHOBAaMHM 3alIUTH HHYOPMAIHH.

YuebHblit Moxyb «KoMibroTepHas 6€30MacHOCTE» BKIIOYAeT B ceOs AUCHUIUINHY «OCHOBEI
3amMTel WHGopmauun» u JlaboparopHeiii cnennpakTukyM «OCHOBBI 3aIlUTHl HH(popManmm»,
KOTOpBbIE OTHOCSITCS K NUCLHUIUIMHAM KOMIIOHEHTA YupekIeHHs o0pa3oBaHHUsS IO CHEUHaTbHOCTH
6-05-0533-04 «KomnsroTepHas $u3MKa» U OPHEHTHPOBAHbI Ha 00Y4YEHHUE CTYICHTOB 110 YKa3aHHOM
CHEIUATBHOCTH 0a30BBIM 3HAHUAM, YMEHHMSM M HaBbIKaM B o0nacTH 3amuThl HHPOpMAUMH.
H3yqaemple TeMBl 10 MOIYJIO TNPEACTABILIIOTCA HAa OCHOBE COBPEMEHHOH HOPMAaTHBHOMH
peryinsaTHBHON 6a3bl H HALIMOHAJIFHOT'O 3aKOHOATENIbCTRA.

Heab u3yyeHus y4eGHOro MoayJis.

Llenpto wu3ydeHHs IUCHMIUIMH «OCHOBBI 3amUTHl HHQopManuum» H «JlabopaTopHbIii
criennpakTHKyM «OCHOBHI 3alIUTH HHpOpMau»» SBsieTcs GOPMUPOBAHUE Y CTYJEHTOB 0a30BBIX
3HaHHH B 007acTM MHGOpPMaNMOHHOH O€30IaCHOCTH U BOMPOCOB OOECHEYECHUS 3alMTHI
MHOOpPMallUM B YCJIOBHSIX DPA3IMYHBIX [0 BHAY, IMPOUCXOXJCHHIO M XapaKTEPy BO3IHUKHOBEHUS
yrpo3. Usydenue nuciuniaus «OCHOBEI 3amuTel HHGopManuu» U «JlaGopaTopHBIi CeMIPaKTUKYM
«OCHOBBI 3aLMTBI HHHOPMALIMK) ABIAETCS HEOOXOAUMBIM 3TalloM B IPOGECCHOHATBHOM Pa3BUTHH
«®u3uka. [IporpamMmMucra». -

3agaun n3ydenus yueGHOro MoayJis.

Ilpn wusyyenun pmucoummH «OcHOBBI 3amuThl HMHGopMmaumm» H  «JlaGopaTopHBIi
crennpakTuKyM «OCHOBBI 3alIIMTH HHPOpMaLHu»» TpedyeTcs pa3pelluTh OCHOBHEIC 3aJa4H:

~ ¢(OpMHUpOBaTL y CTYNEHTOB MOHMMaHMe 0a30BBIX NMOHATHH, CBA3AHHBIX C IIPOLECCOM
obecneuens HHGOPMaNMOHHOMK 6e30macHOCTH; '

— II0Ka3aTh OCHOBHEIE YIpo3bl HHPOpMALMOHHOI 6€30MacHOCTH;

— cdopMHPOBATH CHCTEMHOE IOHHMaHHe Npo6iieM Ge30TIacCHOCTH U MyTe HX PelIeHHS;

~ H3YYHTb METOABI K CPEJCTBA 3alUTH HHOpMALIUH;

— HOJYYHTh 3HaHHA O MPHHIMIAX OPraHU3allUd W IMOCTPOEHHUSA KOMIUIEKCHBIX CHCTEM
3alllUThl HHGOPMAIHH. e

Ilpn wusydyenmnm gucnuiuiiH «OCHOBBI 3amMThl HHQOpMammm» H  «JlaGopaTtopHbrit
crennpakTukyM «OCHOBBI 3alUTHl HHPOPMALHH»» Y CTYJEHTOB CHeHHANIbHOCTH 6-05-0533-04
«KommerorepHas ¢pH3HKa» J0kKeH cHOPMHPOBATHCSA HAOOP CHEUUANUIUPOBAHHBIX KOMREMEH YU,
COOTBETCTBYIOIIMX IIPHCBAHBAEMOH IO 3aBEepPIUCHHIO BHICIIEr0 OOpa3oBaHUA KBATUpHKALHH
«@usuk. Ilporpammucty o6ecneyMBarOIMX BBHITYCKHHKAM II0 YyKa3aHHON CHEUHaTbHOCTH
YCIICHIHOCTh IIPMMEHEHHs MOIy4EHHBIX 3HAHMH M YMEHMH -B JalibHeimell npodecCHOHAIBHOM
JEeSITENbHOCTH: .

- briTh crioco6HBIM pa3pabaThiBaTh (PHU3HKO-MAaTEMAaTHIECKYIO MOJEND SBJIEHHH, MPOIECCOB
WJIN CHCTEM IIPH OPTaHU3aIliH 3aIUThI MHGOpPMAIUK; BBITOJHATE OLEHKY 3P GEKTUBHOCTH METOIOB
3alUTH HHPOPMALIHH.

CoopmupoBaHHas KOMIIETCHIMS ABIACTCS OCHOBOIOJATAIOMIEH IpH M3YYEeHHH BCEX
HOCIEAYIOIMX JWCHMIUIMH, CBA3aHHBIX ¢ 0O0paboTkoii M. 3amuroit WHQOpPMAaNUH, a TakKxKe
dyHnaMeHTaNbHOH OCHOBOM Ui JanbHelinei MpoGeCCHOHANBHON MAEATENBHOCTH (H3HKa-
IIPOrpaMMHCTA.

B pesynerate n3yuyenus aucuumuimH «OCHOBHI 3amuThl HHGpopMamm» u «JlaGoparopHkIit

cnennpakTHKyM « OCHOBBI 3aIIUThI HHPOpMaLUN»» 00y4aeMblit JOJDKEH:
3Hamb:

— CHCTEMHYIO METOIOJIOTHIO ! IIPAaBOBOC obecIieueHHE 3aIUThI I/IH(i)OpMaIII/II/I;
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— OpraHM3alHOHHO-TEXHHYECKHE METOIBI M TEXHHYECKHE CPEICTBA 3aIlMThl HHOpMALHH,

— OCHOBBI KpHITOrpaduecKoil 3aIuTsl HHHOPMALIKHY;

— 0COOEHHOCTH 3aIIUThI HHPOPMAIIMU B aBTOMaTU3HPOBaHHBIX CHCTEMAaX;

~ OCHOBHBIE MOJIOXKEHU MEXIYHAPOIHOTO U HAIMOHAJIBHOTO 3aKOHOJATENbCTBA B 00JIaCTH
HHTEJUIEKTY IbHOH COOCTBEHHOCTH; h

— MOpAAOK 0QOPMIIEHHS U 3aIIUTHI NIPaB Ha 00BEKTH HHTEIUIEKTYJIbHOM COOCTBEHHOCTH;

ymemp:

— OmnpeaeisTh BO3MOXKHBIE KaHAIbl YTeYKH HHGOpMAnUH KU OOOCHOBAaHHO BBIOMpAThb
CpeAcTBa UX OJIOKMPOBaHUS;

— paszpabaTblBaThb pEKOMEHIANMH 1O 3aluTe OOBEKTOB pPajIMYHOTO TUNA OT
HECaHKLIHOHUPOBAHHOTO IOCTYNA;

— TPOBOJUTH NAaTEHTHBIE UCCIIEOBAHNS;

— COCTaBJATh 3asBKM Ha BBIJAYy OXPAaHHBIX JOKYMEHTOB Ha OOBEKTHI NMPOMBIIIJIEHHOH
COOCTBEHHOCTH;

— odopmiaTe JoroBopa Ha nepefadyy HMMYLIECTBEHHBIX IpaB Ha  OOBEKTHI
HHTEJUIEKTYTbHON COOCTBEHHOCTH; e

énaoemsp:

— OCHOBHBIMH IpHEMaMH aHaIN3a BEPOSTHBIX Yrpo3 HHPOpMAaHOHHON O€30IIacCHOCTH JUIA
3aJaHHBIX 00OBEKTOB;

— METOJaMH IOCTPOEHUS HaIe)KHBIX KPHIITOCHCTEM U (YHKIMH XSITHPOBaHNS;

— METOAAaMH IIOCTPOEHHMS KPHIITOCUCTEM C OTKPHITHIM KIIIOUOM M CHCTEM BIIEKTPOHHOU
uudpoBoii noamucy; '

— cnocobam¥ BBeAECHUS 00BEKTOB HHTEIUICKTYATbHOH COOCTBEHHOCTH B IpayKAAHCKHI 000pOT;

— cnocobaMH mepeauyd IIpaB Ha HUCIONB30BaHHE OOBEKTOB HHTEUICKTYATBHOM
COOCTBEHHOCTH.

CaBsi3H ¢ ApyrMMH y4eOHBIMH AHCHATIHHAMHA

OcHOBOH A7 H3y4yeHHs Yy4ueOHBIX OUCHMIUIMH «OCHOBBI 3alllUTHI HHQOpManuMu» U
«JlabopatopHbIf cmennpakTHKyM «OCHOBBI 3allUTEl HHQOpMALMH»» [0  CIELHAIBHOCTH
6-05-0533-04 «KomnproTepHas ¢usuka» sBiusercs npexmer «MHpopMaTHka», M3ydaeMblii mpH
noyy4deHnn obmero 6a3oBoro M oOmero cpeaHero oOpa3oBaHHUs, a TaKKe HEOOXOIHMBI 3HAHHS,
TIOJIly4YEeHHBIE IIPH H3YYEHHUH QUCHUILIMH «BBeneHue B nporpaMMupoBanue», «IIporpaMmmupoBanne
Ha C++», «OO6BEKTHO-OpPHEHTHPOBAHHOE IPOrpaMMHpoBaHHe», «OO0BbEKTHO-OPHEHTHPOBAHHBIE
A3bIKH IPOrPAaMMHPOBAHH. :

3HaHud, TOJNYYEHHBIE INPH H3YYCHHH MUCHUIUIMH «OCHOBBI 3allUThl HHG)OpPMALMH» H
«JIabopatopHsIii cnennpakTukyM «OCHOBBI 3aIIATH HHGOPMAIMN»» HEMOCPEICTBEHHO CBA3aHBI ¢
y4eOHBIMH JUCHHUIITMHAMU «CHCTEeMBI yIipaBieHus 6a3aMu JaHHBIXY», «[IporpaMmmupoBanue Ha C#»,
«I[IporpamMupoBanne Ha miardopme Microsoft.Net», «IIporpaMMHBIE METONBI ABTOMATH3ALMH
SKCTIIEPHMEHTA, «JIabopaTtopHsIit CHEUNPAKTHKYM «CoBpeMEHHBIE TEXHOJIOTHH
NPOTPaMMUPOBAHUANY, & TAKXKE NPYTHMH NMCLHUIUIMHAMY, IPEAYCMOTPEHHBIMU y4eOHBIM TIAHOM
0 CHEHHATEHOCTH. '

Hsyqenne yue6Horo Moayns «KoMnproTepHas 6e30MacHOCTE» MO3BONIAET JaTh CTYIEHTAM
0a3y, HeoOXoAMMYIO Ul YCHEIIHOTO YCBOEHHsI MaTepHala IePEYHCIICHHBIX BBIIIE Y4YeOHBIX
JHUCLHILINH, 8 TAK)KE [TOJIyYUTh 3HaHUS, HEOOXOUMBbIE B JaJIbHEHUIIEM IS yCTICIIHON paboThI.
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®opma noJryueHust BbicHIero 00pazoBaHus — JHEBHAa.
B cootBercTBUM ¢ Y4eOHBIM IUIAHOM IO CHEHHANBHOCTH 6-05-0533-04 «KommeroTepHas

¢u3HKa» Ha U3yYeHUE YIeOHOM TUCHUIIIHHBI OTBOIUTCS:

Kype (xypcer) 3

Cemectp 6

Bcero yacoB mo Moay.Jiio, 4acoB 216

Bceero ayIMTOpHBIX 9acoB IO MOJYJIIO, YAaCOB 122

Tpynoémkoctb Moayisa «KoMoeroTepHas 6€30I1aCHOCTDY, 3.€. 6
B ToM uncne:

HAucimmimaa «OCHOBBI 3aLIMTHI HHPOpMaHu

Bcero yacoB o AUCIUILIHHE 108
Bcero ayauTOpHBIX 4acoB MO JTUCIHIUIHHE 68
Jlekiuu, yacos 34
IIpakTHyeckre 3aHATHSI, YaCOB 34
CamocTtosTenpHas paboTa 110 JUCHHILIHHE, YaCOB 40
QPopMa IpOMEXYTOYHOH aTTECTAlMHK T10 JUCIUIUIHHE 9K3aMEH
TpynoéMKoCcTh TUCHHUIUIMHEL 3.€. 3

JlaboparopHslii ciennpakTHKyM « OCHOBBI 3aIITHI HHGOPMAIHH)

Bceero wacoB no aucuumiimHe 108
Bcero ay TMTOpHBIX YacOB O AMCHUTUIHHE 54
JlabopaTopHble 3aHATHS, YACOB 54
CamocTtosTensHas paboTa 1o JHCHHUILIMHE, YaCOB 54
PopMa NpoMeXyTOYHOH aTTeCTAlMK MO AUCIUILIHHE 3a4eT

Tpy10€MKOCTh JUCIMILIMHEI, 3.€. 3
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COAEPKAHUE YYEBHOI'O MATEPHAJIA

YyeoHas qucuuninna «OCHOBBI 3alHTHI HHGOPMALHH»
BBEJIEHUE

Lenu u 3amaun u3yuenus Moayiis. OcHOBHbIe Tpo6ieMbl HHGOPMAIHOHHOH 6€30MacHOCTH.
3akonomarenbcTtBo Pb B obnactu 3W. IlpuoputerHsle HampaBineHus B Pb B obnactu 3amurel
HHbOpMAIUH.

locynapcTBeHHBIE oOpraHsl M yYPEXIACHHsA, 3aHUMAIOIIMECS BOMNPOCAMH  3ALHTHI
unpopmauuu B PB: Mununcrepcrso cBsa3u u uadopmarnzanuu Pecrry6nuku benapycs, OnepatusHo-
aHanmutudeckuil meHTp npu Ilpesunmente Pecny6nuxu benapycs, Hayuno-mccienosaTenbckui
HHCTUTYT TEXHHYeCKOH 3amuThl HHbOpManuy, HanuoHampHBI LEHTP HHTEIUIEKTYaIbHON
cOOCTBEHHOCTH, [ OCyInapCTBEHHBIi KOMHUTET IO craHAaptuzauuu PecnyOnumku benapyce,
Besnopycckuii rocy JapcTBEHHBII HHCTUTYT CTaHAAPTH3ALUH ¥ CepTH(HUKALIUY.

PA3JIETL 1 CHCTEMHAS  METONOJIOTUS UHO®OPMALIIOHHOM
BE30IIACHOCTH

Tema 1.1 OcHogvr unghopmayuonnoi be3onacvocmu

OrnuuutenbHele  4YepThl  HHpopMauwoHHoro oOmectBa. [loHsTHe wHpOpManuH.
[otpebutemn u obnamatenn unpopmanun. KommoneHThl 6e3omacHoctu. OOmee NOHHMaHHE
6ezonacHocTH. CTpyKTypa CHCTEMBl 0e30MacHOCTH. ACHEKTHl HH(POPMAIMOHHONW Ge30MmacHOCTH.
Llenu u 3amaun, pemieHHe KOTOPHIX JOJDKHA obecnieunBaeT HHGOpMaIMOHHAs 6€30IacCHOCTD.

Tema 1.2 Cucmemnasn memooonozus ungopmayuonnoti bezonacnocmu

OCHOBHBIE NOHATHS U TEPMUHOJIOTUS B 00J1acTH 3aUIUTHI uHopmarnuu. Krnaccuduxanus
yrpos. OxpaHseMble CBEICHHS H IEMACKHDYIOIIHE NpH3HAKH. Kiaccubukanus MeTo0B 3alluTh!
uHbOpMaLHH.

PA3JIEJT 2 IIPABOBOE OBECIIEYEHWE Y METO/IbI 3AIIMTBI THOOPMAILINN

Tema 2.1 Ilpasosoe obecneuenue 3auumol ungopmayuu

3akoH Pb oT 6 centsabps 1995r. Ne3850-XII «O6 mrbopmarusamum». 3akon PB ot
29 Hoa6psa 1994 r. Ne 3411-XII «O rocymapcTBeHHBIX cekperax». 3akoH PB ot 3 mexabpst 1997 r.
Ne 102-3 «OG6 opranax rocynapcTBeHHOM GezonacHocTr PecriyOnnku Benapych». ITocranosieHue
Cosera Munnctpos PB ot 15 deBpans 1999 r. Ne 237 «O cinyxe6GHO# HHPOPMAIIKH OTPaHHIEHHOTO
pacnpoctpanenus». Ilocranopnenue CoBera MunnctpoB Pb ot 10 deBpaa 2000r. Ne 186
«O HeKOTOPHIX Mepax no 3amuTe HHpopMauun B PecnyGnuxe benapyco». Vkas Ilpesupenta
Pecrry6nukun bBemapycs ot 12mas 2004 r. Ne 231 «Bonpocm I'ocymapcTBeHHOrO LieHTpa
6e3onacHoctu nHpopmauuu npu [Ipesunenre Pecybauku Benapychy.

Tema 2.2 Ilpagogvie memooduvl 3auyumol uH@opmayuu

IIpaBoBas 3amyTa 0T KOMIBIOTEPHBIX MPECTYILICHU . BHIBI KOMITBIOTEPHBIX IIPECTYILICHUI.
ITprMepEI M3BECTHBIX KOMITBIOTEPHBIX NpecTyIUICHHU. Mcnionb30Banue crielHaabHbIX IPOrpaMMHBIX
'CpelcTB MOlIeHHUKaMH. ITofie3HbIE COBETHI IO KOMIBIOTEPHOM 6e30I1aCHOCTH.

Tema 2.3 KomnwvromepHvie upycol U aHmMUSUPYCHble NPOPaAMMbL

Ilonsatue Bupyc. Hcropus KOMIBIOTEpHBIX BHpYycoB. Kilaccu¢pukauus KOMIBIOTEPHBIX
BUPYCOB. OCOOEHHOCTH alIrOPUTMOB PadOThi BHPYCOB. JI€CTPYKTHBHBIE BO3MOXXHOCTH MU IyTH
[IPOHUKHOBEHHS BUPYCOB. MeTOIbI 3aIUTHI OT BHPYCOB.
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PA3JIEJI 3 OPTAHU3ALIMOHHBIE METObI 3AILUTBI MTH®OPMAILIMA

Tema 3.1 F'ocyoapcmeennoe pezynuposaniue 6 061acmu 3auumel UHGopmayuu

ITonoxeHus rocyaapcTBeHHOM monuTuku uUHbopManuoHHoH Ge3omacHoct PB. Cucrema
nHpopmannonnoit 6ezonactoctu PB. 'ocynapcrennas cucrema 3amuTel Pb. OcHoBHEIE QyHKINM
cucTeMbl HHQOpPMALOHHOM Ge30omacHocT. MeponpusTus 1o 3aluTe HHGOpMalHH.

Tema 3.2 JTuyensuposanue OeamenvHOCMU OPUOUYeCKUX U usuveckux auy 6 obaracmu
3auumvl uHghopmayuu

OcHOBHbIE BH/BI JUIEH3NpPYeMOH nesTenbHocTH. OCHOBHBIE TpeOOBaHMsA K OpraHU3aluaM,
NPeTeHAYIOMUM Ha NONy4YeHUe JIMUeH3ud Ha paboTel B 006nacTH 3amuTEl HHGOPMALHH.
Ceprudukanus W arTecraldd  CpPeACTB  3alluThl  HHpopManuu.  OpraHu3alMoOHHO-
aJIMUHHUCTPATHBHBIE U OPraHHU3alMOHHO-TEXHUYECKHE METO B! 3aUThl HHPopMauun. CTpaxoBaHHe
KaK METOJ 3alUThI HHPOpMaLHy.

PA3IEJT 4 NHXEHEPHO-TEXHUYECKASA 3AIIUTA OBBEKTOB OoT
HECAHKIITMOHMPOBAHHOI'O JOCTVYIIA

Tema 4.1 Knaccughuxayus mexnudeckux KaHano8 ymeyku ungopmayuu

Knaccugukauus xananos yreuku undopmarmu (KYN). [Tonstre peueBoro curnana. Kanane
yTeukH peuyeBoil nHpopmMaruu. [TaccHBHBIE U aKTHBHBIC METOIBI 3aIMTH HHYOPMAIIMH OT yTEUKH
10 TEXHUYECKHM KaHaJIaM.

Tema 4.2 O630p mexnuyeckux cpeOCcms HezNACH020 CbéMA aKyCMUYeckot UH@opmayuy

HeoOxomuMocTe TexHHYeckod 3amuThl uHHGOpManuu. KiaccHpHKanus TeXHHYECKHX
CpeACTB ChEMa aKycTH4ecKOH HH(popMalmu. 3akiaJouHble ycTpoiicTBa. TeXHHYeCKHe CpelacTBa
AMCTaHLMOHHOrO chéMa HHpopManuu. TeXHHUeCKUe CPEICTBa ChEMa HHPOPMAIIMH ¢ JIHHHUI CBS3H.

Tema 4.3. Texnuueckue cpedcmea sauyumel peue6oti ungopmayuu

Tunbl TEXHHYECKHUX CPeNCTB 3amuThl WHGOpMauud. IlofaBHTENHM 3alHCHIBAIOLINX
ycTpoiicts. OGHapyskuTesnn 3akaMy(IMpOBAaHHBIX KaMep. YCTpPOHCTBa i1 aKTHBHOM 3alllMTBI
peueBoi HHQOpPMaIMH OT YyTEUKH 110 aKyCTHYECKOMY H BHOpallMOHHOMY KaHaJlaM.

Tema 4.4 38yxoevie cuznaivl 4 ,
3ByKOBBIC CUrHaibL. [IpaMep co3gaHus rapMOHHUYECKOTO U MOJUIAPMOHHYECKOTO CHTHAA.
'OcHOBHBIE XapaKTEPACTHKY FapMOHHYECKOTO CHTHANA. DHEPreTHUECKHU CIIEKTP peueBoro CUrHaa.

Tema 4.5 IIpumernerue uiymo8 01 MACKUPOBAHUS PeUeBblX CUSHANLO8

MackupoBanre pedeBbIx coobmieHni. [ToHsTre mryma. OCHOBHBIE XapaKTEePHCTHKH IIyMa.
[IpriMepEl TOCTPOEHH S THCTOrPaMMBI paclipeieIeH s INIOTHOCTH BEpOSTHOCTH IryMa. CHHTe3 cMecH
rapMOHHYECKOI0 CHI'HAJIa U LIyMa C 33JaHHBEIM OTHOLIEHHEM CHTHAJI/IIYM.

Tema 4.6 [Ipoepammuo-annapamuuie cucmemsl 3auumsl UHGopmayuu
CHucreMbl OXpaHHO-NOXapHOH curHanu3anud. CucTeMbl BHAeoHaOmogeHns. CHCTEMBI
KOHTPOJIs U yIIpaBJIeHHsl JOCTYIIOM.

Tema 4.7 Memoouxa u nopsadok npogedeHuss Meponpusmull no GblIsA6NEHUIO U UCCIEO08AHUIO
Kvu

Artrecranus 06beKTOB HHPopMaTH3auuu. MeToauKa U MOPAAOK [IPOBENCHHS MEPOIPUATHIA
no BbLIBACHHIO U HcchenoBanuio KYU. Crennanenple npobepkH. CrenuanbHble 00CIe10BaHHS.
CreuuanbHble cCIeJOBaHHS. ‘




PA3JIEJI 5 3SAIUTA THOOPMAILIMM B MTHOOPMALIMOHHBIX CUCTEMAX

Tema 5.1 Cmeeanozpaguueckue cucmemul 3auumsl UHGopmayuu

[Tousithe creranorpaguu. OCHOBHBIE [JOCTOMHCTBa cTeraHorpaduu. KommbloTepHas
creradorpadus. Creranorpadus — 3¢ pexkTHBHAS 3aIUTa IeYaTHOH NPOAYKIUH. MallHHOYHTaEMBIE
TEXHOJIOTHM JUTA TPaJHIMOHHBIX CIOCOOOB meyaTd. MeToibl KOMIIBIOTEPHOH CcTeraHorpaduy.
Pa3paboTKa HOBBIX MAIHHOYHTAEMBIX 3ALIUTHBIX IPH3HAKOB.

Tema 5.2 Kpunmoepaguueckue memoosl 3auumovl UHGopmayuu
OCHOBHBIE IIOHATHS: KPUIITOJIOTHSI, KpUITOrpadus, Kpunroananus. Koxsl, mudps! ¥ KIo4H:
OTKPBITHIE ¥ 3aKpbIThie. OCHOBHAs cxeMa KpunTorpadum.

Tema 5.3 OcHogel 3auyumvl A8MOMAMUIUPOBAHHLIX CUCMEM OM HECAHKYUOHUPOBAHHO20
oocmyna

ABToMaTH3upoBaHHas OaHkoBckas cuctema (ACDB) rmasamu xakepa. Bo3ModxHble aTaku
aBTOMATH3HPOBAaHHON GAHKOBCKOM CHCTEMBI. BO3MOKHEIE aTaKH HA YPOBHE CETH. Mephl 3alllUTH OT
aTak Ha ceTeBOM ypoBHe. OcHOBHEIe ITpaBuiia opranu3anud 3amuTel ACB. OcHOBHbIE HOpMaTUBHEIE
JOKYMEHTBI IO OlleHKe 6e30MacHOCTH.

Tema 5.4 DnexmpoHubvili OOKyMeHm U INeKMPOHHAS YUDPOBAS NOONUCD

[loHsTHE 3EKTPOHHOrO AoKymeHTa. [lpumanHue rOPUAMYECKOrO CTaTyca JJIEKTPOHHBIM
moxyMeHnTtaM. IOpuandeckas cuiia OPUTHHAIA M KOIIMM 3JIEKTPOHHOTO JIOKYMEHTa. DIIEKTPOHHAS
undposas noanuck. CepTudHUKAT OTKPHITOro Kiova. Y J0CTOBEPSIOMUM IEHTP. YTPo3sl HHPPOBOi
noanucH. RSA xak ¢pyHaaMeHT snekTpoHHO# udpoBoit moAmucH.

Tema 3.5 Vnuxanvhas u moynas uoeHmugpuxayus nNpoOyKmos u 6AHKOBCKUX CHemo8
OcHoBa coBpeMeHHOTo o6IIecTBa CTaHAAPTUIUPOBAHHEBIE KOABI OaHKOB, CYNEPMAapKETOB U
JPYTUX KPYITHBIX MOJCHCTEM 3KOHOMUKH —KpeIuTHEIE KapThl. Anroput™ Jlyna. [llpuxkomast.

PA3JIET 6 BALIIUTA UHTEJJIEKTYAJIBHOM COBCTBEHHOCTU

Tema 6.1 Obvexmul uHmMeNeKMYANLHOU COBCMEEeHHOCMU

Mup Beeii u pe3yIbTaThl HHTEIUIEKTYATbHOHN AesATeNbHOCTH. OOBEKTH HHTEIUIEKTY ANbHOM
COOCTBEHHOCTH. ba3bl AaHHBIX. [IpOMbINUIEHHas COOCTBEHHOCTh. ABTOPCKOE MPABO H CMEXHEIE
npasa.  IIpompmuiennas  coOcTBeHHOCTb.  KoMmMepueckoe — HCNOJB30BaHHE  OOBLEKTOB
MHTEJUIEKTYyalbHoH  coOGcTBeHHOCTH.  [ocynmapcTBEeHHOe — yNpaBICHHE — HHTEI/UICKTYaIbHOM
COOCTBEHHOCTBIO. 3allKTa [IpaB aBTOPOB U NMpaBooOIafaTeeH.

Tema 6.2 Ilamenmnas unghopmayus o

Wcrounnkn mnareHTHOH uHObopManuu. MexayHapoaHas IIaT€HTHas KiIacCH(MHKaLHS.
[laTenTHBIH OOKyMeHT. IIpuMephl IAaTEHTHBIX IOKYMEHTOB. IIOMCK MaTeHTHOH uWH(OpMauuu B
Wnrepner.

Tema 6.3 Toeapmvie 3HaKu
TosapHele 3HaKkM: ompeneneHue. Bumel ToBapHBIX 3HaKoB. IlpaBa Ha TOBapHBIM 3HaK.
Hapymenne npaB Ha TOBapHBIe 3HAKH.
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COJAEP)KAHUE YYEBHOI'O MATEPHAJIA

Yueonas qucuunianna «JladoparopHslii ciennpakTHKyM «OcHOBBI 3aIHTEI HHGOPMALHE»»
PA3JIEJI 1 OCHOBBI TEOPUU UNCEJI
Tema 1.1 Vicnonp30oBaHue aIrOpUTMOB TEOPHH YKCET B KpHUITOrpaduu.

PA3JIEJI 2 KPUIITOT'PAOUYECKAS 3AILITUTA THOOPMAILTMH

Tema 2.1 HlndpoBanne JaHHBIX KPUITOAITOPUTMOM NEPECTAHOBKHU.

Tema 2.2 IlluppoBaHue JaHHBIX KPUOTOAITOPUTMOM ITPOCTOH 3aMEHBI.

Tema 2.3 llIludpoBanue JaHHBIX KPANTOAITOPUTMOM MHOTOaJI(paBUTHON 3aMEHBI.
Tema 2.4 IlporpammHas peanusanus cetu Oeicrens.

Tema 2.5 UccnenoBanne kpunrocuctemsl DES.

Tema 2.6 MccnenoBanne kpunrocuctemsl 'OCT 28147.

Tema 2.7 Ananu3 reHepaTopoB NCEBAOCIIy YaiHOM M10CIEA0BATENIBHOCTH.

Tema 2.8 UccnenoBanue mugpa raMMHUpPOBaHUS.

Tema 2.9 Peannzanus apupMeTHKH GOJIBIIAX YUCEIL.

Tema 2.10 IIporpammuas peauzaius reHepaTopa IpoCThIX YHCEN.

Tema 2.11 Peanusanus anropuTMoB MOJIYJIBHON apu(pMETHKH.

Tema 2.12 Peanuzanus anroput™a EBknnnaa, pactimpensoro anroputMa Esxknuna.
Tema 2.13 AHanu3 0JHOCTOPOHHUX (QYHKIHH.

Tema 2.14 Peanmmzanus nporpaMmsel H$pOBaHUS aCHMMETPHYHOH KPUITOCHCTEMBI.
Tema 2.15 Peanuzanus nporpaMMbl etIMpOBaHHSA aCHMMETPUYHOH KPHIITOCHCTEMBI.

PA3MEJI 3 OBECITEYEHUE BE30IMACHOCTU MHO®OPMALIMOHHOI'O OBMEHA C
[TOMOLIBIO KPHUTITOI'PAOUYECKUX [TPOTOKOJIOB

Tema 3.1 UccnenoBanue KpunTorpapuIecKux Xe-pyHKIHM.

Tema 3.2 'enepanus 251eKTpOHHOI 1M POBOIH MOAMUCH B TOKYMEHTE.

Tema 3.3 Bepuduxauuu 31€KTpoHHOH LHPPOBOH NOMIHCH JOKYMEHTA.

Tema 3.4 Uccnenopanne nokasareneif 3peKTHBHOCTH MapONBLHBIX CPEACTB Ay TCHTH(HKAIIHH.
Tema 3.5 HccnenoBanue nokasareneii 3gppekTuBHOCTH OHOMETPUIECKHUX CPEACTB ay TEHTU(HUKALIUH.
Tema 3.6 UccnenoBanue METONOB KOMIIBIOTEPHOM cTeraHorpaguu.

Tema 3.7 IIporpamMmHas peanusanus MpoOTOKoOJIa MPOCTON ay TEHTH(HUKALUH.

Tewma 3.8 Ilporpammuas peanusanus NpoToKoia MHOrogakTopHOH ayTeHTH(HKALIHH.

PA3JIEJI 4 MEXAHW3MBbI OBECIIEYEHU A UHO®OPMALIMOHHOM
BE3OITACHOCTH

Tema 4.1 Ucnonb3oBanue nporpammuoii cucreM PGP u  TrueCrypt mns obecneveHus
KOH(pUIESHIHATBHOCTH U LENOCTHOCTH UH(POPMALHOHHBIX PECYpPCOB

Tema 4.2 [lonydyeHne nNpakTHYECKUX HABHIKOB MMPOrPAMMHOIO BOCCTAHOBJIEHHS JAHHBIX IIpH
nomotnu nporpammsel TestDisk

Tema 4.3 Peanuzanys nonuTUky 6€30MacHOCTU B 3AIMMINEHHBIX BEPCHAX ONEPAllMOHHONW CHCTEMEI
Windows. Co3ianue u yIajneHue y4eTHOH 3alicH M0JIB30BaTels, TPy HoJIk30BaTelei

Tema 4.4 PasrpanuueHue npas nonb3oBaTelieif B 3alMIIEHHBIX BEPCUSX ONEPALUOHHOH CHCTEMBI
Windows. Tema 4.5 Pasrpanuuenne AocTyna K pecypcaM B 3allMIIEHHBIX BEPCHSAX ONEPALHOHHOM
cucrembl Windows -

‘Tema 4.6 AyuT HHGOPMaLMOHHBIX IIPOLIECCOB B onepaunoHHoi cucreMe Windows, AyuT peectpa
B ollepalluoHHON cucreMe Windows
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Y4yeOno-meToau4ueckast Kapra y4eonoii aucuuminabl «OcHoBbI 3amHUTHI HHPOPMATHIY
JueBHan ¢opMa moyueHns BLICHIEr0 00pa3oBaHusA

Howmep paszena, TeMBI, 3aHATHA

Hazpanne paszaciia, TEMBI, 3aHATHS; NEPCUCHD U3YYaCMbIX BOIIPOCOB

KosnuuecTBo ay iuTo

PHBIX 4aCOB

JIEKITUH

[TpakTHueckue 3aHATHS

JlabopartopHble 3aHATUS

paboTa cTyieHTa

Jlutepatypa

®opMbl KOHTPOIIS 3HAHUH

[a—

IS

W

o YHpaBH}ICMaﬂ CaMOCTOATCIIbHAA

7

0

Beeoenue

N

N~

Jlexknua Ne 1

Henn w 3anaum  u3ydeHUs AUCUMIUIMHBL.  OCHOBHBIE NPOGIEMBI
nHpopmaunoHHO#H Oe3onacHocTn. 3akoHomarensctBo PB B o6nactu 3U.
IpuoputeTheie Hanpasnenus B Pb B obnactu 3awutel HHGOpMaLum.

o I OCYNApCTBCHHBIC OpraHbl U yqpéMCHHﬂ, 3aHUMAIOLIHUECA BONMPOCAMH

3amuTel HHGopMaLuKu B Pb: MuHucTepcTBO CBA3M M WHDOpMATH3ALKH
Pecy6nuku  Benapycs, OnepaTMBHO-aHAJIMTHYECKHIT LEHTp mnpH
Ipesunenre  Pecny6nuku  benapycs, HayuHo-uccnenoBatenbckuii
HHCTHTYT TEXHHUYECKOM 3auMThl HHbopmauud, HauuoHanbHbeIH HEHTP
UHTEJUIEKTYyalbHOH COOCTBEHHOCTH, [ocynmapcTBeHHBIN KOMHTET MO
cranaaptusauuu Pecrybnuku benapyce, benopycckuit rocy napcrBeHHbI#
WUHCTHUTYT CTAaHJAPTHU3ALMH H CePTHPUKALIUH.

OcH. nur.: 1],

[2], [7].
Jomn. nur.: [11].

Hopm. nokym.:

(1], [2], [3]
[12], [17].

3n. pec.: [1],
(5},
[6], [7], [10].

IIpaxTHyeckan padora Nel

Hsyuenme  Texmuueckoro  pernamenta  PecriyGnuku
«HMudopmaumonHble TexHonmorud. CpencTBa  3alMThHI
Hupopmaimonnas 6ezonacHocts» (TP 2013/027/BY)
(yrBepknén I[TocranopneHnem Copera Munuctpos Pecry6uku benapych
15.05.2013 Ne 375).

benapyce
UHbopMaLHH.

Metoan4yeckue
yKa3aHH

*3amura oTyéra rno

TIPAKTUHECKOH
pabote Ne 1
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2

W

EiN

8

Pazgen 1 Cucremuan Merogonorus nidopManHonHoit 6esonacHocTn

[ %)

[

Jlexnna Ne 2

Tema 1.1 Ocnogul ungpopmayuonnoii bezonacHocmu

OrmmuMrensHple  4epTl  MHOpMauMoOHHOro  obwiectBa.  IToHsTHe
undopmarmy. [lorpeburenn ¥ obnajnarenn unHpopMmauMy. KOMIOHEHTHI
GesomacHocTH. Ofluee mnoHumaHue OGesomacHocTH. CTPYKIypa CHCTEMBI
Ge30macHOCTH. AcniekTsl HHbOpMalMoHHOH GezonacHocTH. Llenu v 3amaum,
PeLLEHHE KOTOPBIX JI0JbKHA obecnedrBaeT HHGOpMaLMOHHas 6e30MacHOCTb.

Tema 1.2 Cucmemnas memooonozus ungpopmayuonnoi bezonacnocmu
OcHOBHBIE MOHATHS M TEPMHUHOJNOTHSA B OOJIACTH 3aLIMATHI MH(OPMALIUH.
Knaccuduxaums yrpos. OxpaHseMble CBeleHHS H JEMaCKHUpYIOLIME
npu3Haku. Knaccudukaims MeTonoB 3aluThi HHOOPMAIHH.

OcH. aur.: [2],
(4], [5]-

Jon. aur.: [2],
[10].

Hopm. nokym.:

(81, [17], [18].

On. pec.: 2],
[6], [11].

*KoHTpoJspHOE
TecTUpoBaHHe Nol

IIpakrudeckas pa6ora Ne2

Hsyuenne 3akona PecmyOnuku Benapyck 19 wmrons 2010 r. Nel170-3
«O T'ocynapctBennbix Cekperax». ['ocymapcTBeHHOe perynaupoBaHHE H
ynpasjieHHe B 00JacTH HHOOpPMaiLMH, HHGOPMATHM3AlMM M 3aIUTHI
uHpopMaIMH.

Hsyuenne 3akona Pecry6imku benapyck ot 10 HosaGps 2008 r. Ne 455-3
«O6 undopmaLmy, HHGOPMATH3ALNH M 3aILUTe HHPOPMALIUK.

MeTtoanyeckue
yKa3aHUs

*3ammyra oT4YeTa o
MPaKTHYECKOHN
paboTte
Ne 2

Pa3snea 2 IlpaBoBoe oGecneydenne H MeTOAbI 3aMHTHI HHPOPMALHH

Jlexuna Ne 3

Tema 2.1 Ipasosoe obecneuenue 3aupumul uHgopmayuu -

3akoHPb or 6ceHrabpa 1995r Ne3850-XII «O6 nﬂq)opMa'rmauHH»
3axoH Pb o1 29 Hoa6ps 1994 1. Ne 3411-X1I «O rocysapcTBEHHBIX CEKpeTax».
3akoH Pb or 3 nexabps 1997r Ne 102-3 «OG6 opranax rocyiapCTBEHHOM
6ezonacHoctd Pb». ITocranorneHne Cosera Munuctpos Pb or 15 geBpans
1999  Ne237 «O ciyxebHoit HHpOpMaLIU OTPaHWYEHHOIO
pacnpoctpaHeHus». [locranosnenue Cosera Munuctpos Pb ot 10 derpans
2000 r. Ne 186 «O HekoropbIx Mepax no 3aumre uHpopMmaiu B Pb». Ykas
Ipesunenta Pb or 12 mas 2004 r. Ne231 «Bompocel TocymapcTBeHHOrO
LieHTpa 6e3onacHocT uHGopMauyu npu [Ipesunente Pby.

Tema 2.2 Ilpasosvie Memoobl 3aujumel uHgopmayuu

IIpaBoBas 3alMTa OT KOMIBIOTEPHBIX MPECTYTUICHHH. BUIbI KOMIIBIOTEPHBIX
npecTyrieHui. [lpuMepsl M3BECTHBIX KOMIBIOTEPHBIX IPECTYIUICHHH.
Hcnonp3oBanne ChHEUMATbHBIX TPOrPaMMHBIX CPEACTB  MOILIEHHHKAMH.

IlonesHsie coBeTHI MO KOMl'lBl'OTepHOi/'I 6e30MacHOCTH.

OcH. nur.: [4],
(61, [71.

HopMm. nokym.:

[1], [12], [13],

[14], [15] [17],
[18].

On. pec.: [3].

OcH. nur.: [7]-

Jon. nur.: [11].

HopM. nokym.:
[15].

¥ KoHTpoJIbHAs
pabota Nel
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1 2 3 7 8
Hpakrnueckan pabora Ne3 *3aIMTa OTYETA 110
H3yuenrve KOHLENUMH HallMOHaJNBHOW Oe3omacHocTH  Pecny6Gnunku MeToauueckue IIPaKTHYECKO

6 benapyce. Vkas INpesunenra Pecrybnuku Benapyce Ned440 ot 9 nexabps yKa3aHHs pa6oTe
2019 r. Vxas [Ipesunenra Ned40 ot 14 despans 2023 r. Ne 3
Jlexunsa Ne 4 2 OcH. qur.: [2], *KonTpossHOE
Tema 2.3 Komnviomepuule 6upycol u GHMUBUPYCHbIE NPOZPAMMbL (31 TecTHpoBaHHe Ne2
Ionsarne supyc. Hcropus koMmbiorepHeix BHpycoB. Kiaccudmukarus Hon. nur.: [6],

7 KOMINBIOTEPHBIX BHPYcOB. OCOGEHHOCTH arOpUTMOB paboTBHl BHPYCOB. [10].

JlecTpyKTHBHBIE BO3MOXKHOCTH H IyTH IPOHHKHOBEHHS BUPYCOB. MeToapl HopM. JIoKkyM.:

3allIUThl OT BUPYCOB. 91,

IIpaxTHueckas paGora Ned *3amura OTyeTa no
. NMpPaKTUYECKOH

3 IMpaBoBoe obGecneueHue uHGOPMALIMOHHOM 6€30MacHOCTH. MeTtoaudeckue paGoTe
BeisBnenue u ¢Hkcauus CcnefOB NPOTHBOMPABHON AEATENBHOCTH Ha yKa3zaHuA No 4
II5BM. B
Pazaen 3 Oprann3anHoHnHbie MeTobI 3aIHTHI HHGopMauHH 4
Jexuus Ne § 2 OcH. nurt.: [4],

Tema 3.1 I'ocyoapcmeennoe  pezynuposanue 6 obiacmu  3quyumol [6], [7].
unopmaruu . . Hon. nut.: [2],
o | [Monoxenus rocynapcTBeHHOH MONMTHKM MHGOPMALMOHHOM Ge30macHOCTH [10], [11]
Pb. Cucrema undopmaimonnoii 6esomacHoctu PB. TI'ocymapcrBenHas ’ )
cuctema 3amuThl Pb. OcHoBHBIE YHKLMH CHCTEMBI m@opmauuonnon HopmM. nokym.:
*6e3omacHocTH. MeponpuaTHs 1o 3aumTe HHGOPMaLHH. [13], [14], [16].
*3alura oT4yeTa 1o
HpakTuueckan pabora Ne Meroau4eckHe MpaKTHIECKON

10 Anmunuctpuposanne Windows 10. YnpasneHue cHcTeMHBIMH Clly6aMu yKa3aHusA paboTe
u npotieccamu Windows. Ne S
Jlekuua Ne 6 2 OcH. nur.: [7].

Tema 3.2 Jluyenzupoeanue OesamenbHOCmu 10pUOUYeckUx U Qusuyeckux
uy 6 obnacmu 3auumul ungopmayuu HAon. mur.: [12],
OcHoBHbIE BHABI JHLIEH3HPYeMOii IesTenbHOCTH. OCHOBHBIE TPeGOBaHHS K (8]

11 | OPraHM3aLWsM, NPETEHIYIOMM Ha [MOJIy4eHHE JIMLEH3MH Ha paboTel B

obnactu 3aummTel HHbopMauuu. CepTudHkalis W aTrectauMs CpeacTB
3aLLHTHI uHGOpMAaLIHH. OpraHM3aLHOHHO-aIMHHUCTPATUBHBIE "
OpraHM3aliMOHHO-TEXHHYECKHEe METOB! 3alIUTHI MHpopMaLuu. CTpaxoBaHHe
KaK METO]| 3allUThl HHPOpMAaLIHH.
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1 2 7 8
*3awyra oT4yera no
12 IpakTHueckasn padora Ne6 Meronuueckue NpPaKTH4YECKOH
Opranusanus 3amutsl B Microsoft EXCEL. yKasaHus1 pabote
Ne 6
Pasnen4  HuxeHepHO-TeXHHYecKasi  3aIMTA  OOBEKTOB  OT
HeCAHKLIHOHHPOBAHHOI'0 XOCTYNA
Jlekuns Ne 7 OcH. mart.: [1], *KoHTpoJspHOE
Tema 4.1 Knaccugpukayus mexnuueckux Kanaioe ymeuxu ungopmayuu [2]. TecTHpoBaHHE Ne3
Knaccuduxalmsa kaHanoB yreuxd undopmaimm. [loHsTre pedeBoro curxaa.
Kanamb! yreuku peveBoii HHGopmaumy. ITacCHBHBIE M aKTHBHBIE METOHBI Hom. nut.: [3],
3aLIMTHI HHPOPMALIH OT YTEUKH I10 TEXHHYECKHM KaHAJIaM. [4], [5], [7]-
13 | Tema 4.2 O630p mexnuueckux cpedcms He2IACHO20 CbéMA AKYCMUYecKou
ungpopmayuu
HeobxonuMocTs TexHHYeckoH 3ammthl MHpopmauuu. Knaccudukanms
TEXHHUYECKHX CPEICTB ChEMa aKycTHUeCKOH HHGpOpMaUUHU. 3aKIagouHble
ycTporcTa.  TexHuueckHe — cpeicTBa  JUCTAHIMOHHOTO  Ch&Ma
uHpopmauuu. TexHHUECKHe cpeacTBa chéMa HHOOPMALIMK C JIWHHIA CBA3H.
*3amuTa oTYeTa N0
14 IpakTHueckas pabora Ne7 Metonuueckue MpaKkTUYECKOH
OueHka nepBUYHBIX NPH3HAKOB 37IEMEHTOB PEYEBOTO CHTHAJA. yKa3aHHs pabGore
Ne 7
Jexkuus Ne 8 OcH. murt.: [1], ¥KoHTpOJIbHAsA
Tema 4.3. Texnuueckue cpedcmea 3auumul peuegoti ungopmayuu : [2]. A pabora Ne2
Tunel TeXHHYecKHMX cpeacTB 3aumuTel HHbopMaumu. [lomaBuTenu
3aMMCHIBAIOIMX YCTPOHCTB. O6Hapy XUTeNH 3aKkaMyhIIHPOBAHHBIX KaMep. Hon. nurt.: [3],
YcTpoiicTBa /WIS aKTUBHO#H 3aIUTHI peyeBON HHPOPMALIMH OT YTEYKHU [0 [4]1, [5), [7].
15 | aKyCTHYECKOMY M BUOPaIIHOHHOMY KaHajiaM.
Tema 4.4 38yxosvie cuzHanol
3BykoBble  curHanbl.  Ilpumep  co3maHMs ~ rapMOHHYECKOro  H
NOJIMTapMOHKYECKOT0 CUTHaJ1a. OCHOBHBIE XapaKTePUCTHKH FAPMOHHYECKOTO
CUTrHana. DHEPreTHYECKHUIA CIIEKTp pe4eBOro CHrHaNa.
Hpakruyeckan pabora Ne8 *3awMra oT4yeTa no
CosgaHMe MacKMpYIOLLETO IIyMa 1 WMHMTaUMH  BUOPOAKyCTHYECKOro Meroauueckue NpaKTU4ECKON
16 3aUIyMITEHHS. yKasaHus paboTe

Ne 8
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2

(78]

7

17

Jeknua Ne 9

Tema 4.5 IIpumenenue uymos 0N MackupoOBAHUS PeUesblx CUSHANO8
MackupoBanue peueBblX cooOmienuii. Ilonstde wyma. OcCHOBHBIE
XapakTePUCTHKH 1yma. TIpumeps! MOCTpOeHHs TMCTOrpaMMbl pacripeesieHus
IJIOTHOCTH BEPOATHOCTH IIyma. CHHTE3 CMECH rapMOHMYECKOrO CHIHajia W
IIyMa C 3aJaHHBIM OTHOLIEHHEM CHTHAV/IIIYM.

OcH. nur.: [1],

12].

Hon. nur.: [5].

18

IlpakTH4yeckas padora Ne9
[NprMeHeHHe MacKHpYIOLIEro LIyMa VIS HMHTAIMM BHOPOAKyCTHYECKOTO
3alIlyMIICHHA.

MeTtoauueckue
yKa3aHus

*3amura oTyeTa no

IpaKTUYECKOH
paboTe
Ne O

19

Jlexuus Ne 10

Tema 4.6 Ilpozpammuo-annapamusie cucmemvl 3Quumel UHGopmayuu
CucreMsl OXPaHHO-NOKapHO CHUTHAJTU3alliH. Cuctemsl
BHeoHabmoaeHHa. CHCTEMBI KOHTPOJIA M YIIPABJIEHHs JOCTYIIOM.

Tema 4.7 Memoouxa u nopaoox nposedeHus Meponpusmuil no 8blAENeHUIO
u uccreooeanuio KYH

ATrectauus o0bekToB HMHQoOpMaTH3auMH. MerogMka M MOPAMOK
NPOBEJCHHA MEpPONpUATHI MO BBIABNEHHIO M HccaegoBaHuio KYU.
Cneunansible nposepku. CrienuansHele obcnenoBanHusa. CrieumaibHble
HCCJIEIOBAHUSL.

OcH. mHT.:

[1], [2]-

Hom. nurt.: [4],
[7].

*KoHTpOJIBHOE

TecTupoBaHue Ne4

20

IIpakTH4yeckas pabora Nel0

MeponpuaTus N0  BBIABJIGHHIO KAHAIOB  YTeYKH HHPOpPMaLuH
(cmeuuanbHBIE TIPOBEPKH, CrelMallbHBle OOCIENIOBaHHs, CIHELMANIBHBIE
UCCIeNOBaHUS).

MeToanueckue
yKa3zaHus

*3aluTa oT4yeTa 1o

APaKkTHYECKOH
pabore
Ne 10

Paznen 5 3amura nHdpopManun B HHGOPMALHOHHBIX CHCTEMAX

10

10

21

Jlexuns Ne 11

Tema 5.1 Cmezanozpaguuecxue cucmemsl 3auumol uHGopmayuu
Ilonatne creraHorpaduu. OCHOBHBIE [JOCTOMHCTBA CTeraHorpapuu.
KommbtotepHas creraHorpadui. Creranorpadus — 3¢ pexkTHBHAs 3al0HTa
neyaTHOW  MNPOAYKIMM.  MammHOuMTaemble  TEXHOJOTMH  AJA
TPaAMLIMOHHBIX  cnocoOoB  medaTtH.  MeToasl  KOMIMBIOTEPHOMH
creraHorpaduu. Pa3paboTka HOBBIX MAlUHHOYMTAEMBIX 3ALMTHBIX
NPH3HAKOB.

OcH. JiT.:

(1}, [2).

Hom. jur.: [2],
[12].

22

Ipakruueckas paGora Nell
Hzyuenne MeTo0B 3amMThl HHGOPMALHK C NOMOIIbIO PA3THYHBIX BUAOB
WHGPOB, UCMONB3YEMBIX B KPUITOrpaduH.

MeTroauueckue
yKa3aHHs

*3a1UTa OTYETa [0

NpaKkTHYECKOH
pabote
Nell
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1 2 3 7 8
Jlexmma Ne 12 2 OcH. aurt.: [5],
Tema 5.2 Kpunmozpaguueckue memooduvl 3augumel unghopmayuu [8], [9-10].
23 | OcHOBHBIC NOHATHS: KPUIITOJIOIUSl, KPHITTOTpadus, KpunroaHanus. Ko,
mWHOpPEl M KIOYM: OTKpbITBIE W 3akpbiThie. OCHOBHas cxeMa
KpHNTOrpaduu.
*3aiura oT4eTa 1o
24 IIpakTHueckasn pabora Nel2 MeTtoauueckue MPaKTU4ECKOH
Kpunrorpadpudeckne MeToIpI 3aIUTHI JAHHBIX B 6a3e JaHHBIX yKa3aHUs paboTte
Nel2
Jleknus Ne 13 2 Jlon. nwr.: [1], *KoHTpoJibHOE
Tema 5.3 Ocnoevr  3auumbl  AGMOMAMUUPOBAHHLIX — CUCEM — OM (4], [7], [8]- tectapoBanue No5
HEeCaHKYUOHUPOBAHHO20 OOCMYna
25 ABTOMaTH3MpOBaHHasi OaHKOBCKas CUCTEMa IilazaMu Xakepa. Bo3MoxkHbIe Hon. nur.: {1],
aTaKy aBTOMAaTU3UPOBAHHOH GaHKOBCKOM CHCTEMBL. BO3MOKHEIE aTakH Ha [12].
YPOBHE ceTH. Mepbl 3alMThl OT aTak Ha ceTeBoM ypoBHe. OCHOBHbIE
npaBwia opraHumsauuy  saumtel  ACB.  OcCHOBHbIE HOpPMATHBHBIE Hopm. nokym.:
JOKYMEHTBI 10 OlIeHKe 0€30MacHOCTH. (3], [6].
*3amuTa oT4YeTa No
26 IlpakTn4eckas pabora Nel3 Metoaunueckune MPaKTH4YECKOHN
3ammuTa oT aTak Tumna BHeapenus SQL-koxa yKa3aHus paboTe
Ne 13
Jexuusa Ne 14 2 OcH. qwuT.: [5],
Tema 5.4 Onexmpounnulii OOKYMeHM U INeKMPOHHASA YUDPosas ROONUCH (8], [9-10].
INoHsTHe 3mekTpoHHOro AokymeHTta. [Ipunanue Opuanueckoro craryca
27 | aneKTpOHHBIM AOKyMeHTaM. lOpuiauueckas cujia OpPHUTHHAAa M KOTMH Hon. nur.: [4],
BNEKTPOHHOrO JOKYMEHTA. DJeKTpOHHas Lubposas noanuck. Ceprugukar [8].
OTKPBITOTO  KJIIoYa. YAOCTOBEpAIOMMH LeHTp. Yrpo3sl UudpoBoit
noanucu. RSA xak ¢pyHAaMeHT 3J1eKTpOHHOM Ly poBOi MOANHKCH.
*3awmra oT4era rno
28 IIpakTH4eckas pabora Neld Meroauueckue MpaKTUYECKOMH
Opranuzauys 3aiutel 6a3 nannsix 8 CYBJI Microsoft ACCESS. yKa3aHus paboTe
Ne 14
Jlexuusa Ne 15 2
Tema 5.5 Yuuxanonana u mounans uldenmuuxayus npooyKkmos u Homn. mur.: [12].
banxosckux cuémos
29 | OcHoBa coBpeMeHHOro OOLIECTBA CTAHAAPTH3MPOBAHHBIE KOJAbI GAHKOB,

CyNepMapKeTOB H JPYrHX KPYMHBIX MOJCHCTEM 3KOHOMHKH — KPEAUTHBIE
KapThl.
Anroputm Jlyna. Illpuxxogsl.
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1 2 3 4 7 8
2 *3aHIKTa OT4YeTa MO
Tpaxmueckas pabora NelS Meroauyeckue NPaKTHYECKOM
30 | IlrpuxoBoe KOAUPOBaHHE HHQPOPMALIMH. AHAIU3 peaNbHBIX IITPHX- yKasaHus paboTe
KOJIOB. Nel5
Paznen 6 3amuTa HHTELIEKTYAAbHON COGCTBEHHOCTH 4 4
Jlexuns Ne 16 OcH. 1uT.: *KoHTponbHOE
Tema 6.1 Obvexmol unmeanexmyanrsHou cobecmeennocmu (31, [7]. TecTHpoBaHHUe Ne6
Mup Bewielf ¥ pe3ysibTaThi HHTEJUIEKTYANbHOM AesTeNbHOCTH. OOBEKTHI
UHTEJUIEKTyanbHOH cobcTBeHHOCTH. basbl gaHHbIX. [IpombiunieHHas
31 | coberBeHHOCTh. ABTOpPCKOE MPaBO M CMeXHble Mpapa. [IpoMblLIeHHas
COOCTBEHHOCTb. Kommepueckoe HCII0JIb30BaHHE 0OBEKTOB
HHTEJUIEKTYyalbHOH  coOCcTBeHHOCTH. ['oCymapCTBeHHOe — yrpaBlieHHE
HHTEIEKTyalnbHOH COOCTBEHHOCTBIO. 3alliiTa TMpaB aBTOPOB H
npaBoobagaTeneii.
IpakTHueckan paGora Nel6 2 *3aiura oTYeTa 1o
IMoxck naTeHTHOM HHPOPMALIMH B 3JIEKTPOHHBIX Oa3ax: [TaTeHTHOro NPaKTH4YECKOH
BegoMcTBa Pecrry6iku Benapycek. Pocnatenra. EBponeiickoro pabGote
NaTeHTHOro BeaoMcTBa. [larentnoro segomctsa CIIIA. Ne 16
Jlekuna Ne 17 2 OcH. JIHT.: *PedepaTuBHoe
Tema 6.2 Ilamenmuas ungpopmayus 31, [71, [9]: BBICTYIJICHHE C
HcrouHuku mnaTteHTHOH wuHboOpMauud. MexayHapoaHas NaTeHTHas JOKJIAJIOM
knaccuukaims.  IlaTeHtHeldi  mokymeHT. Ilpumepsl  maTeHTHBIX Jon. nurt.: [12].
32 noxymeHToB. [lonck natentHo#i uHpopmaumu B UHTEpHET.
Tema 6.3 Tosaphvie 3naxu
TosapHble 3HakM: ompeneneHde. Bumbl ToBapHbIX 3HakoB. IIpaBa Ha
TOBapHbIi 3HaK. HapyiueHue npaB Ha TOBapHbIE 3HAKH.
*
IpakTuueckas padora Nel7 2 3?::)1;::"?;:?;;“0
33 | MapkupoBOYHBIe 3HAKH Ha NPOAYKLMH. AHATH3 MAPKMPOBOYHEIX 3HAKOB paGoTe
peabHOro TEXHUYECKOro 060pyI0BaHUS. No 17
Bceero 34 34

* MEPOIIPUATHA TEKYIIEI'O KOHTPOJIA
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YuebHo-meToaMuecKas KapTa y4e0Hoil nucumminabl «JIaGopaTopHsiii cneunpakTukym «OCHOBBI 3aIHTHI HHPOPMAHE»»
JneBHasi popMa noTyueHHsI BBICHIEro 00pa3oBaHUusA

KoJjmn4ecTBo ayauTo

HBIX YaCOB

;
: : =
= % =) =
3 = 2 5 S
- = = E =
o =) = R < e
= = G S = o
: | 5| 5] &8 3 s
o o e 53
g“ Hazpanue paznena, TeMbl, 3aHATHS; TEpeYEHb H3YUYAEMBIX BOIIPOCOB = S E 3 E & E
>
5 2| 8| 8| 3¢ 5 2
i~ g Q. o e =
o < 3 3 & &
= = | S 8
=) = = S o
T =
o
1 2 3 4 5 6 7 8
Pazgen 1 OcHoBbI TeOpUH YHCes 2
2 OcH. nut.: [5], 3amuTa oT4YETA IO
) JlaGopaTopuas paGora Nel [9]- nabopatopHoit
Hcnonp3oBaHue alropuTMOB TEOPHH YHCE'B KpUITOrpaguu - : Metoauueckue pabore Ne 1
YKa3aHHA
Paznen 2 Kpnnrorpadnueckas 3amura nngopmanuu 30
2 OcH. qut.: [3], 3aiMTa oT4YéTa MO
2 JIaGopaTopuan paGora Ne2 [8],[10]. naboparopHoii
[MndpoBarue JaHHBIX KPUNITOAITOPHTMOM IEPECTAHOBKH Metoauyeckue pabore Ne 2
_yKa3aHus
2 Oc. . (3], 3aiuTa oTUeTa MO
JlabopaTopnas paGora Ne3 [8],[10]. .
3 . na6GopaTopHoit
IlIndpoBanue JaHHBIX KPUNTOAITOPUTMOM MPOCTOM 3aMEHBI Meronuueckue a6ore No 3
YKa3aHus p -
2 OcH. nut.: [3], 3almTa oryeTa no
4 JlaGopaTopuan padora Ned {81, [10]. naboparopHo#
HIndposanue NaHHBIX KPUITOATTOPHTMOM MHOT0aNI(haBUTHOM 3aMEHBI Mertoaunueckue pabote Ne 4

'yKa3aHHs
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1 2 7 8
OcH. nur.: [5], 3aumTa oT4eTa 1no
5 JlaGopaTopuas pa6ora NeS [8], [10]. nabopaTOpHO#H
ITporpamMMmHas peanusauus cetd Meiicrens Meroauueckue pabote Ne 5
yKazaHus
OcH. murt.: [5], 3amura oT4ETa N0
6 JIaboparopuan padora Ne6 [8], [10]. nabopaTopHoi
Hccenenosanune kpunrocuctemsl DES Meroanueckue pabore Ne 6
yKa3aHus
OcH. murt.: [5], 3amra oT4eTa 10
7 JlaGoparopuas paGora Ne7 [8], [10]. nabopaTOpHOi
Hccnenosanne kpuntocuctemsl FOCT 28147 MeTtoauueckue pabote Ne 7
yKazaHMs
OcH. awr.: [3], 3amMTa oT4YeTa Nno
8 JlaGopaTtopnan pabora Ne§ [9] snabopaTopHoi
AHajnH3 reHepaTopoB MCeBAOCTYHalHOMH MOCHeN0BATENLHOCTH Meroauueckue pabote Ne 8
yKa3aHus
OcH. jur.: 3], 3amuTa oTdyera no
9 JlabopaTopuas pa6ora Ne9 [9]. naboparopHoit
Hccenenosanne mudpa raMMupoBasus Meroanueckue pabote Ne 9
yYKa3aHMs
OcH. nur.: [5], 3auuTa oTdyera no
10 Jlaboparopnas pabora NelO [9], [10]. naboparopHoi
Peanuszauus apudmeTuru 60IBIIHX YHCET Mertoanueckue pabore Ne 10
YKa3aHHs '
OcH. nwmt.: [5], 3aimura oT4eTa 1o
11 JlaGopaTopuan paGora Nell [9], [10]. nabopaTopHoOi
Ilporpammuas peanuzalus reHepaTopa MPOCTHIX YHUCEN Metoaudeckue pabore Ne 11
YKa3aHUs
OcH. nut.: [3], 3amura ordyera Mo
12 JlaGoparopuas paGora Nel2 ) [9], [10]. nabopaTopHoH
Peanusauus airoputMoB MOIYJIBHOMH apUPMETHKH Meroanueckue pabore Ne 12
yKa3aHus
OcH. nur.: [3], 3awmuTa oTueTa no
13 JlabopaTopnan pabora Nel3 [9], [10]. nabopaTopHoi
Peanuzauus anropurma Epknvaa, pacuimpeHHoro anropurma Eskinaa Metoanueckue pabore Ne 13

yKa3aHus
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1 2 5 7 8
2 OcH. aut.: [5], 3amura oT4YeTa 10
14 JlabopaTopuan pabora Nel4 [9], [10]. nabopaTopHoii
Ananus oaHOCTOPOHHUX (DyHKIMIA Meroauyeckue pabote Ne 14
yKa3aHHsl
2 OcH. nur.: [3], 3ammTa oT4eTa Mo
15 Jlaboparopnas paGora Nel5 [8], [10]. naboparopHoit
Peanunzanus nporpamMmsl INQPOBaHUs ACHMMETPHYHOM KPUIITOCHCTEMB Meroanueckue pabote Ne 15
yKa3aHHs
JlaGopaTopunas pabora Nel6 2 Ocu. .. [3], 3aimra oTHera o
16 | Peanuzanus TIpOrpamMMbl emn¢poBaHus ACHMMETPUYHOM (8], [10], nabopaTOpHOi
porp s P P Meronuueckue pabote Ne 16
KPHIITOCHCTEMBI
yKa3aHusl
Pazgen 3 ObGecneuenne GezonacHOCTH MHGOPMANHOHHOIO OOMeHa c 16
HOMOLbK) KPHITOrPapHYeCKHX MPOTOKOJIOB
2 OcH. nut.: [3], 3amuTa oTYeTa 110
JlaGopaTopuas pabora Nel7 [8], [10]. naboparopHoii
17 .
Hccnenosanne kpunrorpaduueckux xem-dyHkimit Meroaunyeckue pabGorte Ne 17
yKa3aHHUs
2 OcH. awur.: [3], 3amuTa OTUYeTa 1o
18 JlaGopaTopHas paGora Nel8 [81, [10]. naboparopHoi
I'enepanus anekTpoHHOHN LMQPOBOIA MOANKCH B NOKYMEHTE Meroaunueckue pabote Ne 18
YKa3aHHUSA
2 OcH. nut.: [3], 3amuTa oT4eTa 1o
JlabopaTopnas paGora Nel9 {81, [10]. naboparopHoi
19 . .
Bepudukaimu snekTpoHHOM undpoBoii NOANKMCH TOKyMEHTa Mertonuveckue pabote Ne 19
YKa3aHUs
JaGopatopuas paora Ne20 2 OcH. nur.: [8], 3ammTa OquTavno
. [10]. nabopaTopHoi
20 | Hccnenoanue nokasareneil  3(¢EKTUBHOCTH TNApONIBHBIX  CPEACTB
Meroauueckue pabote Ne 20
ayTeHTH(UKAIUH
YKa3aHUS
JaGopaTopnas paGora Ne21 2 OcH. nut.: [8], 3amura OquTavno
21 | Hcenenopanne nokasareneil 3p@pexTHBHOCTH GHOMETPUYECKHX CPEICTB (10]. N1a00paTOpPHO¥
Meroanueckue pabore Ne 21
ayTeHTU(UKALMU
YKa3aHHUs
2 OcH. nur.: [3], 3ammTa oTdeTa Mno
Jlaboparopuasi paGora Ne22 (8], [10]. nabopaTopHOH
22 U .
CClIEIOBaHHE METONOB KOMIIBIOTEPHOH cTeraHorpaduu Meroauveckue pabote Ne 22

YKa3aHus
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1 2 5 7 8
2 OcH. nut.: 3], 3amumTa oT4eTAa MO
23 JIaGopaTopnas padora Ne23 [8], [10]. nabopaTtopHoH
[IporpammHas peanusauys MPOTOKONA NPOCTON ayTEHTUPUKALNK Meroauueckue pabote Ne 23
YKa3aHHs
2 OcH. murt.: 3], 3amura oTyeTa rno
24 JIaGopaTopuas paGora Ne24 (8], [10]. nabopaTtopHoit
[IporpamMMHas peaH3anis NpOTOKONIa MHOTO(AKTOPHOM ay TEHTH(PUKALIUK Meroauueckue pabote Ne 24
yKa3aHus
Pasnen 4 Mexann3mbl oGecnedennst HHPOPMALHOHHO# 6€300ACHOCTH 6
JlaGopaTopuas paGora Ne25 2 OcH. mut.; [10]. | 3aura oT4era no
25 | Hcnonp3oBanue nporpaMmmHoii cuctem PGP u TrueCrypt ns obecrieueHus Meroauueckue nabopaTopHoOH
KOHGUASHIIHAJIBHOCTH H LIEIOCTHOCTH HHOPMALIHOHHBIX PECYPCOB YKa3aHHs pabote Ne 25
JlaGoparopuas padora Ne26 2 OcH. aur.: [10]. | 3amura oT4yera no
26 | Ilomy4yeHHe mNpaKTHYeCKMX HABBIKOB MPOrPaAMMHOIO BOCCTAHOBJICHHS MeTtoauyeckue nabopaTopHOH
JaHHBIX NMpH oMol nporpammsl TestDisk yKa3aHug pabore Ne 26
JlaGopaTopuas paGora Ne27 : 2 Oct. mur.: [5] 3auyra oT4yera fno
Peanuzauus nonMTHKH O6€30MacCHOCTH B 3aIUMIUIEHHBIX  BEPCHAX ' R nabopaTOpHOH
27 | one i Wind C i [10]. abote Ne 27
pauuonHo# cuctemsl Windows. Co3zgaHue U yajeHHe y4eTHOM 3anucu MeTommHeckie |y
HOJIb30BaTeNs, Ipynmn none3osarenel. PasrpaHuyeHne noctyna k pecypcam
B 3allMHIEHHBIX BEPCUIX ONEPALMOHHOM cHcTeMbl Windows yKrasanui
Bceero 54

Ilpumeyanue: B COOTBETCTBHH C PEHTHHIOBOM CUCTEMOM I/ ONpeleieHus pe3y ibTaTa TEKYLIEro KOHTPOJis 3a CEMECTD B BHJIE OTMETKHA B Haiuiax mo
NecATHOAIUILHOM IIKale MCIONB3YIOTCS OTMETKHU, NMONYYCHHBIC 332 MEPOIPHATHS TEKYIIETO KOHTPOJIA B TEYEHHE ceMecTpa, 0003HaYeHHEIE B rpade
«DopMa KOHTPOJIS 3HAHUH
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NHO®OPMAIIMOHHO-METOJUYECKAS YACTb

JINTEPATYPA
OcHoBHan:
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URL: https://biblioclub.ru/index.php?page=book&id=726792 (nara obpamenus: 01.12.2025). — ISBN
978-5-9729-2520-9. — TekcT : NEKTPOHHBIH.

3. BacumiseBa, I.H. Kpunrorpapuueckne Merons! 3aluTbl HHGOpPMaUH: Y4eOHMK H
npaxTHKyM 171 By3oB / W, H. BacunseBa. — Mockga: FOpaiit, 2023. — 349 c. — PexomenioBaHo YueGHO-
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4. l'ocynapcTeeHHas monuTHKka HHGOPMAIIMOHHON 0€3011aCHOCTH M WHPOPMALMOHHOE
npotuBobopcTBO: yueOHoe nocobue / B. 0. ApuakoB [u 1p.]; Axkanemus yIpaBieHHs NpH
Ilpesunente Pecniybmuxm benapyce ; [aBroper: B.HO. ApuakoB, A.JI. banbkoBckwui,
A.B. Banosckuii, O.C. Makapos]. — 2-e n3fanue, cTepeoTUIIHOE. — MUHCK : AKaJieMHsl yIpaBiIeHUs
upu Ilpesunenre PecnyGnuku benapycs, 2020 ; 2021. — 227 c¢. — JonymeHo MunucTepcTBOM
obpasoBanus Pecriybnmuku Benmapychk B kadecTBe yueOHOro mocoGus JUisl CiyluaTened CHCTEMBI
JIOIIOJIHATENBHOrO ~ 00pa3oBaHMs ~ B3POCHBIX 10  CHEHUAIBHOCTSM  IIE€PenoArOTOBKH
«MHbopManuoHHO-aHATUTHYECKAs pabOTa B CHCTEME OpraHOB FOCYAAPCTBEHHOTO YIIPABIICHHS.

5. Hesa, E.M1. Beenenue B kpuntorpaduio. TeopeTHKo-4HUCIOBBIE OCHOBBI 3aLIUTHI
nHpopmarun: yuebroe nocobue / E. Y. Jleza, JI. B. KotoBa. - uznanue crepeorurnoe. — Mocksa :
JIEHAH/J], 2022. - 368 c¢. — (OcHoBeI 3amuTsl nHpopmMarun. Ne 14).

6. Ilerpenxo, B. U. 3amuTa nepcoHaqbHBIX JaHHBIX B MH(OPMAI[MOHHBIX CHCTEMaX.
IIpaktuxym [OnekTpoHHBIH pecypc]: yueGHoe mocobue mns By3oB / B. W. Ilerpenko, U. B.
Mannpuna ; [lerpenxo B. Y., Mannpuna U. B. — 2-e u3z., crep. — Cankr-Ilerepbypr: Jlans, 2020. —
108 c. // OBC «Jlanp». — Pexxum noctyna: mo noxmucke: URL: https://e.lanbook.com/book/149364.

7. IlomazanoB, A. B. 3amuTta mHQOpMalUH OT YTEUKH MO TEXHHYECKHM KaHajIaM :
yuebHoe nocobue : [16+] / A. B. Ilomazanos ; FOxHbIi denepanbHblid YHUBEpCHTET, MHXKeHEpHO-
TEXHOJIOTHYeCKas akafieMus. — PoctoB-Ha-Jlony ; Taranpor : KOxHbIH denepansHblil YHUBEPCUTET,
2024, - 134 c¢. : un, Tabn. — PexmMm gocryma: 1o MOANMCKE.  —
URL: https://biblioclub.ru/index.php?page=book &id=724469 (nata obpamenuns: 01.12.2025). —
bubnuorp.: c. 103-105. — ISBN 978-5-9275-4851-4. — Tekcr : 3NeKTPOHHBIHA.

3. PomaHbKOB, B.A. Benenue B kpuntorpaduio: Kype jekuuit / B. A. PomaHpkoB. —
2 u3nanye, MCIIpaBiIeHHOE ¥ JoNOMHeHHOe. — MockBa: MTHOPA-M, 2023. — 234 ¢. — PekoMeH10BaHo
B KayecTBEe yueOHOro nmocoGHst Ui CTYIEHTOB BBICIUMX Y4YEeOHBIX 3aBeNeHHi, 00ydJaromuxcs Mo
HanpasieHHsaM IToAroroBku 01.03.01 «Marematuka», 02.03.01 «MatemaTHka ¥ KOMITBIOTEPHBIE
texnosoruu», 01.03.02 «IIpuxnagHas mMarematuka ¥ MHQpopMarukay (KBaTH(UKALMsS (CTEICHB)
«baxanaBpy).

9. ®omuyes, B.M. Kpunrorpagpuueckue MeTOAbI 3alIUTH HHOOPMALHH: YUeOHUK IS
BY30B: B 2 yacTax / B. M. ®omuues, 1. A. MenbHukos; nox penakuueit B.M. ®omuyesa. — Mocksa:
FOpaiit, 2023. — PexoMeHgoBaHO VYueGHO-METOIMYECKAM OTHENOM BBICHIETO OOpa3OBaHUA B
KauecTBe y4eOHHKa JJIS CTYJICHTOB BBICIIMX Y4eOHBIX 3aBEJCHUH, 00ydaromuXcs MO HHXEHEPHO-
TEXHUYECKUM HanpasjleHusM. YacTe 1 : MaTemarnueckue acnektsl. — 2023. — 209 c.

10.  ®omuyes, B.M. Kpuntorpabuueckre MeTo bl 3alIUThl MHGOPMALMU: YYEOHUK IS
BYy30B: B 2 yacTsax / B. M. ®omuues, J[. A. MensHukoB; nox penakuueit B.M. ®domuuera. — Mockga:
IOpaiit, 2023. — (Bricmiee obpa3oBanue). — PekoMeHI0BaHO Y4YeOHO-METOIUYECKUM OT/EIIOM
BpICIIETO0 OOpa3oBaHHs B KadecTBe yuyeOHHKa JUIl CTYICHTOB BBICHINX YYeOHBIX 3aBEICHHH,

. 00yyqaromuxcs 0 HHKECHEPHO-TEXHMUECKHM HamnpaBieHusM. Yacts 2: CHCTEMHBIE U NPHKIIAIHBIE
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acnektel. — 2023. — 245c¢. — PexomeHpoBaHo YueOHO-METOJMYECKHM OTAEIOM BBICIIErO
06pa303aHH;1 B KQUCCTBC qu6HI/IKa 14 CTYJICHTOB BBICIINX qu6HbIX 3aBeI[CHHﬁ, o6yqa10mnxc;1 I10
MHXCHEPHO-TEXHUYECKHUM HaIIPaBIICHUSIM. i
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2018. - 83c. : wi, Taban. -~  Pexum  pocryma: 0  MOANHCKE.  —
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4, Hono3zos, H. JI. IIporpaMMHubIe cpeICTBa 3alUThl HHGOPMAIMH | KOHCIIEKT JICKIIMH
[16+] / H.JI. Qonozos, T.A.TynerseBa ; HoBoCHOHpPCKHII TrOCYJapCTBEHHEBIN TEXHHUYECKHI
yHuBepcuteT. — HoBocubupck : HoBocubupcekuil rocy1apCTBEHHBIH TEXHHYECKUH YHHBEPCHTET,
201s. - 63 ¢. : cxeM, WL — PexuMmM  jgocTyma: M0  IOAMHCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=438307 (nara oOpamenus: 29.09.2023). -
bubauorp. B kH. — ISBN 978-5-7782-2753-8. — TeKcCT : 2NEKTPOHHEIH.

5. Xenesnsk, B.K. 3amura nnpopManun oT yTeUKH MO0 TEXHUYECKHM KaHanaM: y4el.
nocodue / B.K. XKenesusk. — CI16.: 'YAII, 2006. — 188 c.

6. Kacnepckuii, Kpuc Kommerotepusie Bupyce! BHyTpH u cHapysxH. / Kpuc Kacniepckuii.
— CII6.: I[IUTEP, 2006. — 526 c.

7. Karopun, 10.®. 3ammra uHpopManum TEXHUYECKUMH CpEIACTBaMH: ydeGHOE
nocobue. / 10.®. Karopun, A.B. PasymoBckuii, A.W. Cnusax. — CI16.: HUY UTMO, 2012. —416¢.’

8. Jlykamos, A.W. Konpunenuuansaas HHGOpMAIUs U KOMMepUecKas TaiHa : IpaBoBoOe
perynmupoBanue u opranusanus samuTsl / A. W. Jlykamos, I'. H. Myxun. — MH. : Teceit, 1998. — 128 c.

9. Muxaiios, JI.M. 3amurta MoOunpHBIX TenedpoHOB oT artak. / JL.M. Muxaiinos,

H.1O. XKyxos. / Ilox pea. A.M. UBamxko. — M.: ®oiiiuc, 2011. — 189 c.

10.  Hosuxos, B.K. Cpeacrsa, TeXHOJIOTHH, CUCTEMbl ¥ TEXHHUYECKHE KAaHAIBI yTEUKH
WHGOPMALKK /IS OCYIUECTBIEHHS KMOEPCIIeKKH 3a YETOBEKOM U €ro JesTeNIbHOCTRIO: MOHOTpadus
/ B.K. HoBukos, M.I'. KpacHos, U.C. PekyHnkos. — Mocksa: ['opsuas nuaus-Tenexom, 2021. — 160 c.

11.  Paxanos, K. 5. O6ecneuenne koHGHASHIMATEHOCTH HHbOpMaLuy B ceTH MHTepHET:
nocobue / K. 5. Paxanos, H. A. Paxanosa. — Hosomnosmorik : [Tosom. roc. yu-t, 2021. — 192 c.
12, CucreMsl 3a1uTh HHPOPMALHH B BeAYIIHX 3apyOeKHBIX CTpaHax : yueOHOe mocobue

: [16+] / B. Y. Asepuenkos, M. 1O. Pritos, I'. B. Kouapamms, M. B. PynanoBckuii ; Hay4. pex. B.
WM. ABepyenkos. — 5-e u3z., crep. — Mocksa : ®JIMHTA, 2021. — 224 c. : un., cxeM. — (Opraausanus
U TCXHOJOrMS  3amMThl  HMHQopMmanuu). — PexuM  gocTyma: 1mo  MOAMUCKE. —
URL: https://biblioclub.ru/index.php?page=book&id=93351 (nara obpamenus: 29.09.2023). -
bubmuorp.: ¢. 192-193. — ISBN 978-5-9765-1274-0. — TeKCT : 311€KTPOHHBIIA.

13. Tynbrsea, T. A. OcHOBBI 3amuThl HHQopManuu : ydeGHOe mocobue : [16+] /
T. A. I'ynprsena. — HoBocuGupcek : HoBocubupcekuii rocynap‘c:ifBeﬂﬂblﬁ TEXHHUYECKUH YHUBEPCUTET,
2018. - 83c. : un., Tabn. —  Pexum = goctyma: 1o IOATIMCKE.  —
URL.: https://biblioclub.ru/index.php?page=book&id=574730 (nara obpamenus: 29.09.2023). —
Bu6muorp. B kH. — ISBN 978-5-7782-3641-7. — TeKCT : 57I€KTPOHHBIH.
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14.  ono3zos, H. JI. TlporpaMMHbie CpeICTBa 3aIUTHI HHPOpMALNHM : KOHCIIEKT JIEKIHH !
[16+] / H.JL domosos, T.A.IynpraeBa ; HoBocHOMpCKMH ToCyIapCTBEHHBIH TeXHHYECKHH
yHuBepcuteT. — HoBocubupcek : HoBocuOGupckuit rocyapCTBEHHBIH TEXHHUYECKHM YHHBEPCHTET,
2015. - 63c. . cxeM.,, M1, -  PexuM  pgoctynma: 10 MOANHCKE.  —
URL: https://biblioclub.ru/index.php?page=book&id=438307 (nara o6pamennmsa: 29.09.2023). -
Bbubnuorp. B kH. — ISBN 978-5-7782-2753-8. — TeKcT : 21€KTPOHHEIMH.

15.  TIpoxoposa, O. B. Hudopmanuonnas Ge3omacHOCTh H 3amuTa HHGOpPMALHH :
yuebnuk / O. B. IIpoxoposa. — 2-e u3z., ucnp. — Canxr-Ilerepbypr : Jlans, 2020. — 124 ¢. — ISBN
978-5-8114-4404-5. — Texcrt : anexTpoHHBIH // JlaHs : 3nekTpoHHO-OMONMMOTeYHas cuctema. — URL:
https://e.lanbook.com/book/133924 (nata o6pamenus: 19.08.2022). — Pexxum nocTyna: s aBTOpH3.
IIOJIL30BATEIEH.

HOpMaTHBHBIe AOKYMEHTDI:

1. O6  yTBepxIeHMHM  TEXHHUYECKOro  perjlaMeHTa  PecmyOGmuxu  benapych
«udopmanuonnsle Texnomorun. CpeactBa 3ammthl  uHGopmanmu. HubopmanuonHHas
6esonmacnocth» (TP 2013/027/BY): nocranoBnenue Coera MunnctpoB Pecniybnuku benapych ot
Ne 375 ot 15.05.2013 r.: B pen. nocranosnenus Cosera MunuctpoB Pecy6muku bermapyce Ne 145
or 12.03.2020 r.

2. Konnenuus wuHpopmaunoHHoit Oe3omacHOCTH: YTB. mocTaHoBieHHeM CoBera
BesonacHoctu PecnyGnuxu bBenapyck or 18.03.2019 Ne 1 «O Konuenuuu uHpopMannoHHOH
6e3onacHocTH Pecnybnuku benapyce».

3. I'OCT P 50922-2006. 3amura uadopmanuu. OCHOBHBIC TEPMUHBI H ONPE/ICTICHUS. —
Bsamen: 'OCT P 50922-96; sBen. 2008-02-01. — M.: Crangaprurdopm, 2007. — 12 c.
4. CTb 34.101.8-2006 WudopmanmoHHBIE TEXHONOTHMH. MeToapl W  CpeacTBa

6esonacHocTH. IIporpaMMHBIE M MpOrpaMMHO-alNapaTHBIC CPEJCTBA 3aLIUTHl OT BO3AEHCTBUSA
BPEJIOHOCHBIX IIPOrpaMM H aHTHUBHPYCHBIE IMporpaMMHble cpeacTBa. O6mue TpeOoBaHUA: BBEIEH
01.07.2006.

5. CTb 34.101.9-2004 HHbpopMalHOHHbIE TEXHOJNOTMH. TpeGoBaHHA K 3alIUTe
HHGOPMAIMH OT HECAHKIIMOHNPOBAHHOTO JOCTYIIA, yCTaHABINBAEMbIE B TEXHMYECKOM 3a1aHUH Ha
CO3/laHH€ aBTOMaTH3UPOBaHHOM cucTeMsl: BBeAeH 01.09.2004.

6. CTb 34.101.10-2004 HudopmaumonHsle TexHosornd. CpelacrTsa  3allUTHI
MHGOPMAalMK OT HECAHKIHMOHMPOBAHHOIO JOCTYNa B aBTOMATH3MPOBAHHBIX cucTeMax. O6uine
TpeboBaHus: BBeaeH 01.09.2004.

7. CTb 34.101.11-2009 MubopMmaimoHHbIE TeXHOJIOTHH H Oe3omacHocTh. KpuTepnn
OIIEHKH 6€30MacHOCTH HH(POPMALMOHHBIX TeXHOMOTHA. [IpOQUITE 3alMThl ONEPANHOHHOM CUCTEMBI
cepBepa 11 MCIIOJIb30BaHUS B JOBEPEHHOMH 30HE KOpHopaTUBHOI ceTH: BBeneH 01.09.2009.

8. CTb 34.101.12-2007 HMubpopMmar{oOHHbIE TEXHOJNOTHH. MeTOABI M CpeAcTBa
OesonacHocTu. IlporpamMMHBIE cpeficTBa 3alllMTHl OT BO3AEHCTBHA BPENOHOCHBIX IPOTPaMM H
AHTHBHPYCHBIE IPOrpaMMHEIE cpeacTBa. Onenka kauectBa: BBened 01.10.2007.

9. CTb 34.101.15-2007 HHOpopManHOHHBIE TEXHOJIOTHH. MeToabl M CpPEeACTBa
GesomacHocTH. IIporpaMMHBIE CpeACTBa 3alUTHI OT BO3AEHCTBUS BPENOHOCHBIX NPOrpamMM H
AQHTHBHPYCHBIC IPOrpaMMHBIE CpeACTBAa. THIOBas MporpaMMma M METOAWKA WCHBITAHUN:. BBEACH
01.11.2007.

10. CTb 34.101.31-2011 MHudbopMmManuoHHBIE TEXHOJOTMH. 3amura HWHPOPMAIIHH.
Kpunrorpaguueckne anroput™el mMudpoBaHUs U KOHTPOJIA LEJOCTHOCTHU: BReaeH 01.07.2011.

11.  3axon PecnyOmuxu bBenapyce «O Tocymapcreennbix Cexpetax» Nel70-3 ot
19.07.2010 r.: B pen. 3axona Pecny6muxu Benapycs Ne 124-3 ot 17.07.2018.

12, 3akom Pecnybmuku Benapyce «O6 wundopmaimn, uHGOpMATH3ALUM U 3aLIUTE
undopmanuu» Ne 455-3 ot 10.11.2008 r.: B pen. 3akona PecnyGnuku Benapyce Ne 362-3 ot
11.05.2016r. L

13.  3akon Pecny6muku Benmapych «O xommepueckoii Taitme» Ne 16-3 ot 05.01.2013: B
pea. 3axoHa Pecy6nuku benapyce Ne 132-3 ot 17.07.2018 1.

14.  3akon PecnyG6muku Benapyce «O 3amute HepcOHANBHBIX HOaHHBIX» Ne99-3 ot
07.05.2023.
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15.  VYronoeusni Kogexc Pecry6muxu benapyck / HaumonanbHBIR peeCTp IpaBOBBIX
axToB Pecny6iuxu benapycs. 15 okrabpsa 1999r. Ne 76.

16.  VYxa3 Ilpesunmenta PecnyOnuku bemapyce «O xkubepbesomacHoctu». Ne 40 ot
14.02.2023 r.

17. VYka3 [Ilpesunmenta PecnyOmukun bBemapyce «0O  HEKOTOpbIX Mepax IO
COBEpIICHCTBOBAHUIO 3alIUThl HHGopMamum» Ne 196 ot 16.04.2013 r.: B pen. Ykaza [Ipesnaenra
PecnyGnuku benapyce Ne 449 01 9.12.2019 1.

18. VYka3  IlpesupeHtra  PecnyGmuku  bemapyce  «O  cOBEpLIEHCTBOBaHHHU
rOCyJapCTBEHHOT'O PEryJIHpoBaHus B 001acTH 3amuThl uHGopmarum» Ne 449 o1 9.12.2019 .

JJIEKTPOHHBIE Pecypcehbl:

1. HayuHo-uccnenoBaTebCKU  HHCTUTYT TEXHHYECKOH 3aluThl  HHQpOpMAaIUH.
[OnextpoH, pecypc]. — Pesxxum nocryna: http://www.niitzi.by. — lata goctyna: 19.03.2023.

2. HanvoHanbHbIA OTKpPEITHI yHHBEpcUTET. [DNEKTpoH, pecypc]. — Pexum moctyna:
http://www.intuit.ru. — Jlata gocrymna: 19.03.2023.

3. Hanyonansselil npaBoBo#t moptan Pecnybnuku benapyce. [OnekTpoH, pecype]. —
http://www.pravo.by. — Jlata goctymna: 19.03.2023.

4. HanuoHanpHBIN LEHTp UHTE/IEKTYaIbHOH COOCTBEHHOCTH. [DNEKTPOH, pecypc]. —
Pexxum noctyna: http://www.belgospatent.org.by. — lata noctyma: 19.03.2023.

5. OnepaTtuBHO-aHamuTHYeckuii LeHTp npu llpesunente PecnyOnuku benapyce
[OnexTpoH, pecypc]. — Pexxum noctyma: http://oac.gov.by. — Jlata moctyna: 19.03.2023.

6. MunncrepctBo cB3u u uHbopMaruzauuu PecnyOmuxu Benmapych. [DnexTpow,
pecype]. — Pexxum nocryna: http:// www.mpt.gov.by. — Ilata qoctymna: 19.03.2023.

7. International Organization for Standardization (MexnyHapoxHas OpraHu3alus

Cranpaprtusanun). [O1eKTpoH, pecypc]. — Pexum mocryna: http:/www.iso.org (http://www.iso.ch).
— Hara noctyna: 19.03.2023.

8. Your Private Network (JIaboparopus CeteBoit bezonacHoctn). [DnekTpoHn, pecypc].
— Pexxum goctyna: http://ypn.ru/177/international-standards-of-information-technologies-security. —
Hara nocryna: 19.03.20239.

9. [ocynapcTBeHHBIN KOMUTET 1O CTaHAapTH3auuu Pecy6nuku Benapyck. [DnekTpoH,
pecypc]. — Pesxxum poctyna: http://www.tnpa.by. — [lata goctyna: 19.03.2019.

10.  TocymapcTBEHHBIN KOMHTET [0 CTaHAApTH3aLMH. [DNEKTpoH, pecypc]. — Pexum
nocrtyna: http://www.gosstandart.goy.by. — Jlara nocryna: 19.03.2023.

11.  Otyer o aesrenbHOCTH HalMOHANBHOrO HEHTpa 3aIllUTHI IEPCOHAIBHEIX JAHHBIX 32
2022 rox — HannoHasbHbIH LEHTP 3alUTHI IEPCOHANBHBIX AaHHBIX Pecny6muku Benapycs (cpd.by)
— Pexum noctyma: https://cpd.by/otchet-o-dejatelnosti-nacionalnogo-centra-zashhity-personalnyh-
dannyh-za-2022-god/ — lata moctymna: 19.03.2023.

IlepeyeHb KOMNBIOTEPHBIX MPOrpaMM:

Mcnone3yrotes maketel: Microsoft Office Access; Matlab; Mathcad; NI LabView u
IpOrpaMMHbIE Cpebl 11 pa3paboTKH MporpaMMHOro obecreveH s U ap.
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NEPEYEHDb ITIPAKTUYECKHUX 3AHATUN

ITo y4ebHoii ucuuminHe «OCHOBBI 3aIUTLI HHPOPMALIHI)

IIpakTnueckasi paéora Nel

Nsyuenne Texumueckoro perjiaMenta PecnyOmuku Benapyck «HpopMalMOHHBIE TEXHOJIOTHH.
Cpencrsa 3amuts! HHGopMauy. MapopmanuonHas 6e3onacHocts» (TP 2013/027/BY)
(yrBepxnéH IToctanoBnenueM Coseta Munuctpor Pecriy6muku benapycs 15.05.2013 Ne 375).

IIpakTHyeckas padora Ne2

Hzyuenne 3akoHa PecnyOmuku bemapych 19 mrons 2010 r. Nel70-3 «O T'ocynapcTBeHHBIX
Cekperax». locymapCTBeHHOE peryJMpoBaHHE M YIpaBlleHHE B 001acTH uH(bOpMaIuy,
uH(popMaTuzauuu ¥ 3amuTel nHGopMmanuu. Msyuenue 3axona Pecny6nuku benapyce ot 10 Hoa6p4
2008 r. Ne 455-3 «O6 undopmanuu, HHGOPMATU3ALHH U 3aLUTE HHHOPMALUU».

IIpakTH4yeckas paGora Ne3
H3yuenue KOHLENIIUM HAIMOHATBHOH Oe3omacHocTH PecnyOmuku benapyce. Vkas Ilpesmnenta
Pecniybrmaku Benmapyck Ne440 ot 9 nexabpsa 2019 r. Ykas IIpesunenta Ne40 ot 14 deppans 2023 r.

IlpakTHyeckast pabora Ned
IlpaBoBoe obecneuenne uHpoOpMarMoHHOH Oe3omacHOCTH. BhIABIeHHME U ¢uKcauus cleaoB
[IPOTHUBOIPaBHOH AesATenbHOCTH Ha [IDBM.

IIpakTHyeckas padora NeS
AnmvunuctpupoBanre Windows 10. YnpasiieHue CHCTeMHBIMU ClTy>k0amMu U niporieccamu Windows.

ITpaxTuueckasn pabora Ne6
Opranu3anus 3amute! B Microsoft EXCEL.

IIpakTH4eckast paéora Ne7
OueHKa nepBUYHBIX MPH3HAKOB 3JIEMEHTOB PEUEBOT0 CHTHANA.

IIpakTHyeckas padora Ne§
Co3nanue MacKHPYIOIIETo UIyMa A8 UIMHTALKH BUOPOAKy CTHUECKOTO 3allyMJICHHS.

IIpakTuveckas padora Ne9
IIprMeHeHre MacCKHPYIOIETo NIyMa Ul HMHTALMH BUOPOAKy CTHYECKOTO 3aIlly MIICHUS.

IIpakTH4yeckas paGora Nel0
Meponpustis 10 BBIIBICHHIO KaHAJOB yTeukun HHGopManuu (CrelHaTbHBIE MPOBEPKH,
CIIelHaIbHbIE 00CIEeA0BAHHS, CIIEIHANBHEBIC HCCIICIOBAHMUS).

IIpaxTHyeckasn padora Nell
H3yyenne METOOB 3alIMTHI HHGOPMALIMH ¢ HOMOMIBIO pa3/IHYHbIX BUIOB MIH(PPOB, HCIIOIb3yEMbIX
B Kpurnrorpadum.

IIpakTHyeckas pa6ora Nel2
Kpunrorpaduyueckue METOAB! 3aIUTH JaHHBIX B 6a3¢ JaHHBIX

IIpakTHueckas padora Nel3
3amura oT aTak THNa BHeApeHns SQL-koaa

IIpakTHyeckasn padora Neld 4
Opranusanus 3amutsl 6a3 nanuerx B CYBJ] Microsoft ACCESS.

IIpakTH4yeckan pabora NelS
HItpuxoBoe koaupoBanue HHGOPMALHH. AHAIN3 PEATBHBIX IITPUX-KOJIOB.
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IIpakTHyeckas padora Nel6
ITouck nateHTHOX HMHQOpMaUUKM B 3JIeKTpoHHBIX Oasax: IlatenTHoro BegomcTBa PecmyGimku

benapycs. PocniarenTa. EBponeiickoro nmarentHoro BegoMctsa. [latentnoro Benomctra CIIIA.

IIpakTH4yeckas pabora Nel7
MapkHpoBOUHBIE 3HAKM Ha MPOAYKUMH. AHAIM3 MApKHPOBOYHBIX 3HAKOB PEATbHOTO TEXHWYECKOTO
obopynoBaHus.
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IIEPEYEHD JABOPATOPHBIX 3AHATHUI

no y4eoHoii gucuumiinae «JIaboparopHelii cnennpakTHKyM
«OcHoBBI 3a1UTHI HHPOPMALIHI)

JlaGopaTopHas pabora Nel
Hcnone3oBaHKe aJITOPUTMOB TCOPHH YHCEI B KpUITOrpapuu

JlaGopaTopHas paGoTa Ne2
HIudppoBaHue NaHHBIX KPUITOAITOPUTMOM IEPECTaHOBKH

JlaGopaTopHas padora Ne3
[IIn¢poBaHue TaHHBIX KPUNITOAITOPUTMOM MPOCTON 3aMEHBI

JlaGopaTopnas paGora Ned
[HudpoBanne TaHHBIX KPUNITOAITOPUTMOM MHOTOAIaBUTHOH 3aMEHBI

JlabopaTopHas paboTa Ne§
Iporpammuas peanu3zanus cetu deticrens

JlaGopaTopHas pa6ora Ne6
Hccnenopanue xpunrocucremsl DES

JlaGopaTopnaa paGora Ne7
Hccnenosanue kpunrocucteMel [OCT 28147

JlaGopaTopHas paGoTa Ne§
AHanu3 reHepaTopoB IICEBAOCITyYaifHON MOCIE0BaTEIbHOCTH

JlaGopaTopnas paGora Ne9
Hccnenopanue muppa raMMHApOBaHHS

JlaGopaTopHan paGoTa Nel0
Peanuzanus apudpMeTHKH GONBIINX YHCE

JlabopaTopHas pa6ora Nell
ITporpamMMHas peain3anus reHepaTopa MPOCTHIX YHCET

JlaGopaTopHas paGoTa Nel2
Peanmu3anus anropuTMOB MOIYJIbHOM apHbMETHKH

JIaGopaTopHas paGora Nel3
Peanusanus anroputMa EBknnpa, pacmapentoro anroputMa Esknnna

JlaGopaTopHas paGora Nel4
AHann3 OJHOCTOPOHHHUX (PYHKITHH

JlaGopaTopHas paGora Nel5
Peanusanus nporpaMMbl MU pOBaHUsS aCHMMETPHYHON KPHITTOCHCTEMBI

JlabopaTopHasn pa6ora Nel6
Peanusanus nporpaMMe! AeinibpoBaHKs aCAMMETPHYHON KPHIITOCHCTEMBI

JIabopaTopHas paGoTa Nel7
Hccnenopanne kpunrorpapuyeckux xem-$yHKIHA
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JlabopaTopHas pabota Nel8
['eHepanys 3MeKTPOHHON UU(POBOH OAMUCH B JOKYMEHTE

JlaGopaTopHas pabora Nel9
Bepuduxanun sneKTpoHHOH L POBOH MOAIHUCH JOKyMEHTA

JlaGopaTopHas paGoTa Ne20
HccnenoBanue noka3zarteneii 3¢ ¢peKTHBHOCTH NapOJbHBIX CPEICTB ay TEHTH(UKAIHU

JlabopaTopHasi paboTa Ne21
HUccnenoranue nokazareneli 3¢ (heKTUBHOCTH OHOMETPUUECKIX CPEACTB 2y TCHTH(PHUKALIUN

JlabopaTopHas paGoTa Ne22
Hccnenosanue MeTo0B KOMITBIOTEPHOM cTeraHorpaduu

JlaGopaTopHas pa6ora Ne23
[IporpamMMHas peanusanus NpoTOKONA MPOCTOH ayTeHTUDHKALIUN

JlabopaTopHas pa6ora Ne24
ITporpaMMHas peanusanus IPOTOKOJIa MHOTO(aKTOPHOM ay TeHTHHKALH

JlaGopaTopHas paGora Ne25
HUcnone3osanue nporpamMmHoii cucteM PGP 1 TrueCrypt mst obecriedeHus KOHGUASHINATBHOCTH
H LEJIOCTHOCTH HHQOPMALHOHHEIX PECYPCOB

JlaGopaTopHast paGoTa Ne26
ITomy4enne npakTHYECKHX HABBIKOB MPOrPAMMHOTO BOCCTAHOBJIEHHS TAaHHBIX TP MOMOLIX
nporpammsl TestDisk

JlabopaTopHas paGora Ne27

Peanusanms nonuTHky 6€30MaCHOCTH B 3aLMILEHHBIX BEPCUAX OTEpaHoHHON cucteMbl Windows.
Cosgannre u ynajaeHHe y4eTHON 3alHCH [I0JIB30BaTeNs, TPYIIN [0Jb30Bateel. Pasrpanuyenue
JIOCTYIIa K pecypcaM B 3allMIICHHBIX BEPCUSAX ONEepallnOHHON cucTteMbl Windows
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INEPEYEHb TEM PEQ@EPATOB

IMo y4eoHo#i nucouminHe «OCcHOBbI 3aUTLI HHGOPMaHN»

BupryasibHbIE YaCTHBIE CETH.

JlecTpyKTHBHBIE BO3MOXKHOCTH COBPEMEHHBIX BPEIOHOCHBIX IIPOrPaMM.

3amuTa OT aTaK Ha CeTEBOM ypoBHe. MekceTeBble 2KpaHBbl.

3ayTa NepcoOHaIbHBIX JaHHBIX.

HHCTpyMEHTBI IPOBEPKH UENOCTHOCTH COAEPKUMOTO MCKOB.

Hcroprnueckue coobiTus $hakTsl B 061acTH HHPOPMAHOHHONH OE€30MacHOCTH.
KomnproTepHas creraHorpadus B HalleH XKU3HH. '

[lonatne SQL-uHbEKMH H MepHI OOPBOLI.

Iopsinok nedcTBU B Cllyyae HECAHKIIMOHHMPOBAHHOIO B3JIOMA BalIEro aKKayHTa.
IIpuemel 6e301macHOro UCIONB30BAaHMUS JIMYHON U KOPIIOPATUBHOH 3NEKTPOHHON NOYTEHI.
Ipuemsl HaBBIKM 6€30MaCHOrO UCTOIB30BaHHUS MOOHIIBHBIX YCTPOHCTB.

ITpuMmeps! HemoIb30BaHuUs 3JICKTPOHHOM ITH(poBoii noanucu B PecnyGinke benapyce.
[Tpumepr! cTaHAAPTU3UPOBAHHBIX KOZOB OaHKOB, CYyNEpMAapKETOB U IPYTUX KPYITHBIX

noACUCTEM 3KOHOMHUKHU.

14.
15.
16.
17.

18.
I10 CETAM.

19.
20.
21.
22.
23.
24,

CucteMs!l 0OHapy KeHHs YI3BUMOCTEH CETell U aHATH3aTOPHI CETEBBIX aTak.
CoBpeMeHHEBIE KPUIITOCUCTEMEL.

CpencrBa aHTUBHPYCHOM 3aIIUTHI.

CpencTBa HICHTH(UKAIAN U Ay TCHTH(UKAIMH NOIb30BaTeNeH (KoMIuteke 3A).
CpenctBa mudpoBanus HHGOpMANHK, XpaHIIIECHCS Ha KOMITBIOTEpax U NepeaaBaeMoi

CyiecTByromue B MUPE MEXaHUYECKHE CUCTEMEI 3aIIUTBL,
LudpoBast rpaMOTHOCTS.

Pa3HOBHIHOCTH CHCTEM OXPaHHO-TIOXKAPHOH CHTHATH3AIHH.
Haunbonee pacnpocTpaHeHHBIE CHCTEMBI BHICOHAOTIONCHHS.
CoBpeMEHHBIE CUCTEMBI KOHTPOJISA M YIIPABJICHHUS TOCTYIIOM.
Yo HE0OXOaMMO 3HATH MIPH HCITOJIB30BAHHMH ITapOJIei.




Bapuant Nel —

BapuanT Ne2 —
Bapuant Ne3 —

Bapuant Ned —
BapnanT Ne5 -

BapuanT Ne6 —
Bapnant Ne7 —

Bapuant Ne§ —
BapuanT Ne9 —

BapuanT Nel0 -
Bapuant Nell —

Bapuant Nel2 —
Bapuant Nel3 —
Bapuant Nel4 —

Bapuant NelS —
Bapuant Nel6 —
Bapuant Nel7 —

Bapnant Nel8 —
Bapuanr Nel9 —

BapnanT Ne20 —
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TEMbI KOHTPOJIbHBIX PABOT

ITo yueoHoii mucuuninHe «OcHOBBI 3aMUTHLI HHPOPMaLHH)

Hpennox(eﬂnﬂ I obecreueHus 0€30IaCHOCTH TOJIL30BaTeNeH B COUMABHBIX
CCTAX.

IMocrpoenue BI-mnat¢opMbl B KOHTEKCTe HH(POPMAIIMOHHOH 6€301acHOCTH.

IMocTpoeHne GuoMeTpUUecKoi CHCTEMBI Ui obecrneueHuss HHGOPMaIMOHHOM
0€e30macHOCTH.

3amuTa OT BpeJOHOCHBIX (haiiJIOB pa3sIHYHbIX THIIOB.

ObHnapyxenue BupycoB B PDF-daitax ¢ wucrnonb3oBaHHEM METOIOB
MAaIIHHHOTO 00y YeHHUs.

MexaHu3MBbl peanu3alim yAaleHHBIX atak B robanbHoit cetn INTERNET.

CpexnctBa ynpasieHHs 6€30MaCHOCTHIO B apXUTEKTYPE ONEPAIlMOHHBIX CHCTEM
WINDOWS.

OcHoBBI 6€3011acHOCTH ONIepallMOHHBIX cucTeM ceMelictBa UNIX.

Monenu pexoHPUrypupyeMoii creranorpadguueckoil CHCTEMBI ¢ IPUMEHEHUEM
TEXHOJIOTUH GJIOKYEHH.

3ampTa aBTOPCKMX MpaB Ha JJEKTPOHHBIE JOKYMEHTHl MeTOJaMH
creraHorpaduu.

Mopenu 3amutel uHGopManuu. Monens XappucoHa-Py3o-Yismana. Mogenb
benna-Jlallagynel

Mogens MHOrOypoBHeBo#t 3aumThl. Monens Lifecycle Security.
Meroauka ynpaBjieHUs pUCKaMH, peiaraeMas Microsoft.

3amuTa ¢ HOMOIIBIO CHCTEM OOHAPYKEHHS U TIPEAOTBPAILEH s BTOPXKEHUH IIpH
oMot NIPS/NIDS: Snort.

ITporpaMMHOe BoCCTaHOBJIEHHS JaHHBIX [IPH MOMOIIH nporpaMmel TestDisk.
CkaHupoBaHus ceTH ¢ nomomsio Honeypot, Nmap.

Cucrembr PGP u TrueCrypt juis obecrnieweHHss KOHOHUACHUHAILHOCTH H
1EJI0CTHOCTH HHGOPMALOHHBIX PECYPCOB.

CucreMsl HACHTHQHUKALMH IOJI0CA.

Texnonornu cunresa peyn u3 texcra (Text-to-Speech, TTS) u kioHMpoBaHHS
CYIIECTBYIOLIETO ronoca (voice cloning).

ITpunoxenus Zao, Reface «Iundgeitx» ot VK.
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INEPEYEHDL BOITPOCOB JJIs1 ITIPOBEJEHUS DK3AMEHA
Ilo yueOHo# qucuunianHe «OCHOBBI 3alIHThI HH(OPMALHU»

Beenenue

1. CodopmynupyiiTe 1Ie]ib 1 OCHOBHBIC 33/Ia4d H3Y4YEHHs AUCHUILUIMHBI « OCHOBBI 3allUThI
AHpopMaIHmy.

2. HasoBute ocHOBHBIE IP0o6IeMbl HHPOPMATHOHHON 6€30IIaCHOCTH B COBPEMEHHOM MHPE.

3. Kakue 3axons! Pb B 06nacTu 3amu T uH$opManuy Bel 3HaeTe? HazoBuTe npuopUTETHEIE
HanpasyieHus B Pb B oOnactu 3amutsl HHGOpMaLuH.

4. VxaxuTe roCyJapCTBEHHBIC OpraHbl W YUYPEXKICHHSA, 3aHMMAaIOLIHECS BONPOCAMHU
3auThl HH(popmManuu B Ph.

5. HazoBute oTIMYHTENbHBIE YepTHl HH(pOpMarHOHHOTO obmiectBa. JlaliTe noHaTHE
HH(pOpPMAaLHH.

6. Paznenure moHsATHA noTpeOUuTENN M 00IaaTeNH UHPOPMAITUH.

7. llepeuncinre OCHOBHBIE KOMIIOHEHTBI Oe3omacHocTH. YTO NOHHUMAaeTcs Mox
0€e301aCHOCTBIO?

8. IlpuBenuTe OCHOBHBIE 37IEMEHTHI B CTPYKTYpE CHCTEMBI O€30MaCHOCTH.

9. Tlepeuncaure acnekTsl HHGOPMALHOHHOH 6€301aCHOCTH.

10. Ykaxere 3amaud, pelIeHHE KOTOpbIX JOJDKHA obecneunBaeT HHGOpMalHOHHAs
6€301acHOCTb.

Pasnen 1 CucremHas MeTog010rusl HHPOPMANHMOHHOMN 6€301aCHOCTH

11. Yro BKmo4aeT B ce0s1 cucTEMHas METOA0JI0TUsl HHPOpMallMOHHOH 6e30macHoCTH?
12. Copmynupyiite OCHOBHBIC MOHATHSA B O0JIACTH 3aIIUTHI HH()OPMAIIHH.

13. Ilpusenute knaccupukanuoo yrpos3. [IpuBeauTe NMONHYIO KIACCHPHKALMIO METOJOB
3alU Tl HHGOpPMAIIHH.

14. Yro oTtHOCHTCA K oxpaHseMbIM cBejeHusM? [IpuBeauTe MpHMepsl AEMAacCKUPYIOMIHX
IPU3HAKOB.

Paspnea 2 IlpaBoBoe obecriedyeHne H MeTOAbI 3aIMTHI HHGOPMALHH

15. Pacckaxure, 4ro Bel 3Haere o0 coiepkaHun 3akoHa PB ot 6 centaGps 1995r.
Ne 3850-XII «O6 undopmaruzanum»?

16. Pacckaxure, 4To BbI 3HaeTe 0 coaepkanuu 3akona Pb ot 29 HosOps 1994 r. Ne 3411-XI11
«O rocynapcTBEHHBIX CEKpeTaxy.

17. Pacckaxute, uyTo BBI 3HaeTe o coaepkanud 3axkoHa Pb ot 3 mekabps 1997 r. Ne 102-3
«O06 opranax rocyjapcTBeHHoM 6e3omacHocTn PecnyGnuku bemapyce».

18. IlpuBenute ocHOBHOe conepxanue I[loctanoBnenus Coera Munuctpos PB ot
15 dpespana 1999 r. Ne 237 «O ciyxe6HOi HHPOPMALMU OTPaHHYEHHOTO PACIPOCTPaHEHUS.

19. Ilpusenure ocHoBHOe cofepkanue IlocranoBnenns Cosera Munuctpos PB ot
10 peppanss 2000r. Ne 186 «O HexoTOpbIx Mepax mno 3ammrte HHGOpManuu B Pecny6nuke
benapyco».

20. Yro copepxutcsa B Ykase IIpesunenta PecnyGnuku Benapych ot 12 mast 2004 r. Ne 231
«Bonpoce! I'ocynapcreenHoro uenrpa 6ezonacHoctu uHpopManuu npu [pesugente PecryGmuku
benapyce»?

21. Yro BKmo4aeT B ceOs MpaBOBasi 3alllUTa OT KOMIIBIOTEPHBIX MPECTYIJICHUH?

22. llepeuncaute BUABI KOMIBIOTEPHBIX NpecTyrieHuil. [IpuBenure npumepsl Haubosee
U3BECTHBIX KOMIIBIOTEPHBIX [IPECTYUICHUH, TPUHECIINX 3HAYUTENBHBIN yiepo.

23. Kakue CymecTBYIOT BHJbI KOMIBIOTEPHBIX HpecTymuieHuid? Yto BamM H3BECTHO O
MOIIIEHHUYECTBE B HHTEPHETE.
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24. Kakue crienuaibHble IPOrpaMMHBIE CPEICTBA HCIIONB3YIOT MOIIEHHUKH B HHTEPHET?
25. Kakumu TmpaBHNaMH ClieIyeT pYKOBOACTBOBaTbCs, 4TOOBI 00€30macuTh ceds OT
MOIIEHHHYECTBA B HHTEPHET?

26. Uro BaM H3BECTHO O KOMIIBIOTEPHBIX BHpycax M aHTHBHUPYCHBIX Iporpammax?
[TpuBenuTe HauboJice 3HAYUMBIE HCTOPHUYECKHE (HaKThI O KOMIIBIOTEPHBIX BUpyCaX.

27. Jaitte moustue Bupyc. [IpuBeute npumep KiaccHhUKalUA KOMIIBIOTEPHEIX BUPYCOB.

28. Pacckaxure 06 O0COOGEHHOCTAX anropuTMOB paboThl HauGoliee paclpOCTpaHEHHBIX
BHPYCOB, BPECIOHOCHOTO INPOrpaMMHOro obecnedeHus. J[eCTpyKTHBHBIE BO3MOXHOCTH M IIyTH
IPOHHUKHOBEHHUS BUPYCcOB. Kakue cyIiecTByIOT METObI 3aIllUThl OT KOMIIBIOTEPHBIX BUPYCOB?

Paznen 3 OprannsanuoHHbIe METOAbI 3aIUTHI HHPOPMALIHH

29. UYro o3Havaet ["ocy1apcTBEHHOE pEryIHpoBaHKe B 00JIaCTH 3alMTHI HHGOpMALHH?

30. Cdopmynupyiite OCHOBHEIE OJIOKEHHS rOCy JapCTBEHHON MOTUTUKY HHPOpMALIMOHHOH
6e3onmacHocty Pb.

31. Maiire nonsatus «Cucrema undopmanuonHoi GesomacHoctu Pby», «l'ocynapcrBenHas
cucreMa 3aumTel Pby.

32. Ilepeunciaure oCHOBHBIE (YHKIUH CHCTeMbl mH(popMmanuoHHOH Ge3omacHocTH. Kakue
npoBoasTcs B PecnyGiinke MeponpusTus mo 3aiure nHGpopMauu?

33. Yto BaM H3BECTHO O JIMICH3UPOBAHHH JAEATEILHOCTH FOPHANIECKHX H PUIHIECKUX JIHILL
B 00JIaCTH 3alIMThI HHOpMAIIHH.

34. Ilepeuncaure OCHOBHBIE BUIBI IMLEH3UPYEMOH JEATENBHOCTH H OCHOBHBIE TPEOOBaHUA
K OpraHu3alHsAM, NPETeHAYIONIMM Ha IIOJydeHHe JHIECH3HH Ha paboThl B 06NacTH 3alHTHI
nHbopMaIIH.

35. PacckaxuTe, KaK OCYLIECTBISETCS cepTU(UKalls M aTTeCTallUs CPEACTB 3aIlUThI
HHpOpMAaIUH.

36. Yro BrmoyarloT B ce0s OpraHM3alliOHHO-aAMHUHHCTPATHBHBIE M OPraHH3aliOHHO-
TEXHHYECKHE METOBI 3alUTHI HHpopManuu?

37. PacckaxuTe 0 CTPaXOBaHHUHU KaK METOJE 3aIIUTHI MHGOPMAIHH,

Pazgen 4 HuikeHepHO-TeXHHYecKasi 3alMHTA O0BLEKTOB OT HeCAHKIHOHHPOBAHHOIO
AOCTYMA

38. Uro Takoe TexHH4ecKuil KaHan yteukd WHpopmaruu. [IpuBeaute KinaccHpuKaluio
TEXHUYECKUX KaHAJIOB yTEUKH HH(POPMAIIHH.

39. Mlaiite moHATHE pedeBoro curHana. Kakwe yteuku pedeBoit mHMOpPMalMH Bbl 3HaeTe?
OxapakrepusyiiTe KaXXIbIil U3 HUX.

40. Yto BaM U3BECTHO O NACCHBHEIX U aKTHBHBIX METOJIaX 3aIUTEI HHPOPMALMH OT YTECUKH
110 TEXHHUYECKUM KaHaslam?

41. Ilpuseaure 0630p TEXHHYECKUX CpPENCTB HEIJIACHOTO ChéMa aKyCTHYECKOM
HHpopmanuy. [ToyeMy Bo3HUKaeT HEOOXOAUMOCTE TEXHUUECKOM 3aIUTHI HHGOPMALHU?

42. TlpuBenute K1accHHUKAMUIO TEXHHUECKHX cpencTs cbEéMa aKyCcTHYeCKOH HHPOpPMALIHH.
YT0 BaM M3BECTHO 0 3aKJIAJOYHBIX YCTpOicTBaxX?

43. IlepeuncnuTe TEXHHYECKHE CpeACTBA MAUCTAHIMOHHOTO ChEMa HHPOpPMAlMH H
TEXHHYECKUE CPEACTBA ChbéMa MH(POPMALIUH C JIMHUH CBSI3H.

44. Yro BaM H3BECTHO O TEXHHUYECKUX CPE/ICTBaX 3alIUThI peueBoit HHpopMarnu?

45. IlpuBennTe NMpHMEpH! THIOB TEXHHYECKHX CPEICTB 3amUTHl HHpopMauuu. Yto Bam
U3BECTHO O MOJABMTEIAX 3alMCBHIBAIOIIHX YCTPOHCTB M OOHApyKHTENAX 3aKaMy(QIMpOBaHHBIX
Kamep?

46. HasoBuTe ycTpoiicTBa A1 aKTHBHOH 3allUTHI pedeBolf MHGOpMAIHH OT yTE€YKH IO
aKyCTMYECKOMY U BUOPaIMOHHOMY KaHaJiaM.
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47. Yto Takoe 3BykoBoiH curHan? [lpuBemutre mpHMep CO3JaHHA IapMOHHYECKOTO H
NOJUTapMOHHYCCKOI0 CHIHaAJIA. HCpC‘II’ICJII/ITC OCHOBHBIC XapPaKTCpUCTHKH TapMOHHYCCKOIO
CHUTHAJIA.

48. JlaliTe ompemeneHHs mnpsMoMy u oOpaTHoMy npeoOpaszoBanusaM @ypre. Kak
OCYILIECTBIIAETCS MPOoLexypa AUCKpeTHOro npeobpazoanus Pypre? B yeM 3axirodaeTcs OCHOBHAS
uues ObIcTporo aroput™a npeobpasobanus Pypee?

49. Yto Takoe peyeBoil CUTHAJ, B YEM 3aKITIOYAETCS OCOOEHHOCTD 3HEPTETHUECKOrO CIIEKTpa
peueBoro curtana? C kakoif OCHOBHOM IIeIbI0 HEOOXO0AUMO ITOCTPOECHHE CIIEKTPOB CHIHAJIOB?

50. Haitite onpeneneHne pedeBoro curHaga. KakuMH OCHOBHBIMH  IpH3HaKaMH
xapaktepusyercs pedeBoil curHan? Kakue MeTOIBI OIEHKH OCHOBHOTO TOHZ BaM H3BECTHBI?
OcoOeHHOCTH 4acTOTHI OCHOBHOT'O TOHA IS MY>KCKOIO U JKEHCKOT'0 roJI0COB?

51. Otkyna Gepytes dopmanTri? Haiite onpenenenne GopMaHThL. Y KaXKUTE U3BECTHBIE BaM
METOABI OLICHKH (popMaHT?

52. Nlafite moHsaTHe myma. [IpuBenuTe OCHOBHBIE XapaKkTEpHUCTHKHU IIyMa. Pacckaxute o
NPHMEHEHHH IIIyMOB JUIS MaCKUPOBaHHS pedeBbIX cooOleHui. Kakue oCHOBHEIE XapaKTEpPUCTHKH
MOXKHO OLEHMTH 110 THCTOIPaMMe paclpeiesieHus INIOTHOCTH BEPOSTHOCTH myMa?

53. JlaiiTe MOHATHE CHHTE3a CMECH rapMOHHYECKOTO CHTHAJIa U T'ayCCOBO ITyMa C 3aJlaHHBIM
OTHOLICHUEM CHTHAJI/LIYM.

54. Pacckaxure o6 OCOOCHHOCTAX METOAMKH W TOPSAIKA IPOBENEHUS MEPONPHUATHH MO
BEUIBJICHHIO W HccnenoBaHuio KYW. KakoB mnopsgok nNpoBeACHHS aTTeCTallMH OOBEKTOB
nH$popMaTuzanmn’?

55. Pacckaxure 06 0COOCHHOCTSAX METOAMKH M MOpsAAKAa IPOBEICHHS MEPONPHATHI IO
BBRIABJIEHHIO U HcclenqoBaHuio KYH. Yrto BkmovaroT B ceds: CIIeLUANBHBIC IPOBEPKH, ClELUANIbHBIC
00ciIe10BaHuA, CIIELHAIbHBIE HCCIeN0OBaHU?

Paznen S 3amuta nHdopmanun B HHPOPMALMOHHBIX CHCTEMAX

56. Yro BaM M3BECTHO O CTeraHorpaduuecKux cucTeMax 3alluTsl HHpopMaun?
57. JlaiiTe moHsATHE O cTeraHorpadguu. B uem 3akmouaioTcs €€ OCHOBHBIC JOCTOHHCTBA?

58. [Maiite onpeneneHne KOMIbIOTEPHAS H umprBaa CTeraHorpa(be [TpuBenuTe npumepsl
U3BECTHBIX BAM METO/I0B KOMIIBIOTEPHOH cTeraHorpaguy.

59. Pacckaxute noueMy creraHorpadus ectb 3¢ ¢eKkTUBHas 3aUTa IEYATHOMH POy KIHH?
60. PacckaxuTe 0 MALTMHOYUTAEMBIX TEXHOJIOTHUSIX Ul TPAAUIMOHHBIX CIIOCOGOB I€YaTH.

61. Yto BaM H3BECTHO O pa3pabOTKe HOBBIX MAIIHHOYHTAEMBIX 3allIUTHBIX NMpHU3HAKoB. Kak
OCYLIECTBIISIETCS MPOU3BOACTBEHHEIA KOHTPOIIb MAIIMHOYNTAEMBIX 3alUTHBIX TPU3HAKOB?

62. Kaxue Bam M3BECTHBI KpUNITOrpahHUeCKHe METOBI 3aHTH HHPOpMaruu?
63. JlaiiTe OCHOBHBIE MTOHATHUS: KPUIITOIOTHS, KPUTITOTPA(PHS, KPUTNITOAHAIIHS.
64. JlaiiTe NOHATHA KON, IIH(P U KITIOY: OTKPBITBHIN U 3aKPBITHIIA.

65. IlpuBenuTe OCHOBHYIO CXeMy KpHNTOrpadHH.

66. llpuBenuTe mpHMEphl BO3MOXHBIX aTaK aBTOMATH3HUPOBAaHHON GAHKOBCKOW CHCTEMBI.
Bo3MoxHBIe aTaku Ha YpOBHE CETH.

67. Kaxue cymecTByIOT MephI 3aIIUTHI OT aTaK Ha CETEBOM YPOBHE.
68. llepeuncaute ocCHOBHBIE NpaBuiia opranu3auny 3aumtsl ACB.
69. [laiiTe NOHATHE NIEKTPOHHOrO JOKYMEHTa H 3JICKTPOHHON LHHUGMPOBOM MOATKCH

70. Ilpunanue rOpUIHYECKOro cTaryca SHeKTpOHHBIM noxkymenTtam. IOpunuueckas cuia
OPHTHHAJIA ¥ KOIIHH 3JIEKTPOHHOTO JOKYMEHTA.

71. Kakue cymecTBYIOT yrpo3bl nudppoBoif moamucu. RSA kak GyHIaMEHT 2JIeKTPOHHOM
U(poBOIi MOAIHCH.

72. IlpuBemuTe nmpUMephl YHHKAIBHOM H TOUYHOM MICHTH(GHUKALMH IPOAYKTOB H GAHKOBCKHX
CYETOB.
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73. OcobeHHOCTH HCIIOIL30BAHUS CTaHIApPTU3HUPOBAHHBIX KOJOB GaHKOB, CYNICPMApKETOB H
IPYTMX KpPYIHBIX IOACHCTEM 3KOHOMHKH — KPEAUTHBIE KapTel. Auroput™ JlyHa. [loHatue u
Pa3HOBHUIHOCTH LIPUXKOOB.

Pazgen 6 3amuTa HHTEIEKTYAJIbHOI COOCTBEHHOCTH

74. llpuBenute npuMepsl 0OOBEKTOB MHTEIUICKTYaIbHOW COOCTBEHHOCTH.

75. Yto BaM H3BECTHO 0 MexayHapoJHOU naTeHTHOH Kiaccudukaumu? [' e pasMernarorces
MCTOYHUKH [TaTEHTHOH MH(OpManuu?

76. Uro mpencraBiser coboif mareHTHBIH nokyMmeHt? [IpuBenute mpUMephl NAaTEHTHBIX
JOKYMEHTOB.

77. Kak ocymecTiseTcs NOMCK MaTeHTHOU HH(popmMaiuu B MHTepHeT?
78. Uto npeacrapisieT coboil ToBapHbIi 3HaKk? JlaliTe onpenesieHre TOBapHOrO 3HaKa.

79. Kakue BHIBI TOBapHBIX 3HaKOB BaM u3BecTHBI? Kak 0popMHUTE npaBa Ha TOBapHbIii 3HAK?
Hocneacreus HapyHieHHs IpaB Ha TOBapHBIE 3HAKH.
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IMEPEYEHDb BOITPOCOB /U1 ITIPOBEJJEHUSA 3AYETA

ITo yuebHoii qucuunanHe «JIaGopaTopHbIH cCHIEHIIPAKTHKYM
«OCHOBBI 321N THI HHOOPMAHE»»

Pasnen 1 OcHoBBI TeopuM uncel
1. Marp ompenencHue MOHATUH: L€]0€ YHCIO, HATypalbHOE YHCIO, IEIHMOCTL YHCEN,
cobcrBensblii aenurens, HOZ. '

2. CdopmynupoBaTh OCHOBHYIO TeopeMmy apudmerukd. [IpencraBure npumepnr e¢e
NPUMEHEHHSI.

3. lloscHUTH CYIIHOCTL mpoOjeMbl (pakTOpu3allMd W €€ C BA3b C IPHKIAJHON
Kpurnrorpadueii.

4. Haittu HOJ: map uucen: 333 u 100; 56 1 200; 99 u 200; 61 u 987; 123 u 456; Tpex uncen:
21, 43, 342; 57, 31, 200; 42, 11, 98.

5. 3anucaTh KaHOHHUYECKOE pa3iiockeHue uucen: 2770; 3780; 6224.

6. 3anucats cooTHOoweHHe be3y. [loka3aTe npuMep €ro NPakTUHYECKOro UCIOIb30BaHHUs.

7. TloscuuTaTh YHCIO B3aHMHO NPOCTHIX YMce) ¢ uuciamu 2770, 3780, 6224,

8. CdopmynupoBate Manyo Teopemy Depma. [lokaszaTe mpuMepbl ee NpPaKTUYECKOTO
IIPUMEHEHHS.

9. CdopmyupoBaTh OCHOBHBIE CBOHCTBA MOAYJIAPHOH apu(METHKH.

10. IloscHuTh mopsAnOK onepanuii Ha OCHOBE paclliMpeHHoro anroput™a EBkiunaa.

11. Haiitu uncna, oOpaTHbIe K a 10 MoayJio n: a= 41, n= 143; a= 13, n=71.

Paspen 2 Kpuntorpadpuueckas 3amuta ungopmanun

12. B 4em 3akmiodaeTcss OCHOBHas HAes KpUNTOrpagHUecKuX MpeodpazoBaHUil HA OCHOBE
K (POB NEPECTAHOBKU?

13. Ilpusectn kinaccu(UKalMOHHbIE NMPHU3HAKU U JaTh CPaBHHUTENBHYIO XapaKTepHCTHKY
PasHOBUAHOCTSM NIEPECTAHOBOYHBIX IH(POB.

14. OuneHuTe KOJIUYECTBO BOZMOXKHBIX IIPOCTHIX NEPECTAHOBOK TEKCTA, COCTOSAIIETO U3 MATH
cuMBoNoB? U3 mecsatu cumsoiios? M3 n cuMBos10B?

15. Oxapakrepu3oBaTh KPHITOCTOHKOCTD EPECTAHOBOYHBIX H MTOJICTAHOBOYHBIX IIH(POB.

16. IIpuBecTd mnpumepbl W JaTh XapaKTePHUCTUKY [EPECTAaHOBOYHBIM MmMppam, He
paccMOTpeHHBIM B MaTepHaslax K JaHHOH JlabopaTopHOi paboTe.

17. MMeroTcs M TIpENNOYTEHUs - B BHIOOpPE pa3MepoB HCHONb3yeMOH TaONWIbl I
NepecTaHOBOYHBIX KU (POB?

18. OxapakTepu3oBaTh OCHOBHBIE METOJIBI B3JIOMa EPECTAHOBOYHBIX IIH(POB.

19. B uem 3akmrodaercs OCHOBHaA uies KpunrtorpadH4ecKux npeoOpa3oBaHHit Ha OCHOBE
muQpor 3aMeHbI? '

20. TlpuBectn KinaccM(PUKAUMOHHBIE NMPHU3HAKU M JIaTh CPABHHTENBHYIO XapaKTEPUCTHKY
Pa3sHOBHIHOCTAM MOACTAHOBOYHBIX IIK(POB.

21. Cxonpko pasHoBHIHOCTEH mMppoB, moxoOHbIX umdpy Llesaps, MOXKHO COCTABHTH /I
aJihaBUTOB PYyCCKOTO U OETIOPYCCKOTO S3BIKOB?

22. Halitm xmou mudpa, ¢ NOMOMBIO  KOTOPOro  MOJy4YeH  IHQpTEKCT:
«byajhviwbjyyfzgjcktljdfntkmyjcnm».

23. PacummdpoBare (¢ nemoHcTpamueif kaxmoro Imara anropurMma) Ttekcr Ci=
«qrscqcocqcle», 3ammdpopannbiit ahdunHbM muppom Liezaps npu N= 26, a= 3, b= 5.

24. 3ammdpoBaTh U pacupoBaTh CBOIO GaMHIHIO (Ha OCHOBE KHPHJUIMIBL), HCIIOJB3YS
adhunHbi mmdpliezaps.
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25. MOXHO 1M HCIIOJIL30BaTh B Ka4eCTBe Ki0YeBoro B mudpe Brxenepa ci1oBo, paBHOE IO
JUIHHE OTKPBITOMY TEKCTY? OGOCHOBATh OTBET.
26. TTo KakoMy IIPU3HAKY MOXKHO OIPENEIIATE, YTO TEKCT 3ammudposaH mudppom [Ineiidepa?

27. MeroTcss 1M TpeAmoYTeHWs B BeIOOpe pasMmepoB TabmmMuel Tpucemyca s
BHPTY&IBHOTO ajipaBUTa MOITHOCTEIO 40: 4x10; 10x4; 5x8; 8xS5; 2x20; 20%x2?

28. OxapakTepH30BaTh OCHOBHBIE BHJBI aTaK Ha IIHQPHL

29. CpaBHHTH KpHnTOCTOMKOCTS HKdpa Lle3aps u mudpa BuxeHepa.

30. Onummure npunuun pabots! mudpa BuxeHepa.

31. Onumute NpUHIKAI paboThl OMHOPA30BOW CHCTEMBI I POBAHUA.

32. Ornuuus MeTo1a MOCUMBOJIBHOTO MK POBaHUs U MHU(POBAHUA TEKCTa OMIpaMMaMHU.

33. Yem ornmyarotcs umdppoanue GurpaMMaMi U mu¢poBaHue OUrpaMMaMH C JBOMHBIM
KBaJparom?

34, OX&paKTepI/BOBaTB OCHOBHBIC MCTOAbI B3JIOMa NOACTAHOBOYHBIX IJ.IPI(I)pOB.

35. B yeM CoOCTOMT TpHHIMIHAIBHAS pa3sHUIA MOHOAN(ABUTHBIX M HOJUAI(PABHUTHBIX
mu¢poB 3aMeHBI?

36. B kxakux ciay4asxX 4YacTOTHBIM aHaIM3 MOXET S(G(GEKTUBHO NPUMEHATBCA VIS
JemuppoBaHus WHGPOB?

37. Kakue Mepbl NpakTH4YeCKON CTOMKOCTH mU(pa OTHOCUTENHHO METO/a KPUITOAHAIN3A
BBLI MOXKETE BBIJIEJIATE?

38. Uro Takoe nceBaocityvaiiHas nocie10BaTeIbHOCTD?
39. Kaxk onpezaenseTcs mepuoA MCeBAOCITYYaifHOH MOCIEA0BATEILHOCTH?

40. IlpuBectn KiacCHu(UKAIMOHHbIE NMPHU3HAKH U JAaTh CPAaBHUTENBHYIO XapaKTEpHCTHUKY
TeHepaToOpPOB MICEBAOCTYYaiHON OCIeI0BaTEIbHOCTH.

41. OxapakTepH30BaTh KOHIPYSHTHbIE T€HEPATOPHI CIIyHYaliHOH IOCIEN0BATEIBHOCTH YHCET.
42. Kaxum cocoGoM yaiiie BCero oCyIecTBIsIeTC raMMUpOBaHHE?

43. I'amMupoBaHUe: OCHOBHEIE ONIpeAEICHHUSL. -

44. JIBoMYHOE raMMHpPOBaHUE: OCHOBHEIC OCOGCHHOCTI};

45. Ha3oBuTe IpeuMylIeCcTBa U HEAOCTATKH UCIIOIB30BaHUA cKpembepa.

46. Yxaxure CBOHCTBA, KOTOpBIMH  JOJDKHa  obnamaTte  IIceBAOCTydYaiHas
HOCJIEI0BATENBHOCTD, TEHEpPUPYEMas CKpeMOJIEpOM.

47. Jins Kakux Lenel HCIONb3YI0T CKpeMOJIeph! 1 1eCKpeMObiephi?

48. Omnumure anroput™ cet Oeiicrens.

49. KaxoBa cTpykTypa knaccuieckoit cetu ®eiicrens?

50. Yro Takoe payHa B cetn Detictensa?

51. Kakumu cBoiictBaMu oOsanaet cetb deiictens?

52. Kaxum o0Opa3oM HcIoIb3yeTcs MaTtepyral Kilkova npH mudpopanuu?

53. B ueM ornHuue nponeccoB mudpoBaHus U nemuppoBaHua?

54. Ha3zoBuTe NOCTOMHCTBAH HEAOCTATKH OJIOUHBIX IIUQPOB.

55. Onuuure ocHOBHBIE maru anroput™ma DES u pexumsl ero paGoTsl.

56. Onummre ocHoBHBIE Hmaru anroputma 'OCT 28147-89 u pexumsl ero paboThI.
57. KakoBa anvHa kmoda 4 6JI0Ka B ayIrOpUTMax GJIOYHOTO CHMMETPHYHOTO MU poBaHus?

58. Ckonbpko HHUKJIOB IIII/I(I)pOBaHI/I}I BBIIIOJIHACTCA B aJITOPAUTMAX OJI0YHOTO CUMMETPUYHOT'O
g posanus?

59. Yro sBnseTCA NPeUMyILECTBOM CUMMETPUYHOTO UG pOBaHHUA?
60. Kak vHa4e Ha3bIBaeTCsS aCHMMETPUYHOE MK poBaHHe?
61. Yro sABaAseTCA MPEHMYIIECTBOM aCUMMETPUYHOTO MUGPOBaHUA?
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62. Uro Takoe oJHOHAIpaBJICHHbIE GYHKIMH?

63. OcHOBHEBIE CBOACTBA OJIHOHANPABIEHHBIX QYHKIUHA C IOTAHHBIM XOJOM.

64. OnwuiuTte OCHOBHEIC Iard anroputma RSA?

65. Ha uem ocHoBaHa 6e30nacHOCTB cucteMsl RSA?

66. Kak peanusyercs OporpaMMHOe BO3BEJICHHE B CTENEHD I OOJIBIINX YHCEN?

67. OnuiumnTe OCHOBHBIE MIArH CXeMBbI DJib-I aMans 1 ee HaJeKHOCTh?

68. Ommnune mudpa Dnb-I'amans ot mugpa RSA?

Pazgen 3 Ooecneuenue OGesomacHocTHm HWHPOPMALMOHHOrNO oO0MeHa ¢ INOMOMIBIO
KpunTorpadpu4ecKux NpoTOKOJIOB

69. UTto neXuT B OCHOBE KPpUITOrpaguIeckoro KOHTPOJIS LETOCTHOCTH?

70. Jlns 4ero UCTob3yeTcs Xau-QyHKnusa?

71. Yro Takoe xsm-bynknus? Koraa ona sensercsa kpunrorpadudecku croitkoit? Uro takoe
naBUHHBIN 3 dexT?

72. Onumure anroput™ MDS.

73. OnumuTte ceMeiicTBo anroputMoB SHA.

74. Onummute cemetictBo anroputMoB RIPEMD.

75. YTo Ha3BIBAIOT KOJUIM3UEH X3II-QYHKINH, KAKOBBI IPHYUHBI BOSHUKHOBEHUS KOJIH3HK?
76. Cnoco0sl B3ntoma xsm-pyHkuu MDS.

77. llpuBenute mpuMepsl UCIOIb30BaHMS X M-QyHKIUN MDS.

78. Omumute npotokon Judpdu—Xemmmana?

79. Ouennre HaieKHOCTH poTokoia Judpdu—Xemmana?

80. Kakyto poJip BBIIOJHSET JIEKTPOHHAA UPPOBast MOANUCH?

81. Kakue KpUNTOIrOpUTMBI HCIONB3YIOTCS JUIS CO3JAHUS SJIEKTPOHHOH UHPpPOBOH
noxanucu?

82. 2.Yro Takoe kpunrtorpadpuueckas Xd1m-PpyHKLIUsS, KaKUMH CBOMCTBaMH OHa JOJKHA
obnanarb?

83. Kak comepxxaHue coobuieHre BIMIET Ha 3JIEKTPOHHYIO HU(PPOBYIO NOAMKCH?

84. I'me ucnosnpsyercs D117

85. B KakoM ciyyae 31eKTpoHHAas U poBas ONUCH IIPH MIPOBEPKE OTBEPraeTcs?

86. Omnumute ocHOBHEIE mary anroputma DL{II RSA?

87. B yeM oTiMune NpUMEHEHH aCUMMETPUYHBIX aJITOPUTMOB JUIS 3aIIU(POBBIBAHUS U [T
¢dopmupoanus JL{I1?

88. 3aBHCHT JIM AJHHA XJII-3HAYCHHs COOOICHHA OT JIHHBI OTKPBITOTO TeKcTa?

89. C noMOIIBIO KaKoro KJIKYa — OTKPBITOTO HJIH 3aKPBITOr0 — MOAMUCHIBAETCS COOOIIEHHE
1pH ucnoias3oBanuu JLIT?

90. Y10 MOXKET OBITH HACHTUPHUKATOPOM IIPH ayTeHTH(bHKauHH?

91. Yro taxoe uaeHTH(UKauusg cyobekTa?

92. UYro Takoe ayreHTH(HKaUUS cyObekTa?

93. Kiaccuduxanus cpecTB ay TeHTHGUKALIUY.

94. Kak onenuaetcs 3¢ PpeKTUBHOCT NapOJIbHOIO CPeACTBa ay TEHTH(DUKAIIH?
95. Kaxue BU/BI IapOJIBHBIX aTaK BbI 3HaeTe?

96. Tlepeuncinure OCHOBHBIE PEKOMEHAIMH 110 BBIOOPY MapoJs.

97. Kaxk onieHHTH BpeMs KU3HHU Naposs?

98. Yrto Takoe KOMOMHUPOBAHHbIE ApOTU?

99. Yo Takoe «mapagoKc JHS POXKICHUAN?
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100.B 1eM 0coGeHHOCTH GHOMETPHUECKHX CPEICTB ay TCHTH(OHKALHH?

101.Kax onennBaetcs 3¢ heKTHBHOCT: GHOMETPHUECKOTO CPe/ICTBA Ay TEHTU(HKALUHA?
102.Y9to coboit nmpencrasiser creraHorpadusa?

103.Tlepeuncante 061aCTH MPUMEHEHHS CTErAHOIPAQUUECKUX AITOPUTMOB.

104.0t 4ero 3aBUCHUT CTOHKOCTh CTETOCHCTEM?

105.KakoBbI 0COOEHHOCTH BCTpauBaHUs U H3BIeYeHHs HHPOPMAIK H3 CTETOKOHTEHHepa?

Pazpnen 4 Mexanuzmbl o6ecniedeHnsi HHPpOPMAHOHHOH 0€30NaCHOCTH

106.0xapakTepr30BaTh OCHOBHBIE METOJBI pa3rpaHUUYEHHs JOCTYTIa.
107.Kaxum 00pa3oM npeacTaBisOTCS MOJIHOMOYHS CyObeKTa HHPOPMALIOHHOH CHCTEMBI?

108.Kakue nelicTBUS HYKHO BBIIOJHUTH NMPU NG POBaHHH CHMMETPHYHBIM AJITOPUTMOM €
UCIOJB30BaHueM kpuntorpadpuydeckux 6udnuorex PGP u TrueCrypt?

109.Kakne neficTBHsI Hy >KHO BBHIIOJTHHUTD TPH IIH(POBAaHUH ACHMMETPHUYHBIM aJITOPHTMOM C
ucnoss3oBandeM kpunrorpadpudeckux 6ubnuorek PGP u TrueCrypt?

110.Kakue neicTBUsS HYXXHO BBINOJIHATH NPHU BBIYUCICHHH M IIPOBEPKE 3JIEKTPOHHOM
1K poBoil moANMCcH ¢ Ucnonb3oBanueM Kpunrorpapudyeckux 6ubnmuorexk PGP u TrueCrypt?

111.Kakne neHCTBHS HYXXHO BBIIOJHHUTH MpPH XJUIUPOBAaHMH C HCIOJIB30BaHHEM
kpunrorpapudecknx oudnuorexk PGP u TrueCrypt?

112.KakoBo Ha3HaY€HHE U BO3MOXHOCTH OCHACTKH «['pynnoBas MoJIMTHKa»?

113.2.Cnoco6 3amycka ocHacTkd «['pynmoBas MOJUTHKA», MPHHYIUTEIbHOE OOHOBJIECHHE
IPYNIOBBIX MOJUTUK U3 KOMAHIAHOH CTPOKH.

114.3.Crioco6 3amycka ocHacTku «JlokanbHas MONHMTHKA O€30MaCHOCTHY», NPHUMEpPHI
[1apaMeTpoB. S

115.4.061acTe M BpeMs Hawana IeHCTBUS mapameTpoB H3 pasmenoB «Kondurypamms
xoMubroTepa» U «KoHdurypaius moas3oparens» B rpynioBoi NOJMTHKE.

116.Hasna4enue u cnocob 3anycka ocHacTkH «Pe3ynpTupyronias noauTHKa.
117.J1ns yero HEOGXOAMMO CO3/1aBaTh PE3EPBHYIO KOMHIO?

118.Kaxue criocoObl co3aHus pe3epBHON KOMUHM BaM H3BECTHBI?

119.KaxoBa 11e11b pe3epBHOTO KOIUPOBAHUSA JAHHBIX? |
120.11epeuncnyite BUABI pe3epBHOTO KONMMPOBAHKS AAHHBIX?

121.Kakue npeapsasisioT TpeGOBaHUS K CUCTEME PE3EPBHOTO KOMUPOBAHUSA?
122.Ha3oBute xypHaisl, ucronb3yemsle B OC Windows.

123.Yro otpaxaercs B xypHainax OC Windows?

124 . Kakue kaTeropuu HOJb30BaTeeld MMEIOT BO3MOXKHOCTB JocTyna K kypHaisam OC
Windows?

125.Kak npousBouTcs BKIIIOYeHHE U HacTpoiika ayauta B OC Windows?

126.Kakue kareropuu coObITHit MOTYT OTCNEXXHBaThCSl B Windows?

127.Kak npousBoauTcs HacTpoiika aymuta obpamenuii k daitinam?

128.Kakue coObITHS, CBA3aHHBIE ¢ OOpalICHUEM K (aitiaM, MOTYT OTCIIE)KUBATHCA?

129.Kakas undopmarius npuBoIUTCs B XKypHanax?

130.ITpoxoMMeHTHpPY#TE 3amMCH B JKypHane Oe30MacHOCTH, COOTBETCTBYIOIIHE BXOAY B
CHCTEMY. '

131.ITpokoMMmeHTHpYiiTe 3amuCH B XypHaie Oe30MacHOCTH, COOTBETCTBYIOILIHE AYyIUTY
YNPABJICHUS YYETHBIMU 3aITUCAMU.

132.ITIpokoOMMEHTHpY#TE 3alIHCH B XXypHalle 6€30I1aCHOCTH, COOTBETCTBYIOLIHE H3MEHEHHIO
HOJIUTHKH.
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133.IlpokOMMEHTHpY#HTE 3anMCH B JKypHajle 0€30MacHOCTH, COOTBETCTBYIOLIHE
HCIOJIb30BaHNIO HpI/IBI/IJIEFI/Iﬁ.

134.Kak MOXXHO OnpeieNIuTs BpeMs paOoThI IIOJIb30BATENS C ONPEAETICHHBIM IIPUJIOXKEHHEM
WK ¢aitioM AaHHBIX?

135.Kakue TUnb! y4eTHBIX 3amucei ucnoibzytores B Windows? Kakue nmpaBa npefocrapiser
KaXJIbIil THIT?

136.KaxoBbI OCHOBHBIE BETBH peecTpa?

137.Yro Takoe kyct?

138.1'1e ¥ xak xpaHuTcs peectp?

139.Urto xpaHHUTCS B OCHOBHBIX KyCTaX peecTpa?

140.Kak o6ecneunBaeTcs HENOCTHOCTh JaHHBIX B peecTpe?

141.Kakne BbI MOXKETE 1aTh pEKOMEHJAIMH 110 YCUJICHHUIO 3alMTHI peectpa?
142 Kak ycTaHOBUTH ayauT peectpa?

143.Kakue coObITHS MOXXHO OTCIICIUTE C IIOMOIIBIO ayAUTa peecTpa?
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OPI'AHM3AIINS CAMOCTOSITEJIbHOM PABOTHI CTYAEHTOB
1o yuebHoii pucuninae «OCHOBBI 3aIHTLI HHPOPMAIHE)

OGyyenne mucuumiiHe «OCHOBBI 3alIMTHl HH(GOpPMAIMK» IPEANoJaracT peaM3aluio
CJIEAYIOMUX (POPM caMOCTOSTEIHHOM paboOTH! CTY IEHTOB:

— 1popaboTKa KOHCIEKTa JIEKIHH U yueOHOH TNTepaTyphl;

— M3Y4YeHHE NEYaTHHIX HCTOYHHKOB IO TEME TUCLHIUINHEI,

—~ u3y4YeHHE NMPOPECCUHOHAIBHBIX MIEKTPOHHBIX PECYPCOB IO TEME AMCIHILIHHEI,

— H3YYEHHE BOMPOCOB I CAMOKOHTPOJIS,

— BBINIOJIHEHWE PAKTUYECKUX YyNpaKHeHHH (paboTa ¢ TpeHaxxepaMu) Ui 3aKpeEIlIeHHs
3HAaHHH ¥ HaBBIKOB,

— pelleHHEe BO BHEYPOYHOE BpeMs KOHTPOJBHBIX 3aJay, 10J1y4aeMbIX Ha JIEKIHAX;

— yrnyOnéHHOe H3Y4YEHHE OTACIBHBIX TeM Y4eOHOH AUCHUIUIMHBI JUIS HOJTOTOBKH K
YCTHBIM OIIpOCaM;

— H3y4eHHE OCHOBHOM H JOIOJHATEIbHONW U Hay4YHOH! JIMTEPATYPHI B IPOLIECCE OAIOTOBKH
K aHaIM3y M pEHICHHIO INpOOJIEMHBIX 3a/a4, pealu3aliM 3JIEMEHTOB HCCIIC0BaTEIbCKOM
JeSATENbHOCTH;

— TOATrOTOBKA K KOHTPOJBHOMY TECTHPOBAHHIO;

— CHCTeMAaTH3alys ITOJTy4YeHHbIX 3HaHHM HPH IMOJIrOTOBKE K TN depeHIupyeMOMYy 3a4eTy;

YenoBus ans caMocTosTeNnpHOH paboThl CTYACHTOB, B YACTHOCTH, IS pPa3BUTHS HABHIKOB
CaAMOKOHTPOJIS, CIIOCOOCTBYIONTNX MHTeHCH(pUKanUN 00pa30oBaTebHOrO npoiiecca,
o0ecneynBaroTCs:

— HAJIMYMEM W HCIHOJB30BaHUEM B OOpa3OBaTEIbHOM IIPOLIECCE OTKPBITHIX CHCTEM
aBTOMaTH3HMPOBAHHOTO TECTUPOBAHUS MPH HCIOJb30BaHUM OECIIaTHOrO cepBHca Uil yueOHbIX
3aBEACHUH, HEKOMMEPUYECKUX OpraHu3alluii U NojIb30BaTeNiel TUYHBIX akkayHToB Google — Google
Knacc, koTopble AOCTYITHBI ITONIB30BaTeNsAM Yepe3 MHTepHeT B j1r060€ yI00HOe VIS HUX BpeMs;

—HaJIMYMEM M IOJHOH JOCTYIHOCTBIO 3JIEKTPOHHBIX BapHaHTOB Kypca JIEKUUH ¥ yyeOHO-
METOAMYECKOr0 NMOocoOus IO OCHOBHBIM pazjiesiaM JUCHUMIUIMHBL Ha Moodle — oOpa3oBareibHOM
noptane ITononkoro rocyqapcTBeHHOro yuuBepcutera uMeHu EBppocunuu [Nosonkoii.

JononuTtenbHoe yuefHO-MeTOAHIECKOE 00eceueHne
CAMOCTOATE/IbHOI padoThl CTYAeHTOB 04HOM PopMbI 00yUeHHA

1. Marepnainbl, pasmMell€HHble Ha OECIIATHOM CEpBHUCE I YUYeOHBIX 3aBeIEHUH,

HEKOMMEPYECKHMX OpraHM3alyi ¥ nojas3oBaresel JMYHbIX akkayHTOB Google Kiace Room: mudp
Kypca IYG3LPSJ.

2. Marepuanel, pasMeméHHble Ha  oOpa3zoBareNbHOM — moprtajge  [losonkoro
rocy1apcTBEHHOro yHuBepcuTeTa uMeHu EBdpocunuu Ilonorkoii https://moodle.psu.by.
3. Metonuueckue ykazaHHs K BBIIOJIHEHHIO JIaOOPAaTOPHBIX paboOT MO AMCIHUILIHHE

«OCHOBBI 3aIUTEl HHGOPMALMU» JUISL CTYJEHTOB crieHdaibHOCTH 6-05-0533-04 «KoMnbiotepHas
duzukar.
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CoaepxaHue caMoCTOATETbHOH paboThI CTYICHTOB

(nHeBHAs QopMa MoJTyHeHHS BbICIIEro 00pa3oBaHuA)

Bu
A . KoaudecTBo
camMocToATeabHOH | TemaTu4yeckoe coaep:kaHue H HCNOJIb3YyeMble HCTOYHHKH 4ACOB
padoThi
1 2 3
Tema 2.3 KomnvlomepHule 6Upycuol U anmugupycHule npo2pammsl
ITonarue BUpYC. Hcrtopusi ~ KOMMBIOTEPHBIX  BHPYCOB.
JleCTpyKTHUBHbBIE BO3MOXKHOCTH M MYTH NPOHMKHOBEHHS BHPYCOB. 4
MerTonp! 3alUTH OT BUPYCOB.
OcH. nur.: [2], [3]. Hom. nur.: [6], [10].
Tema 4.2 O630p mexHuueckux cpeocmeé HE2IACHO20 Cbéma
aKycmuyeckou uHgopmayuu
3akJiaiouHble yCTpOiicTBa. TexHuueckue cpeacTea
JUCTaHLUMOHHOTO CbéMa HHpopMaumu. TexHUYECKHE CpeacTBa 4
cb&éMa MH(OPMAIIMHY C JIMHUI CBA3H.
OcH. nur.: [1], [2]. Hon. aur.: [3], [4], [5], [7]-
CamocrostenbHoe | Tema 4.6 Ipoepammno-annapamusvie cucmemol 3auumel
U3y4YeHHE uHpopmayuu
OTIENBbHBIX Cucrembl OXPaHHO-TIOXKAPHOM  CHTHAJIM3aLHM. Cucremsl 4
BOIIPOCOB 10 BueoHaOmoaeH!s. CHCTeMbl KOHTPOJIS ¥ YTIPaBJICHHS JOCTYIIOM.
TeMam OcH. mt.: [1], [2]. Hom. amr.: [3], [4], [5], [7].
JUCLHIUINHBI
Tema 5.1 Cmezanozpaghuueckue cucmemvl 3auumel UH@Gopmayuu
KomnelotepHas  creranorpadus.  Metonsl  KOMIBIOTEPHOH
creraHorpaguy. Pa3paboTka HOBBIX MalIMHOYMTAEMBIX 3aIIHTHBIX 4
NPU3HAKOB,
OcH. nur.: [1], [2]. Hon. aut.: 2], [12].
Tema 3.5 Vnuxanonan u mounas ulenmuguxayus npooyKkmos u
bankosckux cuémos
OcHOBa COBpEMEHHOro OOIIECTBa CTaHAAPTU3UPOBAHHBIE KOJIBI
6aHKOB, CynepMapKeTOB U JPYTHX KPYMHBIX OACHCTEM SKOHOMHKH 4
— KpeauTHele KapThl. Anroputm JlyHa. Lpuxkonsi.
Hon. nur.: [12].
IToaroroBka K KOHTPOJIBHOU paboTe 2
IToaroroBka x pedepaTUBHOMY BBICTYILICHHIO 8
CrcreMaTu3anus Moay4eHHbIX 3HaHUH TIPH IIOArOTOBKE K 3K3aMEHY 10
HUTOI'O: 40
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OPI'AHU3AIIAS CAMOCTOSATEJBHOM PABOTHI CTYJAEHTOB

ITo yuebHol aucuuniiaHe «JlabopaTopHbIil CIEHNIPAKTHKYM
«OcHOBBI 3aIIUTHI HHPOPMALIHH»»

Obyuenne «JlabopaTtopHomy crennpaktukyMy «OCHOBBI  3alMTBl  HH(QOpPMaLUH»»
TNPENoaraeT peau3alHtio CIeayoIuX GopM caMOCTOATENbHOH paboTEI CTY AEHTOB:

— npopaboTka yueOHOM JINTepaTyphI;

— U3y4YeHHe NeYaTHBIX HCTOYHUKOB 110 TEME TUCIUIINHEL,

—H3y4YECHHE BOIIPOCOB U1 CAMOKOHTPOJIS;

— BBINOJIHEHHE NPaKTHYECKHUX 3alaHuil o 1abopaTopHBIM paboTaM JUls 3aKpEIUICHHs YMEHHUH
¥ HaBBIKOB;

—yTiIyGIIEHHOE HU3ydYeHHe OTIENBHBIX TEM JUIS IOArOTOBKH K 3alIHTe JabopaTOpHEIX paboT;

— U3y4eHHe OCHOBHOH M JIONOJHUTENLHON M Hay4HO! JIUTEpaTyphl B IPOIiecce HOATOTOBKH K
AQHAIM3y M PpEIICHHI0 MpOOJNEeMHBIX 3aiad, pealu3allid 3J€MEHTOB HCCIIeIOBATENIbCKON
JeATeNbHOCTH;

—CHCTEMaTH3alis IOy YSHHBIX 3HAHUH IIPH MOATOTOBKE K 3a4eTy.

Vci0BHS AN CaMOCTOSTENIBHONU paGOTBI CTYIEHTOB, B YaCTHOCTH, [UIS Pa3BHUTHs HaBBIKOB
CaMOKOHTPOJIS, CIIOCOGCTBYIOLIMX MHTEHCUHKAIIUH o6pa3oBaTenbHOro nporecca,
ofecreunBarOTCA:

— HaJIHYHEM M HCIOJB30BaHHEM B oOpasoBarensHoM mpouecce CIO Moodle, noctymHoit
nosp30BaressaM yepes3 MHtepHet B moboe ynoGHOe 171k HUX BpeMs,

—HaJMYAEM H NOJHOH MOCTYNHOCTBIO IJEKTPOHHBIX BapHaHTOB Y4eOHO-METOIMYECKHX
yKa3aHHI 110 OCHOBHBIM pa3/ielaM JUCIMIUINHEL

JonoJiHATe/IbHOE YUeOHO-MeTOAHYeCKOEe o0ecTedeHHe
CaMOCTOSATEbHOMH paboThl cTYIeHTOB 04HOI popMbI 00yUeHHS

1. Marepuansl, pasMeIEHHbIe Ha o6pa3oBaTebHOM IopTane [100IKOro rocy1apCTBEHHOIO
yausepcuteta uMend Esppocunnu ITononkoii https:/moodle.psu.by.

RN




43

ConepixkaHne caMOCTOSITEIbHON padoThl CTYACHTOB
(zHeBHAs GopMa mOJy4eHHA BICHIET0 00pa30BaHuA)

Bun " Koaun4ectBo
caMocToATeJbHOH | TeMaTHYeckoe coep kaHHe H HCII0JIb3yeMble HCTOYHHKH 9aCoB
padoTLI
1 2 3
JlaGopaTopuas pabora Nel 5
Hcnonp3oBanue airopuTMoB TEOPHH YKCe B KpUATOrpaduu
JlaGopaTopunas paGora Ne2 )
IIndpoBaHue naHHBIX KPUOTOAITOPUTMOM NEPECTAHOBKH
JlaGoparopnas paGora Ne3 2
indposanre JaHHBIX KPUNITOAITOPUTMOM MPOCTOH 3aMEHBI
JlaGopaTopnas paGora Ned
ndpoBaHne naHHBIX KPHNTOAITOPUTMOM MHOroangaBHTHOH 2
3aMeHbl
JlaGopaTtopuas paGora Ne6 2
Hccnenosanue kpunrocucrems! DES
JlaGopaTopnan paGora Ne7 2
Hccnenosanne kpunrocucremsl 'OCT 28147
JlaGopaTopnas paGora Ne8 5
Amnanus reHepaTopoB ICEeBAOCTY4aHHOH MOCIe10BaTENBHOCTH
JIaGopaTopuas paGora Ne9 )
HccenenoBanue mndpa raMMupoBaHus
JlabopaTopnas pa6ora Nel0 )
Peanuzauns apudmetnku GonblInX yucen
JlaGopatopHas padora Nell ’
[IporpaMMHas peannsanus reHepaTopa NpOCThIX YHCEN
Iloaroroska x JlaGopaTopHas pabdora Nel2 )
3alUTE OTUETOB N0 | Peannsauus aropuTMOB MOAYIBHON apUMETHKH
1abopaTOPHEIM JlaGopaTopuas paGora Nel3
paboTam Peanusanms anroputma EBKinza, pacUIMPeHHOTO ajiropHTMa 2
EBxnnpa
JlaGopaTopnas paGora Nel4 2
AHanu3 OHOCTOPOHHHX (DYHKLUH
JIaGopaTopuas pabora Nel5
Peanuzauus porpaMmbl mHdpoBaHHUA ACHMMETPUYHOM 2
KDHUIITOCUCTEMBI
JlaGopaTtopnas pa6ota Nel6
Peanusauns  mporpammel  gelind¢poBaHHS  aCUMMETPHYHOM 2
KPUITOCHCTEMBI
JlaGoparopHas pa6ora Nel7 2
Hccnenopanue kpunrorpaduueckux xew-pyHKUuid
JlaGopaTopnas pa6ora Nel18 2
[enepanus snexTpoHHOM LM(POBOH MOANMKUCH B TOKYMEHTE
Jla6oparopuas paGora Nel9
BepHdukanuu snekTpoHHON LMdpoBoi NOANKCH TOKYMEHTa 2
JlaGopaTopnas paGora Ne20
Hccnenosanne nokasareneit 3¢eKTHBHOCTH NAPONBHBIX CPECTB 2
ayTeHTH(HKaLMU
JIaGoparopnas pa6ora Ne2l
Hccnenoranve mnokasareneit ad¢ekruBHOCTH GHOMETpHYECKHX 2

CpeACTB ayTeHTU(HKALMH
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2 3
JlaboparopHast pabora Ne22 5
HccnenoBaHue MeTOIOB KOMITBIOTEPHOH cTeraHorpagun
JlaGopaTopuas paGora Ne23 2
ITporpamMmHas peanusalysa NPOTOKOJIa MPOCTOH ayTeHTHHHUKALUH
JlaGopaTopnas pa6ora Ne24
Iporpammuas  peanu3auus  NpoOTOKOJda  MHOrogaxTOpHOMH 2
ayTEeHTH(PHKALIUH
JlaGopaTopuan paGora Ne2§
Hcnons3oBanue mnporpammuoit cucreM PGP u TrueCrypt ans 2
obecrieueHus KOH(UACHIHAIBHOCTH " LEJOCTHOCTH
HMH(POPMALIHOHHBIX pecypcoB
JlaGoparopuan paGora Ne26
IMonyuenue NPaKTHYECKHX HaBBIKOB MPOrpaMMHOIO 2
BOCCTAHOBJIEHUS AaHHBIX Npy nomolu nporpammel TestDisk
JlabopaTtopnas paGora Ne27
Peanuzanmsa moautHkn Ge30macHOCTH B 3aLUMIUEHHBIX BEpCHAX
onepauHoHHOH cucteMbl Windows. CosfaHHe H yalleHUe YHeTHOH 2
3alMCH  NOJIL30BATe/d, TIPYNN MnoJsp3oBaTened. PasrpaHuyeHue
JIOCTYIA K pecypcaM B 3allMIIEHHBIX BEPCHAX ONIEPALIMOHHOMN CHCTEMBI
Windows

HUTOI'O: 54

oy
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KOHTPOJIb KAYUECTBA YCBOEHUS 3HAHUM

no y4ebHoit ancuunianse «OcHoOBbI 3aUTHI HHGoOpMaUU»

VueOHOM IUIAaHOM CIEIHaTbHOCTH B KadecTBe (GOPMBI MPOMEKYTOYHOH aTTeCTauuH IO
y4eOHoM nuciuuinHe «OCHOBBI 3aLIUTHI HHPOPMAIMK» MPEIyCMOTpEH 3K3aMeH. OneHka y4eOHbIX
JOCTHXEHHUH CTyJeHTa IPOU3BOJUTCS [0 AeCATHOAIIBHOM IIIKaJIE.

JlnarsocTuka KadecTBa YCBOESHHs 3HAHHUH NMPOBOAMTCS B (hOpME TEKyINero KOHTpOIA H
IIPOMEKYTOYHOH aTTeCTaluH.

Jns OLIEHHBaHHs CaMOCTOATENBbHOH M ayJUTOpHOH paboThI CTYACHTOB B paMKaX y4cOHOH
JUCHUIUIMHBL [UIL KOHTPOJs YCIIEBaeMOCTH HCIIOJIB3yeTCS HAKOIHUTENBbHAas CHCTEMa, KOTopas
IpeAIoNaraeT CyMMHpPOBaHHE OTMETOK, BBICTABIIIEMBIX B 3JIEKTPOHHBIN XKypHal 3a Bce BHABI paboT
B T€4YEHHE NPOXOXICHUS AJIs ONpeeNeHHs CpeAHeapru(PMeTHUECKUX NTOKa3aTelel yCIeBacMOCTH.

MeponpuaTHsa TEKyIIEro KOHTPOJIA MPOBOIATCA B TEUEHHE CEMECTpa M BKIIOYAIOT B cels
crexyonye GopMbl KOHTPOJIA:

- ycTHas popma (Ouu-onpoc Ha JEKUUAX, pedepaTUBHBIE BBICTYILICHHS);

- nucbMeHHas ¢opMa (TeCTBl, KOHTPOJBHBIE OIPOCH, KOHTPOJBHBIE pPabOTH,
IMCbMEHHBIE OTYETHI IO IPaKTHYECKUM paboTaM, pedeparsl, MUCbMEHHBIN 3K3aMEH);

- yCTHO-IIHCbMeHHass (opMa (0TY€TBl MO MpPaKTHYECKUM paboTaM C HX YCTHOH
3alIUTOMN ),

- TeXHH4ecKast Gpopma (371eKTPOHHBIE TECThI, BU3yalIbHBIE IpaKTU4YECKHe paboThI).

[IpakTuueckue paboTbl NpeayioNaraloT BBIIONHEHHE M 3amquTy. [Ipd  BBIIOMHEHHH
NPAaKTUYECKUX pabOT BBINAETCA HHAMBHAyalbHOe 3agaHMe. OTYET MO mpakTHUYecKoH paboTe
NPEJICTABIAeTCA B JIEKTPOHHOM BUIe. ConepxaHue oTuéra: Ha3BaHUe pabOThI, BApUaHT 3aJaHus,
aHajM3 3aJaHus, X0 BBIIOJHEHHs paboThl, OCHOBHEIE U MPOMEXYTOUYHBIE PE3YIbTATHI, BEIBOABI MO
pabote. 3ammra paboT NPOBOAWUTCA WHAUBHIAYAbBHO M OICHHBACTCS B COOTBETCTBUH
YCTaHOBJIEHHBIMHU IIPaBUJIAMH. v

Pesynerar mekyweco xoumpons 3a_cemecmp OLECHMBACTCA OTMETKOH B Oaliax o
fecaTHOA/UTbHON IIKajle W BBIBOJAMTCS, HCXOMA M3 OTMETOK, BBICTABIEHHBIX B XO/e NpPOBEACHHS
MEPOTIPUATHIT TEKYLUEro KOHTPOJIS B TEYEHHE CEMECTpA MO clieayromei Gopmye:

T = (KT, + ...+ KT,,) + (IIP; + ...+ IIP,;) + (KP,) + (KP,)
- (19 + n) ’
rxge KT, + ...+ KT, — oTMeTKH, BEICTaBIEHHBIE 110 PE3yIbTaTaM KOHTPOJIBHOIO TECTHUPOBAHHUS;
[1IP; + ...+ I[1P;; — oT™MeTKH, BBICTaBIICHHEIE 110 pe3yJIbTaTaM 3alllUT NPAKTHYECKHUX paboT;
N — KOJIMYECTBO TECTOB,
KP,, KP, — oT™MeTkH, BEICTaBIIEHHBIE TI0 pe3y/IbTaTaM KOHTPOIBHEIX paboT.

Pe3ynpTaT TeKyInero KOHTPOJIS PacCUUTHIBACTCS KaK OKPYTJIEHHOE CpelHEE 3HAUCHHE.

Jia oOydaromiero, IMpoMyCTHUBILETO MEPONpPHUSITHE TEKYLIEro KOHTPOJS IO YBaKHTEIBHOM
npu4uHe, Kadeapol ycTaHaBIMBAIOTCS OTIOTHUTEBHBIE CPOKH.

OOyuaromieMycs, MpPOIYCTHBLIEMY MEPONPHATHE TEKYINEro KOHTPONSA O3 YBaXKUTEIbHOM
NPUYHHEL, BLICTaBIIAETCs 1 (01H) 6T 3a JAaHHOE MEPOTIPHATHE.

Pesynbrar Texymiero KOHTPOJIsI MOKET OBITH ITOBBIIIEH:

— 33 y4acTHe OOy4Yalomero B  HAyYHO-TIPAKTHYECKHX  MEPONPHATHIX,  y4eGHO-
HCCJICIOBATENBLCKOM, Hay4YHO-HCCIIENOBATENbCKOM paboTe CTyIEeHTOB (KOH(EpeHIUsX, CeMHHapaX,
OJIMMITHAMIaX, KOHKYpCaxX, HAYYHBIX KPYXKax U T.II.) 10 Ipoduno y4eOHONW AUCUMIUTMHEI (MOIYA) U
MOXeT GbITh HOBBIIEH 10 10 6aUIOB NpH JOCTHKEHMH 3HAYMMBIX PE3yJIbTaToB B 3TOH paGoTe;

— 00y9aromuiics B LeJIIX MOBBIICHHS OTMETKH T10 JIIOGOMY MEPOTIPUSTHIO TEKYILETO KOHTPOJIA
MOXET BOCIIOJB30BAaTbCS I[IPaBOM Ha JOMNOJHUTEIbHblE O0Opa3oBaTeNbHBlE YCIyrd (IUIaTHbIE
KOHCYJIbTAllUH, IUIATHBIE OMOJIHUTEIIBHBIE 3aHATHA). KonmmdyecTBO M CpoKM mepecrady C IEJIbiO
IIOBBIIIIEHNS OTMETKHY ONpesiessieT Kadeapa.
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B Tabmine 1 npeacTaBieHs! cOCTaBIsIONKE, POPMUPYIOME OTMETKY TEKYIIEro KOHTpoJs T

110 JMCIUIIIIMHC.

Ta6J'II/IIIa 1 — CocraBngrolye OTMETKH TCKYILECro KOHTPOJIA T no gucuuIiMHE

Meponpusitus | Coaep:kaHue MeponpMsiTHH 3apanus Ormerka
MeEpONPHATHS MeponpusTHi
TEeKyL1ero TeKyIIero KOHTPoJIs —
TeKyIlero KOHTPOJIst TEeKyIIero
KOHTPOJIA Ha3BaHHe pa3jeJia (TeMbl)
KOHTPOJISt
(KP), (KT), (1IP)
KonTpoannas CM. TeMBI KORTPONBHEIX paGoT [Tpennaraercs MaxkcumanbHast
paGoTa BBINIOJIHUTE OTMETKa
KOHTPOJNBHYIO paboty | 10 (mecsrs)
110 yKa3aHHOH TeMe 6amioB
COTTIaCHO BapUaHTYy.
Kontpoubusniii | Tems! u mianupyemsie Tect opuentupoBan Ha | MaxcumanbHas
TeCcT KOHTPOJIbHBIE TECTHI YKa3aHbl B | IPoX0XcHHE B online- | otMeTKa 10
y4eOHO-MeToAn4Yeckor KapTe pexxume U opopmiieH B | (IecaTs) 6auioB
TVCUHUILIUHEL Google Forms u
pa3menieH B Google
Knace Room

®opMa NpoMeKyTOUHOH aTTeCTalHH — K3aMeH.
Hrorosas sk3aMenanyvonHas otMeTka (M) yuynTBIBaeT OTMETKY TIO pe3yibTaTaM TEKYIIero
konTpond (T) m sk3ameHammoHHyl0o oTMeTKy (3). BecoBoit koadduumeHT x mnpuHHMaeTcs
pasubM 0,5. MHGOpManus o BecoBOM ko3¢ uiuenTe JOBOAUTCS N0 CTYXEHTOB 1a IEPBOM 3aHATHH
B cemecTpe. Cocrapisiomue Ui GOpMUPOBAHHUS HTOTOBOM OTMETKH I10 JUCHUILIMHE U UX BECOBBIE
KO3 HUITUEHTHI IPEICTaBICHBI B TAOIUIE 2. '

Tabnuna 2 — COCTaB.IISIIOHII/IC HTOTOBOH OTMETKH MO JUCIHIIJIHHE

CocrasJasiionme
H3)

k T 1-k 3
0,5 IIpencrarsieHsl B 0.5 "
Tabmuie 1

*OTMETKa, HOJIy‘{eHHaﬂ CTYACHTOM Ha 3K3aMCHC 3a MUCBEMEHHBIA OTBET MO 3K3aMCHallUOHHOMY 6I/UleTy.

Hroropas oTMeTKa IO AUCIUITIIMHE OIpEANseTCs 10 GopMyJIe:

U3 =0,5T + 0,53.

[TonoxxutenbHOH SBJAECTCA OTMETKA HE HHXKE 4 OaslioB.
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KOHTPOJIb KAYECTBA YCBOEHWSI SHAHUN

1o y4edHoit qucnuminge «/IabopaTopHbIi CNENIPAKTHKYM
«OcHOBBI 3aIUTHLI HHPOPMAIHID)

V4yeOHOM IJIaHOM CHCHHAIBHOCTH B KauecTBE (OPMBI IMPOMEXYTOYHOH aTTecTalMu IO
«JlaboparopHOMY crielpakTUKYMy «OCHOBBI 3aIIUTHI HHGOPMAIIHH»» NIPESLyCMOTPEH 3a4eT.

JluarHocTika KavyecTBa YCBOEHHS 3HaHHH HpoBOAUTCA B ()OpME TEKYLIETO KOHTPOJA H
IPOMEKYTOYHOH aTTeCTalluH.

JIns olEeHUBaHUS CaMOCTOSTENBHOH M ayAUTOPHOH paboThl CTyACHTOB B paMKax Y4eOHOM
JUCHMIUIMHBI UIA KOHTPOJIS YCIIEBaeMOCTH HCIIOJIB3yeTCs HaKOIHUTENbHAs CHCTeMa, KOTopas
IpenoiaraeT CyMMHpPOBaHHE OTMETOK, BHICTABIIIEMBIX B 3JIEKTPOHHBII XypHAJI 3a Bce BUIbI paboT
B TEUYEHHE CEMECTPA, JJIs ONpeeeHus cpeHeapuPMETHUSCKHUX MToKa3aTeNnell yCneBaeMOCTH.

MeponpusaTus TeKymero KOHTpPOJSA MPOBOIATCA B T€YEHHE CEMECTpa M BKIIIOYAIOT B cebs
cnenyromue GopMbl KOHTPOJIS:

—THChbMEeHHast (popMa (TTHCEMEHHBIC OTYETHI 110 1ab0paTOpHEIM paboTam);

—YCTHO-THCbMeHHas ¢popma (0T4ETHI 10 TabopaTopHBIM paboTaM ¢ MX YCTHOM 3aIiuToi).

JlaGopaTopHble pabOTHI IPeANONaraloT BHIMOMHeHWe u 3amuTy. [locnexnee nmaGopatophoe
3aHATHE B CEMECTpe Ipe/lyCMaTpHBaeT BBIIOIHEHHE M 3alIUTY 3a4éTHOH HTOroBoit pabotel. [Ipu
BBINOJIHEHHHU J1a00paTOpHBIX paboT BRIIAETCA UHIMBHAYyanbHOe 3anaHue. OTuér mo nabopaTopHoit
paboTe mpencrapisgercs B deKTpoHHOM BHAe. Conepikanue OTYETA: Ha3BaHHE pabOTHI, BapHaHT
BBIBO,I[LI no pabore. 3a111ma paboT MPOBOAMTCS HHJIHBHI[yaJTLHO U OLICHHBAeTCs B COOTBCTCTBI/II/I
YCTaHOBJICHHBIMH TIPaBHIIAMH.

Pesynprar mekyweco kowmpons 3a cemecmp OUEHHBAacTCA OTMETKOM B Oamiax 10
JecATnOAINIBHON IKajle M BBIBOJUTCS, HCXOM U3 OTMETOK, BBICTABICHHBIX B XOJie HMPOBEICHUS
MEPONPUATHH TEKYIIET0 KOHTPOJIsl B TEUYCHUE CEMECTpa 0 cleayomei Gopmye:

_(IPy + ..+ JIP,)
= ~ ,
rae JIP; + ...+ JIP,, — 0T™MeTKH, BHICTaBIICHHBIE IO pe3yJIbTaTaM 3alluT JabopaTOPHEIX padoT;

1 — KOJMYECTBO J1abOpaTOPHBIX paboT, MPeIyCMOTPEHHBIX K BBIOJHEHHIO K JaTe TEKYILEro
KOHTPOJIA.

PesynpTat TeKy1Iero KOHTPOJIS pacCUUTHIBAETCH KaK OKPYTJIEHHOE CPEIHEE SHAUCHHE.

Ja  obydarolnero, NpoOIyCTHBLIETO MEPONPUATHE TEKYLIEr0 KOHTPOMA IO YBAKHTEILHOM
IpHYHHE, KadeIpol yCTaHABIMBAIOTCS JOMOHHTEIIBHEIE CPOKH.

OOGydaromieMycs, NPOMYCTHBIIEMY MEPONPUATHE TEKYLIEro KOHTPOAS 0e3 yBaKUTEILHOH
NPHYMHEI, BeICTaBiEeTCs 1 (0uH) 6ait 3a JaHHOE MEPOTIPHSTHE.

Pesynbrar TeKymero KOHTpOIIA MOXKET ObITh HOBBHILIEH:

- 33 yyacTHe 00y4aroIlero B HayYHO-TIPaKTHYECKUX MEPOTIPUATHSX, YIeOHO-HCCIIEI0BATENILCKOM,
Hay4HO-HCCIIEIOBATEBCKON paboTe CTyAeHTOB (KOH(EPEHIHSX, CEMHHApaX, OMMIIMAIAX, KOHKypcax,
HAyYHBIX KPYXKKax H T.IL.) [10 MPoQITo yueOHOM AUCUUIUTHHE] (MOIYJIS) © MOKET OBITh ITOBRIIIEH 10 10
6aJIoB NpHU JOCTH)XEHHH 3HAYUMEBIX pe3yJIbTaToB B 9TOM pabore;

- ofyvarommiics B UeNIIX MOBBIMIECHHS OTMETKH 110 JEOOOMY MEPOIPHATHIO TEKYILEro KOHTPOJIS
MOXXET BOCIOJIB30BATLCA IIPAaBOM Ha JIONOJHUTENbHBIE 00pa3oBaTeNbHBle YCIYTH (ILIATHBIE
KOHCYJIbTAllMH, IUIATHBIE JOIOJHUTENBHBIC 3aHSATHS). Konnqecmo M CpOKHM Iepecaad ¢ LENbIO
TIOBBIIIIEHUS OTMETKH OllpeiesaeT Kadeapa.

ITpoMexyTouHas arTecTanys IpOBOAUTCS B popMe 3auéra.

3axmoueHue o 3guéme GopMupyercs o gopmyiie:

3=k-T,

rze k— BecoBoli k03 (PUIMEHT TeKyIIero KOHTPOJIS;
T — pe3ynpTaT TeKyILero KOHTPOJIS 32 CEMECTP.
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Jlns BeICTaBIEeHUS 3aueTa BecoBOM KoadduuueHnt Kk mnpunHuMaercs paBHbIM 1. OTMmeTka
«3a4TCHO» BBICTABIACTCA CTYACHTaM, MOJIYYHBIIKM I10 PE3YJIbTaTaM TCKYILECTO KOHTPOJIA 4 6annau
BBHIIIE.

Ecnu momyvyennas otmerka 3 < 4 6ajutoB, TO MPOBOAMTCSA YCTHBIH 3a4€T OTHAENBHO IO
NpPEICTABICHHBIM B IPOrpaMMe BOIIPOCAM.
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XAPAKTEPHCTHKA HHHOBAIIMOHHBIX IOAXO0J0B
K ITPENIOJABAHHUIO YYEBHOI'O MO YIS

OCHOBHEIE MeTOAB! (TEXHONOTHH) OOyUYeHHMs, OTBEYalONIMe LEJNAM H 3amadaM ydeOHoi
JUCHMILTHHEL

- npobieMHOoe oOydeHHe (IpoOiaeMHOe M3IOXKEHHE, BapHaTUBHOE H3JIOXKCHHE),
pean3yeMoe Ha JIEKIHOHHEBIX 3aHATHSX;

- y4e6HO-HCCIIeI0BAaTENbCKasA IEATENbHOCTD.

Hcnomp3yeMble TEXHONOrMM OOY4YEeHWS W JUArHOCTHKH KOMIIETCHIMH B MpeNnoJaBaHHH
mucuunavH «OcHOBHL 3amuThl HHQopMmammu» u «JlaGoparopHoro cnenmpaktiukyMa «OCHOBEI
3amUThl MHQOPMAalHH»» pEeaTH3yIOT INOAXOL, OCHOBAaHHEIH Ha MaKCHMATbHO BO3MOXKHOM
WCIONB30BAaHUM BHYTpeHHe# M y4eOHOM MOTHBAllMM CTYyACHTa, INPOSBISIONIEHCS B YETKOM
IIOHMMAaHHWH UM 3HA9MMOCTH BCEX BHIOB BBHITONHIEMBIX paboT, Kak C TOYKH 3PEHHS BaXXHOCTH LI
npodecCHOHABHON MONTOTOBKH, Tak W C TOYKHM 3peHHs oueHHBaHus. [loaxon mpeamosaraer
HCIONB30BAaHHE DJIEMEHTOB INPOOJeMHOro o0OydeHHs M 3JIEMEHTOB  HCCIIECIOBATENbCKOM
NEeATEIBHOCTH CTYJEHTOB B IIpollecCe ayIOWTOPHOM paboTh, a Takke IPH BHINOJIHCHHH
CaMOCTOSTENbHBIX pabOT IPH IIOCTOSTHHOM PEHTHHIOBOM KOHTPOJIE.

Ha neKkuMoHHBIX 3aHATHAX MO IUCHUIUIHHE «OCHOBHI 3alIMTH HMHPOPMAIMH» BO3MOXKHO
HCIIOIb30BaHME 3JIEMEHTOB ITPOOIeMHOr0 00ydeHUs: IPo6IeMHOE H3NI0XKEHHE HEKOTOPHIX aCIIEKTOB,
HCIIONB30BaHHUE YAaCTHIHO-IIOUCKOBOTO METOA.

N3ydenne yueOHON AUCIUIUINHBI OCYMIECTBISAETCS HA JIEKIMOHHEIX 3aHATHAX, HA KOTOPBIX
CTyACHTHl OBJAJCBAIOT CHCTEMOH TEOPETHYECKUX 3HAHHH B 0OnacTH 3aumThl MHPOpMAIHM H
uHbopManMoHHON Oe30macHOCTH M (HOPMHPYIOT CHCTEMHOE IOHMMaHWe NpOOJEM 3allUTHI
HHbopManuyu 1 HHPOPMAUMOHHOM 6E30IIaCHOCTH ¥ MyTel MX PEIMICHUS U MPaKTUUECKUX 3aHATUSIX,
Ha KOTOPHIX pa3BUBaIOTCA H GopMHUPYIOTCS HEOOXOIUMBIE IIPAKTHIECKHE YMEHHA U HABEIKH.

B xozn€e NeKIIHOHHOTO H3/I0XKEHHS TEOPETHIECKUX CBEACHHI HCIONB3YIOTCH TPAJIHIHOHHEIE
CIIOBECHEIE IPHEMEI H METOABI, KOTOPbIE aKTHBH3UPYIOTCS IIOCTAHOBKOM MPOGJIEMHEIX BOIIPOCOB H
3aJlaHuH, OpraHu3alMell y9eOHBIX OMCKYCCHH ¢ OMOpoif Ha MMEIONIYIOCS HAYAIBHYIO MOATOTOBKY
CTYZEHTOB H HX ITOJIMTEXHUYIECKHUH KPyro30p, HCIOIE30BaHHEM HHTEPAKTUBHEIX METOAOB O0yJeHHS.

Bo Bpema mnpoBeneHus mnpaktudeckux pabor mo muctumiuHe «OCHOBBI  3aIUTHI
uHpOpManuKH» H 1abOpaTOpPHBIX 3aHATHH 1o ydebHoMt mucmummHe «JlaGopaTopHOro
crennpakTHKyMa « OCHOBHI 3aUTH HHbOpMauH»» 0coboe BHUMaHUe yaeseTcss HOPMHPOBAHMIO
y CTYACHTOB YMEHUs IUIaHUPOBATh CBOXO paboTy U onpenenirTs 3ppexkTHBHYIO MoCIen0BaTEIEHOCT
€€ BEITOJIHEHHUS.
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HPOTOKOJI COTI'JIACOBAHUS YYEBHOM TPOTPAMMBI
C APYI'NMH YYEBHBIMU JUCHUIVIMHAMHU CIIEHHUAJIBHOCTH

IIpennosxkenus 00
H3MEHEHHAX B

Pemenne, npuusaToe

Ha3zpanue quCcUMILVIHHBI, Hassanme COAep’KaHHH Kadeapoi,
10 KOTOpoH Tpebyercs Kadenpb! y4eOHoM paspadoraBmei
COrJIacoOBaHHeE P [porpamMmel 1o y4eOHYyI0
H3y4yaemoM y4eOHoi nporpamMmy
AUCHHIIHHE
«CucTeMbl ynpaBieHus .-
Ga3amu JIaHHBIX» H ey
«IIporpamMmmupoBanue Ha -
C#» LLEr
«IIporpaMmMupoBanue Ha
miatdopme LLE 127
Microsoft.Nety Kadenpa dusexn
«IIporpaMMHbIe METOABI —
aBTOMAaTHU3ALUH FLE 7t7
9KCIIEPHMEHTa o
«JlaboparopHsIii
CHIELIIPAKTUKYM -
«CoBpeMeHHEbIE //ﬂé/p a
TEXHOJIOTUH
HNPOrPaMMHUPOBAHUSIN Y
o
3aBenyromui kadenpoit Gpuzuxw, K.T.H., JOUEHT. - - -+ ‘ -~ A.C. Kupuenko
ke 4
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